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• Introduction
o A core measurement of any Supply Chain Cyber Security Risk Management 

Program is its value in reducing risk through controls employed by vendors, 
service providers, and the entities.
– Regulators have challenged the levels of rigor regarding risk management practices that 

organizations claim to have attained. The inclusion of targeted controls provided by 
procurement language during the acquisition of cyber systems, components, 
maintenance and related services support a “risk-based” approach to cybersecurity.

Introduction



RELIABILITY | RESILIENCE | SECURITY3

Introduction
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• Introduction
o Procurement language, beginning at the planning stage and at each step of an 

acquisition, is a critical element of a Supply Chain Cyber Security Risk 
Management Program. 
– Procurement language includes negotiated agreements that formalize the division of 

responsibilities, performance requirements, and expectations for compliance 
monitoring. 

– Procurement language* is expressed in the form of contract clauses developed during 
the procurement of industrial control system hardware, software, and computing and 
networking services associated with bulk electric system operations. 
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• Risk Identification and Assessment
o NERC entity Supply Chain Cyber Security Risk Management Program efforts 

begin by identifying important risks to the cyber security of the bulk electric 
system (BES) supply chain 
– A thorough understanding of the risks associated with vendor relationships to critical 

cyber systems and particularly BES cyber systems, determines the type and quantity of 
conditions and stipulations appropriate to include in the procurement language to 
achieve security and reliability goals. The risk assessment should include an analysis of 
likelihood and magnitude of harm and consider threats, vulnerabilities, and impact to 
organizational operations and assets, individuals, and the BES.

Risk Identification
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• Risk Identification and Assessment
o Procurement language within contracts is one among several means at an 

entity’s disposal to formalize risk mitigation for the relationship between the 
vendor, service provider and the entity.  Let’s Consider:
– Acceptance or transfer of risk as it relates to a third party which may carry specific 

liability and should be authorized by the CIP Senior Manager or other similarly senior 
manager or executive with a solid understanding of the ramifications of these decisions.

– Procurement language should also enable the audit mechanisms and metrics necessary 
for an entity to ensure their vendors are meeting the contractual requirements and 
changes related to industry risks. 

– Procurement contracts should be treated as living documents that need to be reviewed 
and updated regularly to ensure entities are continually identifying, assessing, and 
mitigating residual and new risks posed by the vendors.
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• Procurement Language Examples
o Critical Infrastructure Protection Committee (CIPC/RSTC) on March 6th 2019 

released a ‘Letter to the Electric Industry Vendor Community’, in that letter CIPC 
encouraged product and service vendors to provide several reasonable controls. 
Examples of supply chain cyber security risks and procurement language considerations 
include:
– Energy Sector Control Systems Working Group (ESCSWG)
– Utilities Technology Council (UTC)
– Edison Electric Institute (EEI)
– National Institute of Standards and Technology (NIST)

Additional Information Sources
– CIPC approved guideline / letter to industry
– North American Transmission Forum (NATF)
– North American Generator Forum (NAGF)
– NERC Frequently Asked Questions Supply Chain

Procurement Language
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• Non-Contractual Purchases
o Non-contractual purchases should be documented, assessed for risk, and include 

steps taken to mitigate identified risks. Let’s Consider:
– Purchases, made without a contract, perhaps in response to an emergency to obtain something 

quickly, pose risks and lack formal oversight. 
– In some cases, the means of acquisition may affect the support that the entity will receive from the 

equipment manufacturer, or may impose additional requirements to obtain support, thereby 
requiring additional steps to mitigate risk. Consider, for instance, the risk of using credit cards 
without the protections of procurement language. 

– The registered entity should document the emergency procurement process in a Supply Chain Risk 
Management (SCRM) procurement plan, along with documentation that registered entity personnel 
or approved contractors validate after-the-fact risks and mitigations of the procurement.

Non-Contractual Purchases



RELIABILITY | RESILIENCE | SECURITY9

Context
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Context

Closing

Answers to Industry / External compliance based on 
information elevated from all levels.

Elevates information from Sr. Mgmt – Reports 
Analysis of capabilities based on risk / etc. to Executive 
Level

Aggregates and Elevates information from Doers / 
Vendors and ‘Reports / Answers’ to SR Mgmt and 
Executive Levels

Elevates information from work product based on product 
capabilities and Reports Analysis and Status to Management Level.         
Drives the message from the bottom up.

Elevates information from product development and 
Reports Analysis of product capabilities to Doers / 
Management Levels

Communicates strategic direction.
Drives the message from the top down.

Evaluates industry relevant information and Exec 
strategy  – communicates guidance to management

Evaluates Exec strategy and Audit/Compliance guidance 
and provides Doers / Vendors – tactical direction

Evaluates directions and guidance, then applies practical 
application based on interpreted requirements and 
capabilities of products

Evaluates requirements of Doers/Mgmt directions and 
guidance, then develops product capabilities based on 
product requirements
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• Closing
o The most effective Supply Chain Cyber Security Risk Management Program will 

prioritize a risk-based and tiered approach to mitigating security threats.  Clear 
communication and expectations between vendors, service providers and 
entities will result in procurement language that supports entity and industry 
security controls requirements. 

Closing



RELIABILITY | RESILIENCE | SECURITY12

Send Questions about the supply chain security 
guidelines to SCWGWebinars@nerc.net

mailto:SCWGWebinars@nerc.net
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