Compliance Schedule for NERC Cyber Security Standard

The proposed NERC cyber security standard is scheduled for ballot May 12-21, 2003.  If the standard is approved by this ballot, or by a subsequent recirculation ballot, the NERC Board of Trustees will be asked to adopt the standard. The standard becomes mandatory upon approval by the NERC Board under the terms of the NERC Bylaws.
 In recognition that this is a start-up year, the industry’s first self-certification will not be due until 2004, and compliance letters will not be issued in response to this first self-certification.

Once the cyber security standard is approved, NERC will introduce the cyber security standard into its compliance enforcement program (CEP) according to the schedule described below.  This schedule should allow sufficient time for all entities subject to the requirements of the standard to examine their cyber security policies and procedures and assemble all necessary documentation before commencement of formal compliance reviews and compliance actions.  

1. The NERC Director of Compliance, along with the Compliance Managers Committee, will work with the Critical Infrastructure Protection Advisory Group to develop a self-certification form for reporting compliance with the requirements of the cyber security standard.  This form, expected to be available by the end of 2003, will explain how entities are to determine their compliance or level of non-compliance with each requirement in the standard.

2. In first quarter of 2004, all entities to which any requirement of the cyber security standard applies will be expected to submit a completed self-certification form to their respective Regional council compliance manager.  

3. NERC and the Regional councils may conduct random audits to confirm self-certifications in conjunction with the compliance program.
4. The cyber security standard is being proposed under urgent action procedures, meaning that the standard can only be in effect for one year.  Whether the standard is extended for one additional year (an option under the urgent action procedures) or replaced by a permanent standard developed through the normal standards development process, the first year’s self-certification results and activities will be used to develop the permanent standard and improve the compliance program for subsequent years.
The objective of the NERC CEP is to encourage all entities to comply with the standards necessary to preserve the reliability of the interconnected bulk electric power system.  More information about the NERC CEP can be found at http://www.nerc.com/~comply/.
� ARTICLE I – Membership, Section 3. Obligations. — A Member Regional Council, on behalf of its members, shall agree, in writing, to accept the responsibility to promote, support, and comply with the purposes and policies of the Corporation as set forth in its Certificate of Incorporation, Bylaws, and Planning and Operating Policies that from time to time may be amended, adopted, or approved.





