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Meeting Summary

Cyber Security Order 706 SDT — Project 2008-06
January 7–9, 2009
Arizona Public Service

Phoenix, AZ
1. Attendance and Roll Call
See attached attendance sheet, plus 12 participants on the WebEx and conference call.

2. Antitrust Compliance
NERC Antitrust Compliance statement was read
3. Meeting Agenda and Objectives

The agenda and objectives for this meeting were reviewed and no changes were made (see attached document).
Stu introduced the revised process schedule for Phase I as it reflects adjustments to original schedule and includes flexibility leading up to June 2009, when we can pause and assess the best way to move forward from there with Phase II taking into account the ANSI process (see Assessment Criteria listed at the end of the schedule).
Jonathan Sykes from SRP was invited to provide the SDT with a briefing from the NERC System Protection and Control Subcommittee describing Protection System Redundancy on Friday, January 9th.  The Subcommittee’s engineering approach to equipment redundancy and protection may be useful in helping the SDT to identify criteria for determining critical electric system assets. 
The upcoming Phase I SDT Meeting schedule from January to June 2009 was also reviewed.  (See the attached schedule “SDT Draft Schedule – January—June 2009”) 

Preparations for the upcoming NERC Member Representative Committee (MRC) meeting scheduled for May 1, 2009 were also discussed.

A Cyber Security SDT workshop was also discussed and is planned for March 2009.  The idea of this workshop is to bring in cyber experts from the electricity industry and a variety of other industries and companies to obtain additional input that can be used to augment and/or validate the SDT’s approaches.
Some preliminary thoughts and discussion on the preparation of white papers by Jackie Collett and William Winters concerning Phase II SDT Standards Development approach will be explored on Friday, January 9th.

4. Review of Phase I Comments on the SDT Standards 
Kevin Perry provided a preliminary overview of the 119 pages of comments received from the 46 industry respondents.  The comments were organized by NERC staff, and the latest set of comments was released to the SDT on January 7th.  In summary, there were:

· No show stoppers

· Lots of duplication in the comments received

· Some comments cross multiple standards with common concerns such as :

· Compliance Enforcement Authority

· "a" vs. "the" senior manager and the delegation of authority

· New compliance language received lots of comments and maybe confusing to industry

· Confusion regarding data retention requirements warrants further discussion

Kevin recommended that the Compliance Team pay close attention to the new compliance wording so as to avoid the possibility of impact on all of the cyber security standards.

a. Approaches for Reviewing Phase I Comments

A couple of approaches to reviewing the Phase I Comments on the cyber security standards were discussed:
· Option 1:  Form various small groups to review and respond to subsets of the comments received.  Possibly begin Phase II work in parallel.
· Option 2:  All comments would be reviewed by all SDT members and those present at the meeting.

The preferred approach was to break up into small working groups to review an assigned grouping of standards in parallel, but not to begin Phase II activities.  Following the review period, the full group would meet to discuss the findings and responses from each of the small working groups.  Any cross references or duplicative responses should be found during this group review session.  The small working groups and their assignments are identified in the attachment labeled “Working Group Assignments”.

b. Schedule for Reviewing Phase I Comments 

The Industry Comments need to be addressed and responses prepared in January 2009.  The plan is to have the responses ready by the February 2–4, 2009 meeting for group adoption and eventual posting.
c. Response Strategy and Process

a. Many comments could be contentious and caution should be taken such that we answer comments at face value and not be drawn into the arguments.
b. Avoid getting drawn into discussing the Aurora incident; it is out of scope for the SDT.

c. A lot of the issues will be considered in Phase II; our response needs to indicate that the commenter should review their concern when Phase II documents are published for industry review and comment.  An appropriate response may be “we will consider the comment in Phase II”.
d. We will receive comments during the ballot period that we will need to respond to — hopefully the highly contentious issues are identified now before sending out the Phase I standards for ballot.
e. A “significant” change to a standard versus a “minor” change is a judgment call made by the NERC standards manager (Maureen Long).

f. If we make a significant change to what's already been published, we'll have to seek comments again.  If we do not change the requirement but move it to a different standard, is that a significant change?  Some clarification is needed.
g. The plan is to issue the responses to the industry comments without requiring another round of comments.  If we receive a particularly contentious comment, consider removing the item for further consideration in Phase II.

h. Compliance comments and issues should be addressed by the NERC compliance folks, not the SDT.

i. Keep responses short and concise; don’t water it down or get involved in long explanations; take the issue on in the appropriate language.

j. Point to reference documents, where appropriate, to address confusion about what some requirements mean.
k. Put the background material into the responses and refer to it, if needed.
l. A suggestion was made to include an introduction to the standards comments response document that describes the approach and what is being accomplished in Phase I and that the major issues will be addressed in Phase II.

d. Small Working Group Logistics
Some of the logistical items that were discussed included:

a. Logistically how and where will we meet? Should groups go off on their own? Should we meet at individual group tables so we can address cross-cutting issues as needed?

b. Can WebEx participants be included in the discussions?
c. CIP-002 and CIP-003 should be considered together.

d. Compliance requirements should be carved out of each standard for review and comment.
e. Each working group needs a scribe to document the responses.  The industry comments are simply arranged by the thirteen questions that were asked and in the ordered they were received.
f. If a “yes” response is received and no comment is provided, then no response is needed.  If a comment is provided, then an appropriate response is needed.
g. Address the most contentious issues first.

h. Work with the Word version of the comment document.

5. Technical Feasibility Exception Discussion

The Technical Feasibility Exception (TFE) process is based on discussion with utility management.  The process is not about the technical requirements and standards that the SDT tends to address, but it is more about whether compliance has been met; compliance is more than just the audit process.
Technical feasibility was meant to address the issues where compliance could not be met quickly, thereby allowing for good reason to be technically out of compliance while significant issues can be addressed.
The TFE White Paper is being reviewed by NERC management.  Compliance and Legal counsel were sought concerning how the white paper should be positioned and what it would mean to enforcement.  It needs its own vetting process within NERC, and it may require modification to the Compliance Monitoring and Evaluation Program (CMEP).  Changes to the CMEP are applicable across all of NERC’s standards, so the TFE needs to well thought through and vetted within NERC.
Mike Assante, Chief Security Officer at NERC, has agreed to sponsor the TFE through the compliance process at NERC.  Scott Mix will work with NERC Management to determine the best approach for getting this done.
6. Small Working Groups
Six small working groups were formed to review the industry comments and to develop the SDT’s responses.  The six groups were created to craft the SDT’s responses and to make appropriate edits to the text of the CIP Standards.  The six groups were:
1. CIP 2 and 3 (Questions 1 & 2)
2. CIP 4 and 7 (Questions 3 & 6)
3. CIP 5 and 6 (Questions 4 & 5)
4. CIP 8 and 9 (Questions 7 & 8)
5. Implementation (Questions 9, 10, 11, and 12)
6. Compliance Issues (all questions)
Question 13 was reviewed by the entire group.
WebEx and teleconference participants were advised that members would be breaking into small groups for the afternoon; they were welcome to join again when the full group reconvened to review the responses and edits prepared by the working groups.

The plan was to begin the review of the formal responses to the comments on a WebEx to be held on January 15th, and complete the initial reviews during a WebEx scheduled for Wednesday, January 21st.

a. Small Working Groups — Initial Report Out
The members of each small working group were asked to consider the following in presenting their findings to the full group:

· Present substantive issues/responses from most to least contentious (10-15 total minutes for each small group report)

· The full SDT will focus on most contentious issues to confirm response

· Small groups may reconvene to refine responses
At 1:00, the WebEx was re-initiated.  Bob Jones reviewed the expectations for the group reports with a focus on the most contentious or substantive issues that will need full group input for possible additional refinement.  The reports were brief with an opportunity for groups to revise their work.  

b. Questions 1 and 2 (CIP 002 & 003)

Three sets of substantive issues
1. Concern about assigning a senior manager in CIP-003 rather than in CIP-002

2. Clarify delegation of senior manger responsibilities

3. Industry concern about the responsibility of a senior manager vs. a responsible entity (accountability issue?)

Confusion over how to delegate responsibilities.  Does the Senior Manager have the authority to:
a. Assign specific actions 

b. Identify which responsibilities will be delegated

c. Document only those delegations assigned to each delegate
d. Delegate authority for specific actions (added) “assigned to the senior manager” to a named delegate or delegates.

Other items to change include:

i. Delete “business phone” information
ii. Use “calendar days” throughout CIP 002 to 009

Poll was taken to test support for adding the above language: (Result: 7 for; 10 against)
Respond back to those offering the language in the comments?

c. Questions 3 & 6 (CIP 004 & 007)

Substantive issues were the following:

a. Addressing ambiquity in “specified circumstances” – answer that the language was included as directed in FERC Order 706

(Comment: we need to be specific in our responses, not necessarily clarifying, but more explicit about what the drafting team will do with this)
b. Don’t change any language, but specify where the wording came from – Phase II will not change the language either

c. Careful what you are promising to do in Phase II
d. Leave first sentence as is and refine second sentence into a shorter version without promising future action

e. Need to avoid any linkages between guidance and standards

Highlighted key items for discussion:

i. For R3 – need to specify critical assets 

ii. Added access “to critical cyber assets” - much the same reference in R2 – consistency issue

iii. Added “all” in front of “other” to remove any potential ambiguity

iv. Need to be consistent across the different standards – use the same terminology

Poll to test securing “all” Cyber Assets within an ESP: (10 yes; 8 no)
Rather make the necessary changes in Phase II
Exception to taking out “acceptance of risk” – did not make a substantive change – but review response for group support

Recommendation is to consider language modification – residual risk analysis would demonstrate that an entity has exercised due diligence when compensation measures have been applied.
Response should be that the analysis will be considered in development of the technical feasibility (TFE) process. 

Within the measures – initially agreed with changing M2 to make it consistent with other measures, but suggest alternative language to add “and records” to M2 – (make available documentation “and records of its ports and services process” as specified in Requirement R2)

Conclusion was to remove “and records” to limit the heartburn
The SDT could revisit in Phase 2?

Are we changing more than we should?

Poll taken to test if there is any problem in adding the language? (7 – Yes - that’s enough to remove it)

Need to re-explain the need for Phase I to meet the June deadline set by FERC when the response document is sent out for comment.
d. Questions 4 & 5 (CIP 005 & 006)

Substantive Issues:

a. Substitute “subsequent” phases for Phase II; “subsequent” phases anticipate significant changes

b. Intent is to include only devices that perform access control or monitioring, not those devices that are receiving alerts

c. Only a few real changes suggested:
i. Change “maintain and implement” to “implement and maintain”
ii. Agree that R1.4 should reference R4 and not R3

iii. Competing authorities is outside the scope of the SDT – offer to refer it to appropriate entity (NERC)

iv. Reliability standards only prescribe what and not how

v. “Continuous” is a clarification of active escort – SDT is not agreeing to remove it

d. Is there a more positive way of asking commenters to resubmit during the next phase?

e. Apologize for not clearly red-lining the changes; it added to the confusion

f. In Phase II, the SDT will need to address differences between logging and monitoring

g. Use of “documents” versus “documentation” – need to be consistent in use

e. Questions 7 & 8 (CIP 008 & 009) 
Substanfive issues: 
a. Concern with the addition of the word “dated” into the measures

b. CIP 009-02 R3 missed the mark 
c. CIP 008-02 confusing wording

Actions:

a. “Dated”: Remove the word dated from the measures. 

b. CIP-009-02 R3: 

· Rewrite to meet intent of FERC Order 706 (P731)
· Change control — updates shall be completed within 30 days and communicated within 90 calendar days (What is meant by “completed”?)
· Subsequent discussions led to the decision to wait to make any changes until Phase II development of the CIP Standards.

c. CIP-008-02 R1.3 to R1.6:

· Remove “process for” from each requirement
· R1.5 and R1.6 add annual testing of the response plan

· Comments:

· Add to the compliance section as additional guidance?

· Is this a major change requiring submittal for further comments?

· Putting it in as additional compliance guidance - is it a major or minor modification to the standard?

· This comment is not related to a change made in the last revision to the standards, but rather is a new additional item. These changes should be addressed as part of Phase II

· Do we need to weigh the number of commenters making the comment that this section is confusing?

· Subsequent discussion to accept these comments or pull them for consideration in Phase II led to the conclusion to wait until Phase II.  A good strawman will be needed to start the process at that time.

f. Questions 9 to 12 (Implementation)
Actions to be taken:

1. Update Implementation Tables

2. Modify the SDT implementation plan to clarify emergency provision

3. Change category 3

4. Change #3 to add “cyber”

5. Reference “other” CA rather than “non-critical” CA

6. Modify timeframe to 18 months after the new CCA is identified 

7. Update Table 2 to reflect the addition of two new requirements

8. Any further updates to Table 2
Decisions:

a. Implementation plan as a separate document – consider incorporating in subsequent revisions

b. Guidelines for identifying CA and CCA are being developed

c. Six months is reasonable – not changing to nine months

d. Nuclear facilities are out of the scope of this SDT group

Explanations:

· “In the event of a merger or acquisition of a company, … allow one year for the programs to be harmonized.” If one party has a program then continue it while merging, if they have competing programs, then take a year to sort it out – this is a response to a comment, not making any changes to standard.
· Concern about how this applies when a holding company owns separately registered entities – will address by revising language here

· Reviewed items “tossed over the wall” to Compliance small group

Proposed effective date in implementation plan– add “compliant” to clarify from “auditably compliant” – Poll to test for opposition: Any opposed? None
Test to leave without “compliant” – no objection.  Why does title include “proposed”? Not adopted yet and consistent with other implementation plans

g. Compliance Issues (All CIPs)
Substantive Compliance issues identified were:

1. The wording in Compliance Section 1.1.1 does not specify who is responsible for the enforcement – not changing it at this time but probably will need to – have sent it to NERC (Maureen) for possible clarification
2. Do the terms ERO and Compliance Enforcement Authority need to be defined in the glossary?  They are already defined in the Rules of Procedure of NERC, which is hierarchically higher in terms of precedence of documentation, and therefore governs the definition - is not needed in the standards glossary 
3. Can we just add the same definition to the glossary? Keep response simple here that definition is already covered in the Rules of Procedure.
4. “Dated” – do we revise the measures for all standards to include “dated”?
(Comment: - In phase I, leave it like it is – revisit in Phase II)
5. Reinstate “duly authorized exceptions will not result in non-compliance”?

Referring back to NERC for follow up

6. “In conjunction” leaves open possible interpretation – referred back to NERC

Jackie will review the rest of the compliance issues, but expects most new comments will be repeats from responses covered above.  Jackie will flag any additional issues that the group may need to address.
h. Question 13 (All CIPs)
Tom Hofstetter described how he assigned many of the comments to the appropriate small group.  The small groups will need to tag or segregate their responses to Question 13 items so they can be pulled out to include as a set of responses under Question 13.
Tom reviewed a few basic responses that he proposes to comments that are not related to other questions or small groups.
7. NERC System Protection and Control Presentation (Jon Sykes)
Scott Mix introduced John Sykes – Vice Chair of the NERC System Protection and Control Subcommittee, which is looking at redundancy in control and protection systems, as an aspect of critical asset protection.  They are early in their process of review.

The NERC SPCS has written a technical white paper, a proposed working paper for a standard, and has prepared the presentation.  It took two an a half years to get to this point, and the SPCS need lots of industry input because of the high potential cost to the industry.
The major topic of discussion was on the methods for determining risk.  Do we write a prescriptive standard or a performance based standard? Key initial question, helped decide on the performance based approach.
Defined “redundancy”, and reviewed protection system performance requirements Methodology to determine adequate redundancy of a Protection System

· Determine redundancy of the PS

· Ascertain the performance of the PS

· Compare protection systems performance with electric system performance requirements in the TPL standards

· Mitigate all performance shortfalls

8. White Paper Discussions for Phase II

Stu introduced a review of the Phase II White Paper process. He reviewed discussion from the previous SDT meeting in Washington where we came away with proposal to prepare and review two straw proposals, one starting from the CIP standards perspective and the other starting from the NIST standards perspective

Jackie Collett took a look at the NIST 800-53 standard and sees promise, but she also sees aspects of the standard that may cause concern for electric power systems.  Jackie reviewed her take on the original intent of the NERC CIP 002 Standard.
William Winters offered initial thoughts on his approach from NIST, and how he might address some of the gaps in the standards but recognizing the concerns the industry may have with the NIST risk assessment approach, particularly cost.
William will look at what NIST does regarding asset identification, focusing on CIP 002, not CIP 003.  Some of the items addressed were:
· Concerns expressed by members about the disincentive for including critical assets, particularly for purposes of audits

· NIST may allow for gradations of identification, but that can complicate compliance – will the NIST approach work in the end?

· Energy Act 2005 and FERC announcements have come subsequent to the drafting of the standards which were written for data centers  - industry concern about the cost and need for the identification of the critical assets

· Understand where and why we are where we are today to help figure out how to avoid potential industry refection – if industry does not accept, then FERC will do something because they now have clear Congressional support to do something

· Change in administration attitude about the need for industry regulation – we need to do a better job of educating the industry on the cyber risk in order to get their support for changes and limit the gaming – people want to do the right thing, if they understand why

· NERC SDT is focused on critical assets for the bulk power system, but the NIST framework covers the whole spectrum of systems used by the federal system. 

· Generation aspect does not necessarily include transmission – we need to understand the different needs but be sure to include both – one size will not fit all for different systems

· Homeland Security list exists – need to resolve how industry list supports this other broader list – 

· ISA 99 takes a multi-level approach to security

· Identify the cyber assets that do x, y and z – then if it fails what bad happens – that identifies critical cyber assets system wide – is the information flow essential, follow out to find boundary, even where it crosses company boundaries – need to get away from applying physical engineering to the flow of information

· How do we reorganize what we consider critical?

This discussion provided guidance to Jackie and William to develop their approaches for review in February.  Should the approaches be combined now for review next time?  Or parallel approaches to be merged later?

Jackie envisioned parallel approaches to then be compared, and William agreed.  Also they agreed that the items/issues identified are the starting points to be addressed.  William will look at how NIST can be tailored to fit with the CIP standards, while Jackie will look at how the CIP Standards can be adopted into the NIST framework.  Both will be brought together to see if and how a hybrid might work effectively.

Both products will be circulated before the next face-to-face meeting in February.
Some manner of blending will occur — just a matter of how much — no one is saying start over from scratch.  They will review and discuss the balance and trade-offs especially from an audit perspective.  Five issue areas will be used by Jackie and William as part of the problem statement.  Are there possibly other areas that need to be added to the list of five?
9. Wrap-Up

The SDT must sign off on the edits by the end of the next meeting to meet the proposed schedule for Phase I.
Next Meeting is scheduled at the downtown Phoenix Hyatt Regency — please plan on staying the full meeting time, especially try to stick around for the afternoon of the third day.
Beyond the February 2–4, 2009 meeting in Phoenix:

· February 14–15, 2009 meeting is in Fairfax, VA (ICFI Offices)

· March workshop
· Progress at the next few meeting will help move us toward preparations for that workshop.  Need to work in February to prepare for the workshop, which is preliminarily scheduled in conjunction with the March 10–12, 2009 SDT Meeting in the Orlando or Tampa area.
· Purpose of the Workshop is to broaden our outreach and enlist review and input from cyber security experts in other industries as well as the electric industry.  
· The workshop will lead to a presentation to the NERC MRC on or about May 1, 2009.
· April 14–16, 2009 meeting in Charlotte (Duke Energy)
· May 14–15, 2009 meeting in Boulder City, NV (Bureau of Reclamation)

· June 17–18, 2009 meeting in Manitoba (Manitoba Hydro)

Web meetings are scheduled approximately one week following each SDT meeting.  Industry Webinar Meetings are also planned to keep the industry informed on the progress of the Cyber Standards development.

Meeting Adjourned at 11 a.m. on January 9, 2009.
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