Implementation Plan for Cyber Security Standards

CIP-002-2 through CIP-009-2
Effective Date


The proposed effective date for these standards is the greater of 1) 180 days following approval by the Federal Energy Regulatory Commission
, or 2) the number of days following approval by the Federal Energy Regulatory Commission before a Responsible Entity must become Compliant with a requirement according to the associated Compliance Schedule.
Summary of Modifications
A red line version of each of these standards showing the proposed changes has been posted at the following site:

[Insert URL for Red-Line version]
	Modified Part
	Modification Description



	Purpose statement for all Standards
	Removes the allowance of reasonable business judgment for Responsible Entities when applying Standards CIP-002 through CIP-009.

	Applicability section for all Standards
	Includes Regional Entities in the definition of Responsible Entity.

	CIP-002-2 R4
	Requires the 
senior manager or delegate(s) to approve the risk-based assessment methodology in addition to the Critical Asset and Critical Cyber Asset lists.

	CIP-003-2 R2
	Adds the requirement for the senior manager to have both responsibility and authority for leading and managing the implementation of, and adherence to, the Cyber Security Standards.

	CIP-003-2 R2.1
	Removes the requirement to identify the senior manager’s business phone and address.

	CIP-003-2 R2.3
	Explicitly permits the assigned senior manager 
to delegate authority in writing for specified actions, where allowed, throughout the Cyber Security Standards.  

	CIP-004-2 R1
	Explicitly requires the implementation of the documented security awareness program and clarifies that authorized cyber or authorized unescorted physical access is to Critical Cyber Assets.

	CIP-004-2 R2
	Explicitly requires the implementation of the documented cyber security training program.

	CIP-004-2 R2.1
	Requires the training of personnel prior to being granted access to Critical Cyber Assets.

	CIP-004-2 R3
	Requires Responsible Entities to perform a personnel risk assessment prior to such personnel being granted access to Critical Cyber Assets.


	CIP-005-2 R1.5
	Clarifies the scope of this requirement to include Cyber Assets used in either access control or monitoring of the Electronic Security Perimeter.

	CIP-005-2 R2.3
	Explicitly requires the implementation of the procedure to secure dial-up access to the Electronic Security Perimeter.

	CIP-006-2 R1
	Explicitly requires the implementation of a physical security plan.  Modifications also include changing “a” senior manager to “the” senior manager.    

	CIP-006-2 R1.2
	Explicitly requires the implementation of measures to control entry to the Physical Security Perimeter.

	CIP-006-2 R1.4
	Explicitly requires the implementation of procedures for the appropriate use of physical access controls.

	CIP-006-2 R1.6
	Explicitly requires the implementation of procedures for escorted access to the Physical Security Perimeter.

	CIP-006-2 R1.7
	Shortens the timeframe to update the physical security plan from ninety to thirty calendar days upon implementation of a security system redesign or reconfiguration.


	CIP-006-2 R1.8
	Clarifies the scope of this requirement to include Cyber Assets used in either access control or monitoring of the Physical Security Perimeter.


	CIP-007-2 R2
	Explicitly requires the implementation of the process to ensure only required ports and services are enabled.

	CIP-007-2 R3
	Explicitly requires the implementation of a security patch management program.

	CIP-007-2 R4.1
	Removes the Responsible Entity’s option to accept the risk of not implementing malware prevention tools without compensating measure(s) to mitigate risk exposure.

	CIP-007-2 R7
	Explicitly requires the implementation of Cyber Asset disposal and redeployment procedures.


	CIP-007-2 R9
	Shortens the timeframe to update CIP-007 documentation in response to a system or control change from ninety to thirty calendar days and further clarifies this timeframe begins after such changes are completed.


	CIP-008-2 R1
	Explicitly requires the implementation of a Cyber Security Incident response plan.

	CIP-008-2 R1.4
	Shortens the timeframe to update the Cyber Security Incident response plan from ninety to thirty calendar days.


	CIP-008-2 R1.6
	Clarifies the testing of Cyber Security Incident response plans does not require the removal of components or systems from service.


	CIP-009-2 R3
	Shortens the timeframe for communicating updates to Critical Cyber Asset recovery plans from within ninety to thirty calendar days of the change being completed.  


�This section captures the intent of the version 2 implementation schedule.  See Implementation Schedule notes at the bottom of this document.


�Consider Canadian regulatory bodies?


�We chose not to mention the FERC mandate here since the Implementation Plan is part of the standards.  However, we believe the FERC mandate should appear in the comment form.


�Need to update the FAQ to indicate the reasoning behind some of these changes.


�MODIFICATION TO REDLINE – Change “a” to “the”.


�MODIFICATION TO REDLINE - Consider changing delegate to plural.


�Pending review of SDT sub-team


�MODIFICATIONS TO REDLINE – Capitalize physical security perimeter (R1.6 & 1.7)


�Pending review of SDT sub-team


�REDLINE NOTE – confusion around the term Cyber Asset and non-critical Cyber Asset globally.


�REDLINE NOTE - Check for consistency of implementation after changes (e.g. CIP-006 R1.7, CIP-008 R1.4, CIP-009 R3)


�MODIFICATION TO REDLINE – ensure consistency when capitalizing “Incident” and “Response”.


�REDLINE NOTE – This requirement does not actually require a test to be performed.





� Implementation Schedule Issues


Are we 1) modifying, 2) referencing, or 3) completely developing a new Implementation Schedule in revision 2?


There are issues with the Auditably Compliant phase.  If an entity is required to become compliant with phase 2 180 days after approval, they may not have a year’s worth of documentation.


For those in the Substantially Compliant phase upon approval, should we allow additional time before they are required to become Compliant?


Do the complications of the implementation schedule indicate the need to push all but the “reasonable business judgment” modifications out to Phase 2?  Furthermore, is there some phrase we can substitute for “reasonable business judgment” to satisfy FERC in Phase 1?








