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Comment Form


Comment Form for Phase I of Project 2008-06 

Please use this form to submit comments on the proposed revisions of CIP-002-1 through CIP-009-1, developed by the standard drafting team as part of Project 2008-06 – Cyber Security Order 706.  Comments must be submitted by [December 31, 2008].  If you have questions please contact Harry Tom at Harry.Tom@nerc.net or by telephone at (609) 452-8060.
	Individual Commenter Information

(Complete this page for comments from one organization or individual.)

	Name: 
     

	Organization: 
     

	Telephone: 
     

	E-mail:
     

	NERC Region (check all Regions in which your company operates)
	
	Registered Ballot Body Segment (check all industry segments in which your company is registered)

	 FORMCHECKBOX 
 ERCOT

 FORMCHECKBOX 
 FRCC

 FORMCHECKBOX 
 MRO

 FORMCHECKBOX 
 NPCC

 FORMCHECKBOX 
 RFC

 FORMCHECKBOX 
 SERC

 FORMCHECKBOX 
 SPP

 FORMCHECKBOX 
 WECC

 FORMCHECKBOX 
 NA – Not Applicable
	 FORMCHECKBOX 

	1 — Transmission Owners

	
	 FORMCHECKBOX 

	2 — RTOs and ISOs

	
	 FORMCHECKBOX 

	3 — Load-serving Entities

	
	 FORMCHECKBOX 

	4 — Transmission-dependent Utilities

	
	 FORMCHECKBOX 

	5 — Electric Generators

	
	 FORMCHECKBOX 

	6 — Electricity Brokers, Aggregators, and Marketers

	
	 FORMCHECKBOX 

	7 — Large Electricity End Users

	
	 FORMCHECKBOX 

	8 — Small Electricity End Users

	
	 FORMCHECKBOX 

	9 — Federal, State, Provincial Regulatory or other Government Entities

	
	 FORMCHECKBOX 

	10 — Regional Reliability Organizations and Regional Entities

	


	Group Comments (Complete this page if comments are from a group.)

Group Name: 

     
Lead Contact:

     
Contact Organization:
     
Contact Segment:

     
Contact Telephone:
     
Contact E-mail:

     

	Additional Member Name
	Additional Member Organization
	Region*
	Segment*

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


*If more than one Region or Segment applies, please list all that apply.  Regional acronyms and segment numbers are shown on prior page.

Background Information



















On July 10th, 2008, the NERC Standards Committee approved the Standard Authorization Request SAR) for developing revisions to Critical Infrastructure Protection Cyber Security Standards (revisions to CIP-002 through CIP-009). A Standards Drafting Team (SDT) was appointed by the Standards Committee on August 7, 2008 to develop these revisions. The overall drafting project requires reviewing each of the standards to ensure that it conforms to the latest version of the ERO Rules of Procedure, including the Reliability Standards Development Procedure as outlined in the Standard Review Guidelines. The revisions will also address all of the directed modifications identified in the FERC Final Order 706. 
In addition, the SDT will consider the inclusion of clarifications from Requests for Interpretation to the CIP-002-1 – CIP-009-1
 cyber security standards
.


The SDT will also consider other Cyber-related standards, guidelines and activities:

· The NIST Security Risk Management Framework (includes GAO, OMB and FIPS)

· Other cyber security related documents such as NIST, ISO 27000 Family, CIPC Risk Assessment Guideline, MITRE corporation technical report, DHS, National Laboratories papers, DOE 417, IEC, ISA, etc.

· Coordination work between FERC, NEI and NRC in regard to the nuclear facility exemption issue with respect to regulatory gaps and modify, as necessary, the standards to reflect current determinations.
Revisions will consider the additional issues identified by stakeholders in the SAR comment process:

Industry Education

· Consider what to do with the existing FAQ document e.g., modify, replace.

· Consider how to provide additional guidance in support of these standards, e.g., Technical Reference documents, guidelines, white papers.

· Consider development of a guideline document to address extended LANs over multiple geographically dispersed locations.

Balloting and Implementation

· Determine the timing and grouping of revisions to be submitted to industry for comment and ballot, e.g., multi-phase or other approach.

· Determine the optimum implementation plan for revised CIP standards in this project.

· Address when newly identified critical assets or critical cyber assets, newly acquired equipment or assets, etc. must come into compliance with CIP standards.

· Address compliance issue where internal requirements exceed NERC requirements.

· Clarify in view of language contained in FERC Order 706 paragraph 377.

Clarify Existing Requirements

· Consider the need for different requirements for different environments e.g., control center, substation and generation plant.

· Clarify how serial and wireless devices are subject to these standards. Refer to pp 278 and 285 of FERC Order 706.

Other Issues

· Consider issues surrounding protection of data in motion.

· Consider the issue of hybrid devices that use both serial and routable protocols.

· Consider the issue of data versus information (electronic and/or hardcopy lists, drawings, etc.) protection including transport and transmittal of such information.

· Consider a clearly defined set of risks which can result in a more focused and effective set of compliance expectations.

· With regard to third-party vendors and contractors, provide clarification and additional guidance as to how much a responsible entity may rely on the processes and procedures of contractors and vendors that support the critical infrastructure of that responsible entity under the CIP standards and still be compliant with the standard.

Because of the extensive scope and varying complexity of the issues and work in these revisions, the SDT, at its meeting on October 6th-8th, 2008, decided on a multiphase approach in the development of the revisions. This comment form addresses Phase I of the project. A description of the scope, and criteria and rationale for inclusion in Phase I follow.



Summary of Phase I Revisions 
Phase I includes 
necessary modifications to CIP 002 – CIP 009 in order to comply with  near term specific directives included in FERC Order 706.  Certain modifications directed in Order 706, such as the removal of the term “reasonable business judgment,” must be completed before compliance audits begin in 2009.  In addition, each of the CIP standards has been modified to ensure that it conforms to the latest version of the ERO Rules of Procedure including applicability to Regional Entities.  Additional directives included in FERC Order 706, which apply to specific standards are also addressed in Phase I modifications.  More contentious issues listed in the Background Section above will be addressed in a later SDT phase.

Phase I of the SDT proposes the following modifications to CIP 002 - CIP 009:

A.  For EACH CIP 002 – 009 Standard the following modifications apply
:

· As directed in Order 706

· Purpose Section :  Removed ‘reasonable business judgment”

· To comply with ERO Rules of Procedure

· Applicability Section : Added Regional Entity, in addition to Regional Reliability  Organization
· Versioning

· Phase I modifications to the existing version will be reflected as CIP 002-009 – 2

· Dates

· New version dates will reflect Effective Date of new version and Date Adopted by Board of Trustees
B.  In addition to the changes noted above, the following modifications apply to specific CIP Standards:

· CIP 002 Modifications
· As directed in Order 706

· R4 Annual Approvals:  Senior manager shall annually review and approve the risk-based assessment methodology in addition to the list of Critical Assets and Critical Cyber Assets
· CIP 003 Modifications
· As directed in Order 706
· R2 Leadership:  Require the designation of a single manager, who has direct and comprehensive responsibility and accountability for implementation and ongoing compliance with the CIP Reliability Standards.  Eliminate the need for business phone and business address designation.
· CIP 004 Modifications

· As directed in Order 706

· R2.1 Training:  Personnel having access to Critical Cyber Assets must be trained prior to their being granted such access, rather than allowing 90 days to accomplish
 the training.  Added reference to CIP 003 R1.1. for emergency provisions.
· R3 Personnel Risk Assessment:  Personnel risk assessment shall be conducted prior to granting personnel access to Critical Cyber Assets rather than within 30 days of such access. Added reference to CIP 003 R1.1. for emergency provisions.
· CIP 005 Modifications
· Clarification to assure that requirement must be implemented

· R2.3 Electronic Access Controls: Responsible Entities must both maintain and implement a procedure for securing dial up access, instead of just maintaining the procedure as stated in the prior CIP version.
· CIP 006 Modifications

· Clarifications to assure that solutions related to requirements must be implemented

· R1 Physical Security Plan:  Responsible entities must create, maintain and implement a physical security plan rather than simply creating and maintaining the plan as stated in prior CIP version.

· R1.2 Measures to control access to entry points must be implemented as well as identified as stated in the prior CIP version.

· R1.6 Escorted Access:  Added the word implementation to assure that escorted access procedures are both created and implemented.

· R1.7 Updates to the Physical Security Plan:  Added the word implementation to assure that changes to the physical plan occur within thirty calendar days of the implementation of the perimeter change
.
CIP 007 Systems Security Management Modifications 
· As directed in Order 706

· R2.3 Ports and Services:  Removal of the term “or an acceptance of risk.”
· R3.2  Security Patch Management:  Removal of the term “or an acceptance of risk.”
· R4.1 Malicious Software Prevention:  Removal of the term “or an acceptance of risk.”
· R9 Documentation Review and Maintenance:  Modified to assure that changes to systems or controls are documented within thirty calendar days rather than within ninety days as prescribed in the prior CIP version. 

· Clarifications to assure that solutions related to requirements must be implemented

· R7 Disposal and Redeployment:  Added the word “implement” in R7 to assure that formal methods are both established and implemented. 
CIP 008 Incident Response & Reporting Modifications 
· As directed in Order 706

· R1.6 Testing of the Incident Response Plan:  Added language to clarify that testing need not require a responsible entity to remove any systems from service. 
· R1.4 Updating the Cyber security Incident Response Plan:  Require updates within thirty calendar day so f any changes instead of within 90 days as required in the prior CIP version.
· Clarifications to assure that solutions related to requirements must be implemented

· R1 Incident Response Plan:  Added the word “implement”.
CIP 009 Recovery Plan Modifications
· As directed in Order 706
· R3 Change Control:  Require updates to be communicated within thirty calendar days of the change, instead of within 90 days as required in the prior CIP version.
.

Implementation Plan Changes
· New Critical Assets

· New Implementation Plan is proposed for newly identified Critical Assets

· Changes in CIP Requirements as a result of Phase I SDT work
· Modification to CIP Implementation Plan is proposed to address changes noted in Phase I of SDT work




The following questions will assist the SDT in finalizing the Phase I work for CIP-002-2 through CIP-009-2 concerning changes to requirements.  Please indicate whether or not you agree with the change.  If you disagree with the SDT, please explain why you disagree and provide suggestions for improvement.  The SDT would appreciate responses to as many of these questions as you can answer.

You do not have to answer all questions.  Enter All Comments in Simple Text Format.  
Insert a “check” mark in the appropriate boxes by double-clicking the gray areas.

1. The CSO706 SDT added management approval of the risk-based assessment methodology
 in CIP-002-1 Requirement R4.  
Do you agree with the change?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
2. The CSO706 SDT clarified the intent of the CIP-003-1 Requirement R2 on Leadership that a senior manager be assigned with the overall responsibility and authority for cyber security matters
.  Requirement R2.3 was added to address senior manager delegation of authority for specific actions to a named delegate.  The original R2.3 was renumbered to R2.4.
Do you agree with the changes?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
3. The CSO706 SDT modified CIP-004-1 Requirements R1 and R2 to include the requirement to implement the Responsible Entity’s security awareness and annual cyber security training programs.  The requirements to train personnel
 and complete a personnel risk assessment
 prior to granting access to Critical Cyber Assets replaced the “within ninety days” language in Requirement R2.1 and R3. For emergency situations, a reference to CIP-003-2 R1.1 was added to Requirements R2 and R3.
Do you agree with the changes?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
4. The CSO706 SDT added “implement” to CIP-005-1 Requirement R2.3 to clarify that the procedure for securing dial-up access to the Electronic Security Perimeter must be both maintained and implemented.  
Do you agree with the change?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
5. The CSO706 SDT modified CIP-006-1 Requirement R1 to clarify the requirement to implement the Responsible Entity’s physical security plan, monitoring of unauthorized personnel by escorts within the Physical Security Perimeter and update the plan within thirty days of the completion of any changes.  
Do you agree with the change?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No
Comments:      
6. The CSO706 SDT added “implement” to CIP-007-1 Requirements R2, R3 and R7 to clarify that processes and procedures must be implemented as well as documented.  Requirement R4.1 was modified to remove “acceptance of risk” language
.  The SDT revised the timeframe for documenting changes to systems or controls to thirty days in Requirement R9.
Do you agree with the changes?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Comments:      
7. The CSO706 SDT modified CIP-008-1 Requirement R1 to clarify the requirement to implement the plan in response to cyber security incidents, update the plan within thirty days of any changes, and clarify that tests of the plan do not require removing components or systems during the test.
Do you agree with the changes?  If not, please explain and provide specific suggestions for improvement.
 FORMCHECKBOX 
 Yes: 
 FORMCHECKBOX 
 No
Comments:      
8. The CSO706 SDT revised the timeframe to thirty days for communicating updates of recovery plans to personnel responsible for activating or implementing the plan in CIP-009-1 Requirement R3.
Do you agree with the change?  If not, please explain and provide specific suggestions for improvement.

 FORMCHECKBOX 
 Yes     
 FORMCHECKBOX 
 No
Comments:      
9. The CSO706 SDT revised the CIP implementation plan to address new Critical Assets.
Do you agree with the change?  If not, please explain and provide specific suggestions for improvement.

 FORMCHECKBOX 
 Yes     
 FORMCHECKBOX 
 No
Comments:      
10. Do you have any other Phase I improvements to these standards that have not been addressed? If yes, please explain. 

 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
� FERC Order 706, paragraph 236


� FERC Order 706, paragraph 381


� FERC Order 706, paragraph 431


� FERC Order 706, paragraph 443


� FERC Order 706, paragraph 622





�Corrected typo from -2 to -1


�SE:  John, is it CIP009-2?


�Use SAR description


�I believe this is appropriate, as this document accompanies the output of pase 1.


�SE:  Each of these changes is based on the published red lined versions discussed at the meeting in Maryland.  These changes must be reviewed  to assure they are in accordance with the final version that will be sent to NERC for posting.


�SE:  Question:  do we want to just list what the requirement was changed to?  OR, do we want to indicate both what it is changed to and what it used to be?


�SE:  These were the tweaks related to ‘implementation’ which were discussed at the meeting.  Double check to assure these match the final modifications.
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