N

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Project 2009-02

Real-time Reliability Monitoring and Analysis Capabilities

Saad Malik, Peak Reliability
Industry Webinar
January 11, 2016




NERC

i NERC Antitrust Guidelines

RELIABILITY CORPORATION

e [t is NERC's policy and practice to obey the antitrust laws to
avoid all conduct that unreasonably restrains competition. This
policy requires the avoidance of any conduct that violates, or
that might appear to violate, the antitrust laws. Among other
things, the antitrust laws forbid any agreement between or
among competitors regarding prices, availability of service,
product design, terms of sale, division of markets, allocation of
customers or any other activity that unreasonably restrains
competition.

e |t is the responsibility of every NERC participant and employee
who may in any way affect NERC's compliance with the antitrust
laws to carry out this commitment.

2 RELIABILITY | ACCOUNTABILITY



NERC

T Public Meeting Guidelines

RELIABILITY CORPORATION

e Participants are reminded that this meeting is public. Notice of
the meeting was posted on the NERC website and widely
distributed. Participants should keep in mind that the audience
may include members of the press and representatives of
various governmental authorities, in addition to the expected
participation by industry stakeholders.
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RELIABILITY CORPORATION

e Project background
e Overview of changes in the current posting
e Next steps

e Discussion
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Project Inputs

e Real-time Tools Best Practices Task Force (RTBPTF) Report
Published in 2008

e Major blackout reports

e FERC directives

e Revised TOP and IRO standards (now approved)

e Independent Experts Review Project Recommendations
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Effective Situational Awareness

e Situational awareness involves:

= Monitoring
0 Alarming
O Visualization

= Analysis
O State estimation (SE)
0 Contingency analysis
O Etc.

o Effective Situational Awareness

= Monitoring & Analysis is done with:
0 Sufficient frequency

0 Adequate quality
0 Awareness of availability of capabilities and tools
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Situational Awareness Issues

e Most situational awareness issues from the RTBPTF Report have
been addressed
= Requirements to perform monitoring and Real-time Assessments
0 IRO-008
o TOP-001-3
= Real-time Assessment definition
O New definition (approved)
= Data specification requirements (including data frequency)

0 IRO-010
O TOP-003
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http://www.nerc.com/comm/OC/Realtime%20Tools%20Best%20Practices%20Task%20Force%20RTBPTF%2020/Real-Time%20Tools%20Survey%20Analysis%20and%20Recommendations.pdf

NERC

— Project Scope

RELIABILITY CORPORATION

e Project 2009-02 scope is focused on remaining objectives

Project 2009-02 Reliability Objectives

Monitoring Capabilities Analysis Capabilities

Quality Provide operator with indication Provide operator with indication of
of Real-time data quality and analysis quality used in Real-time
procedures to address issues Assessments and procedures to
affecting Real-time Assessments address issues

Availability Provide operator with notification | N/A
when alarming system is not (Addressed in IRO-008 and
operating TOP-001-3)

e The proposed requirements also address FERC Order No. 693
directives

8 RELIABILITY | ACCOUNTABILITY



NERC

— Draft Standards

RELIABILITY CORPORATION

e Two proposed Reliability Standards have been drafted to meet
the SAR objectives

= |RO-018-1 applicable to Reliability Coordinators (RCs)

= TOP-010-1 applicable to Transmission Operators (TOPs) and Balancing
Authorities (BAs)

e Proposed requirements address:

= Quality of Real-time data for Real-time monitoring and Real-time
Assessments

= Quality of analysis used in Real-time Assessments
= System Operator notification of alarm processor failure
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NERC First Posting Results

HMORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e Standards posted for comment and initial ballots September 24
— November 9, 2015

Standard Approval

IRO-018-1 47.38%

TOP-010-1 48.00%

e SDT met November 12-13 to review comments and revise the
proposed standards to address stakeholder concerns
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NERC

T NS Summary of Changes in Revised Draft

RELIABILITY CORPORATION

e Considered stakeholder comments and modified requirements
e Added clarifications to Rationale boxes and Guidelines section
* Violation Severity Levels were added where appropriate

e Simplified the Implementation Plan
= All requirements proposed to become effective after 18 months
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NERC

e 121 IRO-018-1, R1

RELIABILITY CORPORATION

Proposed requirements for RCs:

e R1: Implement an Operating Process or Operating Procedure to
address the quality of Real-time data necessary to perform Real-
time monitoring and Real-time Assessments. Include:
= Criteria for evaluating Real-time data quality
= Provisions to display Real-time data quality to the System Operator

= Actions to resolve Real-time data quality issues affecting Real-time
Assessments
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NERC IRO-018-1, R1

I
NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION (Cont,d)

Changes to R1 in the current draft

e Removed prescriptive elements from the initial draft
requirement

e Combined requirement to display quality with the requirement
to have Operation Process or Operating Procedure

e Clarified scope of actions to resolve data quality issues —
impacting Real-time Assessments
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NERC IRO-018-1, R1

[
NORTH AMERICAN ELECTRIC y
RELIABILITY CORPORATION Cont

e Example criteria for Real-time data quality
= Manually replaced
= Qut of range
= Etc.

e Example provisions to display data quality

= Display color codes or quality flags
* This does not mean alarming
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NERC

e 121 IRO-018-1, R2

RELIABILITY CORPORATION

Proposed requirements for RCs (cont’d):

e R2: Implement an Operating Process or Operating Procedure to
address the quality of analysis used in Real-time Assessments.
Include:

= Criteria for evaluating the quality of analysis used in Real-time
Assessments

= Provisions to indicate quality of analysis
= Actions to resolve analysis quality issues affecting Real-time Assessments
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NERC IRO-018-1, R2

I
NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION (COnt,d)

Changes to R2 in the current draft

e Combined requirement to display quality with the requirement
to have Operation Process or Operating Procedure

e Clarified scope of actions to resolve analysis quality issues —
impacting Real-time Assessments

16 RELIABILITY | ACCOUNTABILITY



NERC IRO-018-1, R2

I
NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION (Cont,d)

Proposed requirements for RCs (cont’d):

e Example Criteria for Quality of Analysis
SE Mismatches
Solution tolerances

Real-time Contingency analysis (RTCA): Number of contingencies analyzed
(solved, unsolved)

= Etc.
e Examples of Analysis:
= State estimation
= Real-time Contingency analysis (RTCA)
= Stability analysis or
= QOther studies performed for Real-time Assessments
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NERC

e 121 IRO-018-1, R3

RELIABILITY CORPORATION

Proposed requirements for RCs (cont’d):

e R3: Have an alarm process monitor that provides notification(s)
to System Operators when a failure of its Real-time monitoring
alarm processor has occurred

e This capability could be provided by an application within a Real-
time monitoring system or by a separate component used by
the System Operator

e Changes to R3 in the current draft
= Removed the term independent
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TOP-010-1

e TOP-010-1 is applicable to TOPs and BAs

e Applies to Real-time data specified in TOP-003-3 — Operational
Reliability Data

Requirements for TOPs

e Operating Procedure or process for Real-time data quality (R1)
e Operating Procedure or process for analysis quality (R3)
e Alarm process monitor (R4)
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NERC

e crroic TOP-010-1 (cont’d)

RELIABILITY CORPORATION

Requirements for BAs

e Operating Procedure or process for Real-time data quality (R2)

e Alarm process monitor (R4)
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NERC

— Next Steps

RELIABILITY CORPORATION

e Draft 2 posted for comment and additional ballots December
10, 2015 - January 25, 2016

= RSAWSs posted for comment through January 25, 2016
e Details on project status can be found on the NERC website
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http://www.nerc.com/pa/Stand/Pages/Project-2009-02-Real-time-Reliability-Monitoring-and-Analysis-Capabilities.aspx
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