CIP-010-3 — Cyber Security — Configuration Change Management and Vulnerability Assessments

A. Introduction

1

Title: Cyber Security — Configuration Change Management and Vulnerability
Assessments

Number: CIP-010-3

Purpose: To preventand detect unauthorized changes to BES Cyber Systems by
specifying configuration change managementand vulnerability assessment
requirementsinsupport of protecting BES Cyber Systems from compromise that
could lead to misoperation or instability inthe Bulk Electric System (BES).

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
followinglist of functional entities will be collectively referred to as “Responsible
Entities.” For requirementsinthis standard where a specificfunctional entity or

subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that issubject to
one or more requirementsina NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load sheddingundera common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.1.2.2. Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirementsina NERC or Regional Reliability
Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection Systemis subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.1.2.4. Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.1.3. Generator Operator
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4.1.4.
4.1.5.
4.1.6.
4.1.7.
4.1.8.

Generator Owner

Interchange Coordinator or Interchange Authority
Reliability Coordinator

Transmission Operator

Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin Section
4.1 above are those to which these requirements are applicable. For
requirementsinthis standard where a specifictype of Facilities, system, or
equipmentor subset of Facilities, systems, and equipment are applicable, these
are specified explicitly.

4.2.1.

4.2.2.

4.2.3.

Distribution Provider: One or more of the followingFacilities, systems
and equipmentowned by the Distribution Providerfor the protection or
restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is part of a Load shedding program that issubject to
one or more requirementsina NERC or Regional
Reliability Standard; and

4.2.1.1.2 performs automatic Load sheddingundera common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2 Each RAS wherethe RAS is subjectto one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection Systemis subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.2.1.4 Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

Responsible Entities listedin 4.1 other than Distribution Providers:

All BES Facilities.
Exemptions: The followingare exempt from Standard CIP-010-3:

4.2.3.1. Cyber Assetsat Facilitiesregulated by the Canadian Nuclear
Safety Commission.
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4.2.3.2. Cyber Assetsassociated with communication networks and data
communication links between discrete ElectronicSecurity

Perimeters.

4.2.3.3. The systems, structures, and components that are regulated by
the NuclearRegulatory Commission undera cyber security plan
pursuant to 10 C.F.R. Section 73.54.

4.2.3.4. For Distribution Providers, the systems and equipmentthat are
notincludedin section4.2.1 above.

4.2.3.5. Responsible Entities thatidentify thatthey have no BES Cyber
Systems categorized as high impact or medium impact
according to the CIP-002-5 identification and categorization
processes.

5. Effective Date:
See Implementation Plan for Project 2016-03.

6. Background: Standard CIP-010 exists as part of a suite of CIP Standards related to
cyber security, which require the initial identification and categorization of BES Cyber
Systems and require a minimum level of organizational, operational and procedural
controls to mitigate risk to BES Cyber System:s.

Most requirements open with, “Each Responsible Entity shall implement one or more
documented [processes, plan, etc.] that include the applicable items in [Table
Reference].” The referencedtable requiresthe applicable itemsin the proceduresfor
the requirement’s common subject matter.

The term documented processes refersto a set of required instructions specificto the
Responsible Entity and to achieve a specificoutcome. This term does not imply any
particular naming or approval structure beyond what is stated inthe requirements.
An entity should include as much as it believes necessaryinits documented processes,
but it must address the applicable requirementsinthe table.

The terms program and plan are sometimes used in place of documented processes
where it makes sense and is commonly understood. For example, documented
processesdescribinga response are typically referred to as plans (i.e., incident
response plans and recovery plans). Likewise, asecurity plancan describe an
approach involving multiple procedures to address a broad subject matter.

Similarly, the term program may referto the organization’s overall implementation of
its policies, plans, and procedures involving asubject matter. Examplesin the
standards include the personnel risk assessment program and the personnel training
program. The fullimplementation of the CIP Cyber Security Standards could also be
referredto as a program. However, the terms program and plan do not imply any
additional requirements beyond whatis stated in the standards.
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Responsible Entities canimplement common controls that meetrequirements for
multiple highand mediumimpact BES Cyber Systems. For example, asingle training
program could meetthe requirements fortraining personnel across multiple BES
Cyber Systems.

Measures for the initial requirementare simply the documented processes
themselves. Measuresin the table rows provide examples of evidence to show
documentation and implementation of applicable itemsinthe documented processes.
These measures serve to provide guidance to entitiesinacceptable records of
compliance and should not be viewed as an all-inclusivelist.

Throughout the standards, unless otherwise stated, bulleteditemsin the
requirements and measures are items that are linked with an “or,” and numbered
items are items that are linked with an “and.”

Many referencesinthe Applicability section use a threshold of 300 MW for UFLS and
UVLS. This particular threshold of 300 MW for UVLS and UFLS was providedinVersion
1 of the CIP CyberSecurity Standards. The threshold remains at 300 MW since itis
specifically addressing UVLS and UFLS, which are last ditch efforts to save the BES. A
review of UFLS tolerances defined within regional reliability standards for UFLS
program requirementsto date indicates that the historical value of 300 MW
representsan adequate and reasonable threshold value for allowable UFLS
operational tolerances.

“Applicable Systems” Columns in Tables:
Each table has an “Applicable Systems” column to further define the scope of
systemsto which a specificrequirementrow applies. The CSO706 SDT adapted this
concept from the National Institute of Standards and Technology (“NIST”) Risk
Management Framework as a way of applying requirements more appropriately
based on impact and connectivity characteristics. The followingconventionsare used
in the applicability columnas described.

e  High Impact BES Cyber Systems — Appliesto BES Cyber Systems categorized as
high impact according to the CIP-002-5.1 identification and categorization
processes.

e  Medium Impact BES Cyber Systems — Appliesto BES Cyber Systems categorized
as medium impact according to the CIP-002-5.1 identification and categorization
processes.

e  Electronic Access Control or Monitoring Systems (EACMS) — Appliesto each
Electronic Access Control or Monitoring System associated with a referenced
high impact BES CyberSystem or mediumimpact BES Cyber System. Examples
may include, but are not limited to, firewalls, authentication servers, andlog
monitoring and alerting systems.
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e  Physical Access Control Systems (PACS) — Appliesto each Physical Access
Control System associated with a referenced highimpact BES Cyber System or
medium impact BES Cyber System with External Routable Connectivity.

e  Protected Cyber Assets (PCA) — Appliesto each Protected Cyber Asset
associated with a referenced highimpact BES CyberSystem or mediumimpact
BES Cyber System.
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Guidelines and Technical Basis

B. Requirements and Measures

R1. Each Responsible Entity shallimplementone or more documented change management process(es) that collectively
include each of the applicable requirement partsin C/IP-010-43 Table R1 —€enfiguration-Change Management. [Violation
Risk Factor: Medium] [Time Horizon: Operations Planning].

M1. Evidence mustinclude each of the applicable documented processesthat collectivelyinclude each of the applicable
requirement parts in CIP-010-3 Table R1 —Cenfiguration-Change Management and additional evidence to demonstrate
implementation as described in the Measures column of the table.
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CIP-010- Table R1 - Change Management

Applicable Systems Requirements Measures
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Guidelines and Technical Basis

11

High Impact BES Cyber Systems andtheir
associated:

1. EACMS;
2. PACS;and
3. PCA

Medium Impact BES Cyber Systems and their

Authorize changes toDevelopa-baseline
. ion, individual I whic!
. I ‘ o :

1.11.

Operating system(s) {Hacludingversion)
or firmwarewherenoindependent
operatingsystem-exists; or images
used to derive operating systems or
firmware;

Any-cCommercially available or open-

sourceapplicationsoftwareincluding

Self-Contained Applications {including
o) - . '_

Any-cCustom softwareinstalled
including Self-Contained Applications;

Anyllogical networkaccessible
portsconnectivity; and

Any-sSecurity patches applied;

associated: 1.1.2.
1. EACMS;
2. PACS;and
3. PCA
1.13.
SCl hosting High or Medium Impact BCS or
their associated PACS, EACMS, or PCA.
1.14.
Management Modules of SCl hosting High or
Medium Impact BCS or their associated PACS, 1.15.
EACMS, or PCA.
1.16.

SCI configuration that:

1.1.6.1.Enforces electronicaccess
controlthat permits only needed and
controlled communication between
systems with different impact ratings
hosted on SCI;

1.1.6.2. Enforces logical isolation
between systems with differentimpact
ratings hosted on SCI;

1.1.6.3. Prevents sharing of
CPU/Memory between systems with
differentimpactratings hosted on SCI;
and

1.1.6.4.Enables or disables services on
SCI.

Examples of evidence may include, butare not
limited to:

e Achangerequestrecord and associated
electronicauthorization (performed by
the individual or group with the authority
to authorizethechange)ina change
managementsystem for each
change.spreadsheetidentifiyingthe
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Guidelines and Technical Basis

CIP-010- Table R1 - Change Management

Applicable Systems Requirements Measures
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Guidelines and Technical Basis

CIP-010- Table R1 - Change Management

Applicable Systems Requirements Measures
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Guidelines and Technical Basis

1.24

CIP-010-

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,

or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Table R1 -

Requirements

For a-each change to the itemslistedin
Part 1. lthatdeviatesfromtheexisting
I P : on:

1.4.1. Priorto the change, determine
required cyber security controls
in CIP-005 and CIP-007 that could
be impacted by the change;

1.4.2. Followingthe change, verify that
required cyber security controls
determinedin 1.24.1 are not

adversely affected; and

Document the results of the
verification.

1.4.3.

Change Management

[\ CENIH

An example of evidence may include,
butis not limitedto, a list of cyber
security controls verified or tested
along with the dated test results.
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Guidelines and Technical Basis

CIP-010- Table R1 - Change Management
Applicable Systems Requirements Measures
. rerettechrieathsfeasizleftForeach . .
1.53 | High Impact BES Cyber Systems h hei listed - An example of evidence may include,

change t.o the items liste : m Part 1'1. butis not limitedto, a listof cyber

Hhaldeviaboctror o odetinabaceline . .
. . security controls tested along with

configuration:

successful test resultsand a list of

1.3.1. Prior to implementingany differences between the production

change in the production
environment, testthe changesina
test environment or test the
changes in a production

and test environments with
descriptions of how any differences
were accounted for, including of the
date of the test.

environmentwhere the test is
performedin a manner that
minimizes adverse effects; and
differences with the production
environment thatmoedelsthe
baselineconfiguratiento ensure
that required cybersecurity controls
in CIP-005 and CIP-007 are not
adversely affected; and

1.3.2. Document the results of the
testingand, if a test environment
was used, the differences between
the test environmentandthe
production environment, includinga
description of the measures usedto
account for any differencesin
operation betweenthe test and
production environments.
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Guidelines and Technical Basis

CIP-010-

Applicable Systems

Table R1 -

Requirements

Change Management

[\ CENIH

1.46 | High Impact BES Cyber Systems Prior to a change-that-deviatesfromthe | An example of evidence may include,
Sdsinghasetineesniipuaidon butis not limitedtoa change request
Medium Impact BES Cyber Systems assoc.iated with basetinreitemsin rec<')r'd that de.mons.trates the
RequirementParts 1.1.1, 1.1.2, and verification of identity of the software
. _ _ 1.1.5, and whenthe methodto dosois | source and integrity of the software
SCl hosting High or Medium Impact available to the Responsible Entity from | was performed prior to the baseline
BGS. the software source: change or a process which documents
the mechanismsin place that would
Management Modules of SCl hosting | 1.64.1. Verifythe identity of the automatically ensure the identity of
High or Medium Impact BCS. software source; and the software source and integrity of
1.64.2. Verifytheintegrity of the the software.
software obtained from the
Note: Implementation does not require software source.
the Responsible Entity to renegotiate
or abrogate existing contracts
(includingamendments to master
agreements and purchase orders).
Additionally, the followingissues are
beyondthe scope of Part 1.6: (1) the
actual terms and conditions of a
procurement contract; and (2) vendor
performance and adherenceto a
contract.
R2. Each Responsible Entity shallimplementone or more documented process(es) that collectivelyinclude each of the

applicable requirement partsin CIP-010-3-4 Table R2 — €enfiguration-Change Monitoring. [Violation Risk Factor: Medium]

[Time Horizon: Operations Planning].
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Guidelines and Technical Basis

M2. Evidence mustinclude each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-010-43 Table R2 — Configuration Monitoring and additional evidence to demonstrate
implementation as describedin the Measures column of the table.

CIP-010-3 Table R2 — Configuration Monitoring

Applicable Systems Requirements Measures
2.1 | High Impact BES Cyber Systems and Monitor at least once every 35 calendar | An example of evidence may include,
theirassociated: days for unauthorized changes to the butis not limitedto, logs from a
1. EACMS; and Easetrecontiprrmbenilemsias systemthat is monitoringthe
2. PCA describedin RequirementR1, Part 1.1}. | configuration along with records of
Document and investigate detected investigation forany unauthorized
unauthorized changes. changes that were detected.

R3. Each Responsible Entity shallimplementone or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-010-34 Table R3— Vulnerability Assessments. [Violation Risk Factor: Medium] [Time
Horizon: Long-term Planning and Operations Planning]

M3. Evidence mustinclude each of the applicable documented processesthat collectivelyinclude each of the applicable
requirement parts in CIP-010-3-4 Table R3 — Vulnerability Assessments and additional evidence to demonstrate
implementation as described inthe Measures column of the table.
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Guidelines and Technical Basis

CIP-010-
Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Table R3 - Vulnerability Assessments

Requirements

At leastonce every 15 calendar
months, conduct a paper or active
vulnerability assessment.

Measures

Examples of evidence mayinclude, but
are not limited to:

e A document listingthe date of the
assessment (performed at least
once every 15 calendar months),
the controls assessed for each BES
Cyber Systemalong with the
method of assessment; or

e A documentlistingthe date of the
assessmentand the output of any
tools used to perform the
assessment.

Page 15 of 19
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‘ Part

3.2

CIP-010-
Applicable Systems

High Impact BES Cyber Systems

SCI hosting High Impact BCS.

Management Modules of SCI hosting

High Impact BCS.

Table R3 - Vulnerability Assessments
Requirements

Wikere rochnicatbyfeasible At least

once every 36 calendar months, per
system capability:

3.2.1 Perform an active vulnerability
assessmentin atest
environment, or performan
active vulnerability assessment
in a production environment
where the test is performedin
a manner that minimizes
adverse effectsthatmodels
and differences with the
production environment the
BES-SberSysiermiaa
Brethetienenvirenraent; and
Document the results of the
testingand, if atest
environmentwas used, the
differences between the test
environmentand the
production environment,
including a description of the
measures used to account for
any differencesin operation
betweenthe test and
production environments.

3.2.2

Measures

An example of evidence may include,
butis not limited to, a document
listing the date of the assessment
(performed at least once every 36
calendar months), the output of the
tools usedto perform the assessment,
and a list of differences between the
production and test environments
with descriptions of how any
differenceswere accountedforin
conducting the assessment.
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| CIP-010- Table R3 — Vulnerability Assessments

‘ Part Applicable Systems Requirements Measures
3.3 High Impact BES Cyber Systems and Perform an active vulnerability An example of evidence may include,
theirassociated: assessment prior to logically butis not limited to, a document
1. EACMS; and connecting an additional applicable listing the date of the assessment
2. PCA Virtual Cyber Asset, Cyber Asset, or (performed prior to the
Shared Cyber Infrastructure to commissioning of the new Cyber
SCI hosting High Impact BES Cyber production environment, persystem Asset, Virtual Cyber Asset, or Shared
Systems or theirassociated PACS, capability, Prierto-addinganew Cyber Infrastructure) and the output
EACMS, or PCA. apphicable CyberAssettoaproduction | of any tools or Management Systems
SRR e e e e R st usedto performthe assessment.

Management Modules of SCI hosting I il "
High Impact BCS or theirassociated o A _except for CIP Exceptional

EACMS, or PCA. Circumstances and deployments of the
same type with a previously assessed
configuration. The production
environmentdoesnotinclude devices
being actively remadiated and logically
isolated. lkereplacementsofthe
sarre-trr et o b e sseinidt-a
I I' : ot ol

ctingd l : . »

. I cting CubarA .
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CIP-010-

Applicable Systems

Table R3 - Vulnerability Assessments

Requirements

Measures

3.4 High Impact BES Cyber Systems and Document the results of the An example of evidence may include,
theirassociated: assessments conducted according to butis not limitedto, a report of
1. EACMS; Parts 3.1, 3.2, and 3.3 and the action Management System actions, or a
2. PACS; and plan to remediate or mitigate document listing the results or the
3. PCA vulnerabilitiesidentified in the review or assessment, a list of action
assessmentsincludingthe planned items, documented proposed dates of
date of completingthe action planand | completionfor the action plan, and
Medium Impact BES Cyber Systems the execution status of any records of the status of the action
and their associated: remediation or mitigation action items (such as minutes of a status
1. EACMS; items. meeting, updatesin a work order
2. PACS; and system, or a spreadsheettracking the
action items).
3. PCA
SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.
Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.
R4. Each Responsible Entity, forits high impact and mediumimpact BES Cyber Systems and associated Protected Cyber Assets,

shallimplement, except under CIP Exceptional Circumstances, one or more documented plan(s) for Transient Cyber Assets
and Removable Media that include the sectionsin Attachment 1. [Violation Risk Factor: Medium] [Time Horizon: Long-term

Planning and Operations Planning]
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MA4. Evidence shallinclude each of the documented plan(s) for Transient Cyber Assets and Removable Media that collectively
include each of the applicable sectionsin Attachment 1 and additional evidence to demonstrate implementation of plan(s)
for Transient Cyber Assets and Removable Media. Additional examples of evidence persection are located in Attachment
2. If aResponsible Entity does not use Transient Cyber Asset(s) or Removable Media, examples of evidence include, butare
not limited to, a statement, policy, or other document that states the Responsible Entity does not use Transient Cyber

Asset(s) or Removable Media.
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