CIP-007-7 — Cyber Security — Systems Security Management

A. Introduction

1.
2.
3.

Title: Cyber Security — System Security Management
Number:  CIP-007-7

Purpose: To manage systemsecurity by specifyingselecttechnical, operational,
and procedural requirementsin support of protecting BES Cyber Systems against
compromise that could lead to misoperation or instability in the Bulk Electric System
(BES).

Applicability:

Functional Entities: For the purpose of the requirements contained herein, the
followinglist of functional entities will be collectively.referred to as “Responsible
Entities.” For requirementsinthis standardwhere a'specificfunctional entity or
subset of functional entities are the applicable entity orentities, the functional entity
or entities are specified explicitly.

4.1.1 Balancing Authority

4.1.2 Distribution Provider that owns one.onmoré of the followingFacilities, systems,

and equipmentfor the pretection or restoration of the BES:

4.1.2.1 Each underfrequency Loadishedding (UFLS) or undervoltage Load shedding
(UVLS) system that:

4.1.2.1.1¢ is partof a Load 'sheddinggprogram that'issubject to one or more
requirementsina NERG or Regional Reliability Standard; and

4.1.2.1.2 performs automatic Load sheddingundera common control system
ownedby the,Responsible Entity, without human operator initiation,
of 300 MW ormore.

4.1.2.2 Each Remedial Action Scheme (RAS) where the RAS is subjectto one or
more requirementsjina NERC or Regional Reliability Standard.

4.1.2.3 Each Protection Systemp(excluding UFLS and UVLS) that appliesto
Transmissionwhere the Protection System s subjectto one or more
requirementsina NERC or Regional Reliability Standard.

4.1.2.4 Each Cranking Path and group of Elements meetingthe initial switching
requirements from a Blackstart Resource up to and includingthe first
interconnection point of the starting station service of the nextgeneration
unit(s) to be started.

4.1.3 Generator Operator
4.1.4 Generator Owner
4.1.5 Reliability Coordinator

4.1.6 Transmission Operator
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4.2,

4.1.7 Transmission Owner

Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin4.1 above
are those to which these requirements are applicable. For requirementsin this
standard where a specifictype of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1 Distribution Provider: One or more of the followingFacilities, systems and
equipmentowned by the Distribution Providerfor the protection or restoration
of the BES:

4.2.1.1

Each UFLS or UVLS System that:

4.2.1.1.1 s partof a Load shedding pfogram that is subject to one or more

requirementsina NERC.OnRegional Reliakility Standard; and

4.2.1.1.2 performs automaticload shedding undera.common control system

4.2.1.2

4.2.1.3

4.2.1.4

owned by the Responsible Entity, without human,operator initiation,
of 300 MW or more.

Each RAS wherethe,RAS is subjecttofone or more requirementsina NERC
or Regional Reliability Standard.

Each Protection System (excluding UFLS anchUVLS) that appliesto
Transmission where the\ProtectioniSystemis subject to one or more
reqirementsin a NERC ok Regional Reliability Standard.

Each,Cranking Path and group of Elementsmeetingthe initial switching
requirements from a Blackstart Resource up to and includingthe first
interconnection pointof the starting station service of the nextgeneration
unit(s) to be started.

4.2.2 ResponsibleEntities listedin 4.1 other than Distribution Providers:

All BES Facilities:

4.2.3 ‘Exemptions: The followingare exemptfrom Standard CIP-007-6:

4.2.3.1

4.2.3.2

4.2.3.3

4.2.34

Cyber Assetsor Virtual Cyber Assets at Facilities regulated by the Canadian
Nuclear Safety Commission.

Cyber Assets or Virtual Cyber Assets, associated with communication links
logicallyisolated from, but not providinglogical isolation for, BES Cyber
Systems or SCI.

Cyber Assets or Virtual Cyber Assets associated with communication links
between CyberAssets or Virtual Cyber Assets performinglogical isolation
that extendstoone or more geographic locations.

The systems, structures, and components that are regulated by the Nuclear
Regulatory Commission undera cyber security plan pursuant to 10 C.F.R.
Section 73.54.
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5.

4.2.3.5 For Distribution Providers, the systemsand equipmentthat are not included
in section4.2.1 above.

4.2.3.6 Responsible Entitiesthatidentify thatthey have no BES CyberSystems
categorized as highimpact or mediumimpact according to the CIP-002-5.1
identification and categorization processes.

Effective Dates:

See Implementation Plan for Project 2016-02 (CIP-007-&).

Background:

Standard CIP-007 exists as part of a suite of CIPStandards related to cyber security,
which requires theinitial identification and categorization of BES Cyber Systems and
require a minimum level of organizationalpeperationaland procedural controls to
mitigate risk to BES Cyber Systems.

Most requirements open with, “Each_ Responsible Entity shall implement one or more
documented [processes, plan, etc.] thatinelude the applicable itemsiin [Table
Reference].” The referenced table requiresthe applicable itemsin theprocedures for
the requirement’s common subject matter.

The term documented processes refersito a set of'requiredinstructions specificto the
Responsible Entity and to achieve a specificoutcome, This term does not imply any
particular naming oflapproval structure beyondwhat is'stated inthe requirements.
An entity shouldincludeias much as it believes necessary inits documented processes,
but it must'address the applicable requirementsin thetable.

The terms program.and plan.are sometimes used in place of documented processes
wheére ittmakes senseand is‘ commonly understood. For example, documented
processesdescribing a response are typically referredto as plans (i.e., incident
response plansand recovery. plans). Likewise, asecurity plancan describe an
approach involvingmultiple procedures to address a broad subject matter.

Similarly, the term pregram may:referto the organization’s overall implementation of
its policies, plans and proceduresinvolvinga subject matter. Examplesinthe
standards‘include the/personnel risk assessment program and the personnel training
program. The full implementation of the CIP Cyber Security Standards could also be
referredto as aprogram. However, the terms programand plan do not imply any
additional requirements beyond whatis stated in the standards.

Responsible Entities canimplement common controls that meetrequirements for
multiple highand mediumimpact BES Cyber Systems. For example, asingle training
program could meetthe requirementsfortraining personnel across multiple BES
Cyber Systems.

Measures for the initial requirement are simply the documented processes
themselves. Measuresin the table rows provide examples of evidence to show
documentation and implementation of applicable itemsinthe documented processes.
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These measures serve to provide guidance to entitiesinacceptable records of
compliance and should not be viewed asan all-inclusivelist.

Throughout the standards, unless otherwise stated, bulleteditemsinthe
requirementsand measures are itemsthat are linked withan “or,” and numbered
items are items that are linked withan “and.”

Many referencesinthe Applicability section use a threshold of 300 MW for UFLS and
UVLS. This particular threshold of 300 MW for UVLS and UFLS was providedin Version
1 of the CIP CyberSecurity Standards. The threshold remains at 300 MW since itis
specifically addressing UVLS and UFLS, which are lastditch efforts to save the BES. A
review of UFLS tolerances defined within regionalfreliability standards for UFLS
program requirements to date indicates that thie historical value of 300 MW
represents an adequate and reasonable threshold valuefor allowable UFLS
operational tolerances.

“Applicable Systems” Columns in Tables:

Each table has an “Applicable Systems” celumn to further define the scope of systems
to which a specificrequirement row appliesyThe£SO706 SDT adapted,this concept
from the National Institute ofiStandards andTechnology (“NIST”) Risk‘Management
Framework as a way of applyingrequirementsmore appropriately based on impact
and connectivity characteristics. The foellowingconventionsare usedin the
“Applicable Systems” column as described.

e High Impact BES Cyber Systems - Appliesto BES Cyber Systems categorized as
high impact according to the CIP-002-5.1 identification and categorization
processes.

e Medium Impact,BES Cyber.Systems —Appliesto BES CyberSystems categorized as
mediumimpactaccording to.the,CIP-002-5.1 identification and categorization
processes.

e » Medium Impact \BES Cyber.Systems at Control Centers — Only appliesto medium
impact BES Cyber Systemsiloeated at a Control Center.

e Medium Impact BES Cyber Systems with External Routable Connectivity — Only
appliestoomediumimpact BES Cyber Systems with External Routable Connectivity.
This also'exeludés Cyber Assetsin the BES Cyber System that cannot be directly
accessed through External Routable Connectivity.

e Electronic Access Control or Monitoring Systems (EACMS) — Appliesto each
Electronic Access Control or Monitoring System associated with a referenced high
impact BES Cyber System or medium impact BES Cyber Systemin the applicability
column. Examples may include, but are not limited to, firewalls, authentication
servers, and log monitoringand alerting systems.

e Physical Access Control Systems (PACS) — Appliesto each Physical Access Control
System associated with a referenced highimpact BES Cyber System or medium
impact BES Cyber System.
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e Protected Cyber Assets (PCA) — Appliesto each Protected Cyber Asset associated
with a referenced high impact BES Cyber System or medium impact BES Cyber
System.

O
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B. Requirements and Measures

R1. Each Responsible Entity shallimplementone or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R1 — System Hardening. [Violation Risk Factor: Medium] [Time Horizon:

Same Day Operations.]

M1. Evidence mustinclude the documented processes that collectivelyinclude each of the applicable requirement parts in CIP-
007-7 Table R1 — System Hardening and additional evidence to demonstrate implementation as escribed inthe Measures

column of the table.
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1.1

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS;
2. PACS; and
3. PCA

CIP-007-6 Table R1- Ports and Services

Requirements

Enable onlylogical network accessible
ports that have beendeterminedtobe
needed by the Responsible Entity,

neededto handle dynamic ports, per
system capability. Ifa systemhas no
provision for disabling or restricting
logical ports thenthose ports that are
open are deemed needed.

including port ranges or services where

[\ CENT

Examples of evidence mayinclude, but
are not limited to:

e Documentation of the needfor
all enabled ports, individually or
by group.

e Listingsof the listening ports,
individually orby group, from
either configurationfiles,
command output (such as
netstat), or network scans of
open ports; or

e Configuration of host-based
firewalls, policy, orother
mechanismsthat only allow
needed ports and deny all
others.
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1.2

CIP-007-6 Table R1- Ports and Services

Applicable Systems

High Impact BES Cyber Systems and
theirassociated PCA.

Medium Impact BES Cyber Systems at
Control Centers and their associated
PCA.

SCI at Control Centers hosting High or
Medium Impact BCS or their associated
PCA.

Management Modules of SCI at Control
Centers hosting High or Medium
Impact BCS or theirassociated PACS,
EACMS, or PCA.

Non-programmable communications
components withina PSP that are not
logicallyisolated from High or Medium
impact BES Cyber Systems at Control
Centers.

Requirements

Protect against the use of unnecessary
physical input/output ports used for
network connectivity, console
commands, or Removable Media.

[\ CENT

An example of evidence may include,
but is not limited to, documentation
showingtypes of protection of physical
input/output ports, eitherlogically
through system configuration or
physically usinga port lock or signage.
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1.3

CIP-007-6 Table R1- Ports and Services

Applicable Systems

SCI hosting High or Medium Impact BCS
or theirassociated PACS, EACMS, or
PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

Enable only services that have been
determinedtobe neededby the
Responsible Entity, persystem
capability.

[\ CENT

Examples of evidence mayinclude, but
are not limited to:

e Documentation of implemented
hardeningguidelines

e Configuration management
reporting
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R2.

Ma2.

2.1

Each Responsible Entity shall implement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R2 — Security Patch Management. [Violation Risk Factor: Medium] [Time

Horizon: Operations Planning].

Evidence must include each of the applicable documented processes that collectivelyinclude each of the applicable
requirement parts in CIP-007-7 Table R2 — Security Patch Management and additional evidence to demonstrate
implementation as described inthe Measures column of the table.

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

A patch management process for
tracking, evaluating, and installing
cyber security patches. The tracking
portion shallinclude the identification
of a source or sources that the
Responsible Entity tracks for the
release of cyber security patches for
systemsthat are updateable and for
which a patching source exists.

Measures

An example of evidence may include,
but is not limited to, documentation
of a patch management process and
documentation or lists of sources that
are monitored.
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CIP-007-7 Table R2 — Security Patch Management

Applicable Systems Requirements Measures
2.2 High Impact BES Cyber Systems and At leastonce every 35 calendar days, | An example of evidence may include,
theirassociated: evaluate security patches for butis not limited to, an evaluation
1. EACMS; applicability that have beenreleased | conducted by, referenced by, or on
2. PACS; and since the last evaluation from the behalf of a Responsible Entity of
3. PCA source or sources identifiedin Part security-related patchesreleased by
2.1 the documented sources at least once

every 35 calendar days.

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.
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2.3

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

For applicable patches identifiedin
Part 2.2, within 35 calendar days of
the evaluation completion, take one
of the followingactions:

e Applythe applicable patches;or

e Create a dated mitigation plan;
or

e Revise an existing mitigation
plan.

Mitigation plansshallinclude the
Responsible Entity’s planned actions
to mitigate the vulnerabilities
addressed by each security patch and
a timeframe to complete these
mitigations.

Measures

Examples of evidence mayinclude,
but are not limited to:

e Records of the installation of
the patch (e.g., exports from
automated patch
managementtools that
provide installation date,
verification of BES Cyber
System Component software
revision, or registry exports
that show software has been
installed); or

e Adated plan showingwhen
and how the vulnerability will
be addressed, to include
documentation of the actions
to be taken by the Responsible
Entity to mitigate the
vulnerabilities addressed by
the security patch and a
timeframe for the completion
of these mitigations.
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2.4

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES CyberSystems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

For each mitigation plan created or
revisedinPart 2.3, implementthe
plan withinthe timeframe specifiedin
the plan, unlessa revisiontothe plan
or an extensiontothe timeframe
specifiedin Part 2.3 is approved by
the CIP Senior Manager or delegate.

Measures

An example of evidence may include,
but is not limited to, records of
implementation of mitigations.
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R3. Each Responsible Entity shallimplementone or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin C/IP-007-7 Table R3 — Malicious Code Protection. [Violation Risk Factor: Medium] [Time

Horizon: Same Day Operations].

M3. Evidence mustinclude each of the documented processesthat collectively include each of the applicable requirement
parts in CIP-007-7 Table R3 —Malicious Code Protection and additional evidence to demonstrate implementation as
describedin the Measures column of the table.
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3.1

CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

Deploy method(s) to deter, detect, or
prevent malicious code.

[\ CENT

An example of evidence may include,
butis not limited to, records of the
Responsible Entity’s performance of
these processes (e.g., through
traditional antivirus, system
hardening, policies, white-listing,
privilegedintrospection, etc.).
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CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems Requirements Measures
3.2 High Impact BES Cyber Systems and Mitigate the threat of detected Examples of evidence mayinclude,
theirassociated: malicious code. but are not limited to:
1. EACMS;
e Records of response processes
2. PACS; and for malicious code detection
3. PCA

e Records of the performance of
these processes when malicious

Medium Impact BES Cyber Systems code is detected.

and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.
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3.3

CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

For those methodsidentifiedin Part
3.1 that use signatures or patterns,
have a process for the update of the
signatures or patterns. The process
must address testingand installingthe
signatures or patterns.

[\ CENT

An example of evidence may include,
butis not limited to, documentation
showingthe process usedfor the
update of signaturesor patterns.
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R4. Each Responsible Entity shall implementone or more documented process(es) that collectively include each of the
applicable requirement partsin CIP-007-7 Table R4 — Security Event Monitoring. [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations and Operations Assessment.]

M4. Evidence mustinclude each of the documented processesthat collectivelyinclude each of the applicable requirement
parts in CIP-007-7 Table R4 —Security Event Monitoring and additional evidence to demonstrate implementation as
describedin the Measures column of the table.

CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems Requirements Measures
41 High Impact BES Cyber Systems and Log security events, per system Examples of evidence mayinclude, but
theirassociated: capability, or at the Cyber Assetlevel | are notlimitedto, a paper or system
1. EACMS; (per CyberAsset capability) for generated listing of eventtypes for
2. PACS; and identification of, and after-the-fact which the BES Cyber Systemis capable
3. PCA investigations of, Cyber Security of detectingand, for generated

Incidents that includes, as a minimum, | events, is configuredto log. This listing
each of the followingtypesof events: | mustinclude the requiredtypes of

Medium Impact BES Cyber Systems 4.1.1. Detected successful login events.
and their associated: attempts;

1. EACMS; 4.1.2. Detectedfailed access

2. PAGS;and attempts and failed login

3. PCA

attempts;

SCI hosting High or Medium Impact 4.1.3. Detected malicious code.
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.
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4.2

CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCl with ERC hosting High Impact BCS
or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Management Modules with ERC of
SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Requirements

Generate alerts for security events
that the Responsible Entity
determines necessitates analert, that
includes, at a minimum, each of the
followingtypes of events per system
capability:

4.2.1. Detected malicious code from
Part 4.1; and

Detected failure of Part 4.1
eventlogging.

4.2.2.

[\ CENT

Examples of evidence mayinclude, but
are not limited to, paper or system-
generated listing of security events
that the Responsible Entity
determined necessitate alerts,
including paper or system generated
listshowing how alerts are configured.

Page 19 of 30




CIP-007-7 — Cyber Security — Systems Security Management

4.3

CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems at
Control Centers and their associated:
1. EACMS;
2. PACS; and

3. PCA

SCI at Control Centers hosting High
Impact BCS, Medium Impact BCS, or
theirassociated PACS, EACMS, or
PCA.

Management Modules of SCl at
Control Centers hosting High or
Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

Retain applicable eventlogsidentified
in Part 4.1 for at least the last 90
consecutive calendar days, per system
capability, exceptunder CIP
Exceptional Circumstances.

[\ CENT

Examples of evidence mayinclude, but
are not limited to, documentation of
the eventlog retention process and
paper or system generated reports
showinglog retention configuration
set at 90 days or greater.
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CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems Requirements Measures
4.4 High Impact BES Cyber Systems and Review a summarization or sampling Examples of evidence mayinclude, but
theirassociated: of logged eventsidentifiedinPart4.1 | are not limitedto, documentation
1. EACMS; and at intervals no greater than 15 describingthe review, any findings
2. PCA calendar days to identify undetected | from the review (if any), and dated
Cyber Security Incidents. documentation showingthe review
occurred.

SCl hosting High Impact BCS or their
associated EACMS or PCA.

Management Modules of SCI hosting
High BCS or their associated EACMS,
or PCA.
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R5. Each Responsible Entity shall implementone or more documented process(es) that collectively include each of the
applicable requirement partsin CIP-007-7 Table R5 — System Access Controls. [Violation Risk Factor: Medium] [Time

Horizon: Operations Planning].

M5. Evidence mustinclude each of the applicable documented processesthat collectivelyinclude each of the applicable
requirement parts in CIP-007-7 Table 5 — System Access Controls and additional evidence to demonstrate implementation
as describedin the Measures column of the table.
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5.1

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and their
associated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems at
Control Centers and their associated:
1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCI with ERC hosting High Impact BCS,
Medium Impact BCS at Control Centers
or their associated PACS, EACMS, or PCA.

Management Modules with ERC of SCI
hosting High Impact BCS, Medium
Impact BCS at Control Centers or, or
their associated PACS, EACMS, or PCA.

Requirements

Have a method(s) to enforce authentication
of interactive user access, per system
capability.

Measures

An example of evidence may include, but
is not limited to, documentation
describing how access is authenticated.

Page 23 of 30




CIP-007-7 — Cyber Security — Systems Security Management

| Part

5.2

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

Identify and inventory all known enabled
default or other generic account types,
either by system, by groups of systems, by
location, or by system type(s).

Measures

An example of evidence may include,
butis not limited to, a listing of
accounts by account typesshowing
the enabled or genericaccount types
in use.
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| Part

5.3

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI with ERC hosting High Impact BCS,
Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Management Modules with ERC of
SCI hosting High Impact BCS, Medium
Impact BCS or theirassociated PACS,
EACMS, or PCA.

Requirements

Identify individuals who have authorized
access to shared accounts.

Measures

An example of evidence may include,
butis not limited to, listing of shared
accounts and the individuals who have
authorized access to each shared
account.
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|Part|

5.4

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

Change known default passwords, per
system capability

Measures

Examples of evidence mayinclude, but

are not limited to:

e Records of a procedure that
passwords are changed when new
devicesare in production; or

e Documentation insystem manuals
or othervendor documents
showingdefaultvendor
passwords were generated
pseudo-randomly and are thereby
unique.
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‘ CIP-007-7 Table R5 — System Access Control

‘ Part ‘ Applicable Systems Requirements Measures
5.5 High Impact BES Cyber Systems and | For password-only authentication for Examples of evidence mayinclude, but
theirassociated: interactive useraccess, eithertechnically | are notlimited to:
1. EACMS; o;s}:;rxg(iju;arlél]yr/neerlzrscfe the following e System-generated reports or
2. PACS; and P P ’ screen-shots of the system-
3. PCA 5.5.1. Password lengththat s, at least, enforced password parameters,

Medium Impacfc BES Cyber Systems the maximum length supported by or
and their associated: the system; and

1. EACMS; e Attestationsthatincludea

5> PACS: and 5.5.2. Mlnlmum password complexity reference to the documented
! that isthe lesser of three or more
procedures that were followed.

3. PCA differenttypes of characters (e.g.,

SCl hosting High or Medium Impact uppercase alphabetic, lowercase

BCS or theirassociated PACS, alphabetic, numeric, non-
EACMS. or PCA. alphanumeric) or the maximum
' complexity supported by the

Management Modules of SCI
hosting High or Medium Impact BCS
or theirassociated PACS, EACMS, or
PCA.

system.
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‘Part‘

5.6

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS;
2. PACS; and
3. PCA

SCl with ERC hosting High Impact
BCS, Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Management Modules with ERC of
SCl hosting High Impact BCS,
Medium Impact BCS or their
associated PACS, EACMS, or PCA.

Requirements

For password-only authentication for
interactive useraccess, either
technically or procedurally enforce
password changes or an obligationto
change the password at least once
every 15 calendar months, per system
capability.

Measures

Examples of evidence mayinclude,
but are not limited to:

e System-generatedreportsor
screen-shots of the system-
enforced periodicity of changing
passwords; or

e Attestationsthatincludea
reference to the documented
procedures that were followed.
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‘Part‘

5.7

CIP-007-7 Table R5 — System Access Control

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
at Control Centers and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl hosting High Impact BCS,
Medium Impact BCS at Control
Centers, or theirassociated PACS,
EACMS, or PCA.

Requirements
Limit the number of unsuccessful
authentication attempts; or generate

alerts aftera threshold of unsuccessful

authentication attempts; per system
capability.

Measures

Examples of evidence mayinclude,
but are not limited to:

e Documentation of the account-
lockout parameters; or

e Rulesin the alerting configuration
showing how the system notified
individuals aftera determined
number of unsuccessful login
attempts.
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Management Modules of SCI hosting
High Impact BCS, Medium Impact
BCS at Control Centers, or their
associated PACS, EACMS, or PCA.
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