Exhibit A

Proposed Reliability Standards



Exhibit A-1

Proposed Reliability Standard EOP-004-4



Reliability Standard EOP-004-4 Clean and Redline



EOP-004-4 Clean Version



EOP-004-4 — Event Reporting

A. Introduction
1. Title: Event Reporting
2. Number: EOP-004-4

3. Purpose: To improve the reliability of the Bulk Electric System by requiring the
reporting of events by Responsible Entities.
4. Applicability:

4.1. Functional Entities: For the purpose of the Requirements and the EOP-004
Attachment 1 contained herein, the following Functional Entities will be
collectively referred to as “Responsible Entity.”

4.1.1. Reliability Coordinator
4.1.2. Balancing Authority
4.1.3. Transmission Owner
4.1.4. Transmission Operator
4.1.5. Generator Owner
4.1.6. Generator Operator
4.1.7. Distribution Provider

5. Effective Date: See the Implementation Plan for EOP-004-4.

B. Requirements and Measures

R1. Each Responsible Entity shall have an event reporting Operating Plan in accordance
with EOP-004-4 Attachment 1 that includes the protocol(s) for reporting to the
Electric Reliability Organization and other organizations (e.g., the Regional Entity,
company personnel, the Responsible Entity’s Reliability Coordinator, law
enforcement, or governmental authority). [Violation Risk Factor: Lower] [Time
Horizon: Operations Planning]

M1. Each Responsible Entity will have a dated event reporting Operating Plan that includes
protocol(s) and each organization identified to receive an event report for event types
specified in EOP-004-4 Attachment 1 and in accordance with the entity responsible for
reporting.

R2. Each Responsible Entity shall report events specified in EOP-004-4 Attachment 1 to
the entities specified per their event reporting Operating Plan by the later of 24 hours
of recognition of meeting an event type threshold for reporting or by the end of the
Responsible Entity’s next business day (4 p.m. local time will be considered the end of
the business day). [Violation Risk Factor: Medium] [Time Horizon: Operations
Assessment]
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EOP-004-4 — Event Reporting

M2. Each Responsible Entity will have as evidence of reporting an event to the entities
specified per their event reporting Operating Plan either a copy of the completed
EOP-004-4 Attachment 2 form or a DOE-OE-417 form; and some evidence of submittal
(e.g., operator log or other operating documentation, voice recording, electronic mail
message, or confirmation of facsimile) demonstrating that the event report was
submitted by the later of 24 hours of recognition of meeting an event type threshold
for reporting or by the end of the Responsible Entity’s next business day (4 p.m. local
time will be considered the end of the business day).

C. Compliance
1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority:
“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, in
their respective roles of monitoring and/or enforcing compliance with
mandatory and enforceable Reliability Standards in their respective
jurisdictions.

1.2. Evidence Retention:
The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full time period
since the last audit.

e Each Responsible Entity shall retain the current Operating Plan plus each
version issued since the last audit for Requirement R1, and Measure M1.

e Each Responsible Entity shall retain evidence of compliance since the last
audit for Requirement R2 and Measure M2.

If a Responsible Entity is found non-compliant, it shall keep information related
to the non-compliance until mitigation is complete and approved or for the
duration specified above, whichever is longer.

The Compliance Enforcement Authority shall keep the last audit records and all
requested and submitted subsequent audit records.
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1.3. Compliance Monitoring and Enforcement Program
As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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Violation Severity Levels

Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

The Responsible Entity had

submitted an event report
(e.g., written or verbal) to all
required recipients up to 24
hours after the timing
requirement for submittal.

OR

The Responsible Entity failed
to submit an event report
(e.g., written or verbal) to
one entity identified in its
event reporting Operating
Plan within 24 hours or by
the end of the next business
day, as applicable.

submitted an event report
(e.g., written or verbal) to all
required recipients more
than 24 hours but less than
or equal to 48 hours after
the timing requirement for
submittal.

OR

The Responsible Entity failed
to submit an event report
(e.g., written or verbal) to
two entities identified in its
event reporting Operating
Plan within 24 hours or by

submitted an event report
(e.g., written or verbal) to all
required recipients more
than 48 hours but less than
or equal to 72 hours after
the timing requirement for
submittal.

OR

The Responsible Entity failed
to submit an event report
(e.g., written or verbal) to
three entities identified in its
event reporting Operating
Plan within 24 hours or by

R1. | The Responsible Entity had The Responsible Entity had The Responsible Entity had i i
an event reporting Operating | an event reporting Operating | an event reporting Operating ?’In evEnt :ce_rlao;tlng_ OTe;atmg
Plan, but failed to include Plan, but failed to include Plan, but failed to include ‘ an, but faile tol_lncblu €
one applicable event type. two applicable event types. | three applicable event types. our ormore applicable
event types.
OR
The Responsible Entity failed
to have an event reporting
Operating Plan.
R2 The Responsible Entity The Responsible Entity The Responsible Entity The Responsible Entity

submitted an event report
(e.g., written or verbal) to all
required recipients more
than 72 hours after the
timing requirement for
submittal.

OR

The Responsible Entity failed
to submit an event report
(e.g., written or verbal) to
four or more entities
identified in its event
reporting Operating Plan
within 24 hours or by the
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Violation Severity Levels

Lower VSL Moderate VSL

High VSL

Severe VSL

the end of the next business
day, as applicable.

the end of the next business
day, as applicable.

end of the next business day,
as applicable.

OR

The Responsible Entity failed
to submit a report for an
event in EOP-004-4
Attachment 1.

D. Regional Variances
None.

E. Associated Documents

Link to the Implementation Plan and other important associated documents.
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EOP-004 - Attachment 1: Reportable Events

NOTE: Under certain adverse conditions (e.g. severe weather, multiple events) it may not be possible to report the damage caused
by an event and issue a written event report within the timing in the standard. In such cases, the affected Responsible Entity shall
notify parties per Requirement R2 and provide as much information as is available at the time of the notification. Submit reports to
the ERO via one of the following: e-mail: systemawareness@nerc.net, Facsimile 404-446-9770 or Voice: 404-446-9780, select

Option 1.

Submit EOP-004 Attachment 2 (or DOE-OE-417) pursuant to Requirements R1 and R2.

Rationale for Attachment 1:

System-wide voltage reduction to maintain the continuity of the BES: The TOP is operating the system and is the only entity that
would implement system-wide voltage reduction.

Complete loss of Interpersonal Communication and Alternative Interpersonal Communication capability at a BES control center: To
align EOP-004-4 with COM-001-2.1. COM-001-2.1 defined Interpersonal Communication for the NERC Glossary of Terms as: “Any
medium that allows two or more individuals to interact, consult, or exchange information.” The NERC Glossary of Terms defines
Alternative Interpersonal Communication as: “Any Interpersonal Communication that is able to serve as a substitute for, and does
not utilize the same infrastructure (medium) as, Interpersonal Communication used for day-to-day operation.”

Complete loss of monitoring or control capability at a BES control center: Language revisions to: “Complete loss of monitoring or
control capability at a BES control center for 30 continuous minutes or more” provides clarity to the “Threshold for Reporting” and
better aligns with the ERO Event Analysis Process.

Event Type Entity with Reporting Threshold for Reporting

Responsibility

Damage or destruction of a Facility within its Reliability
Coordinator Area, Balancing Authority Area or Transmission
Operator Area that results in action(s) to avoid a BES Emergency.

Damage or destruction of | RC, BA, TOP
a Facility

Page 6 of 14


mailto:systemawareness@nerc.net

EOP-004-4 — Event Reporting

Event Type Entity with Reporting Threshold for Reporting

Responsibility

Damage or destruction of its Facility that results from actual or

Damage or destruction of | TO, TOP, GO, GOP, DP ) ) )
suspected intentional human action.

its Facility ) )
It is not necessary to report theft unless it degrades normal
operation of its Facility.
Physical threats to its TO. TOP. GO. GOP. DP Physical threat to its Facility excluding weather or natural disaster
Facility ’ T ’ related threats, which has the potential to degrade the normal

operation of the Facility.
OR
Suspicious device or activity at its Facility.

Physical threat to its BES control center, excluding weather or
natural disaster related threats, which has the potential to
degrade the normal operation of the control center.

OR

Suspicious device or activity at its BES control center.

Physical threats to its BES | RC, BA, TOP
control center

Public appeal for load BA Public appeal for load reduction to maintain continuity of the
reduction resulting from a BES.
BES Emergency

System-wide voltage TOP System-wide voltage reduction of 3% or more.
reduction resulting from a
BES Emergency

Firm load Initiating RC, BA, or TOP Firm load shedding > 100 MW (manual or automatic).
sheddingresulting from a
BES Emergency
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Event Type

Entity with Reporting

Responsibility

Threshold for Reporting

BES Emergency resulting | TOP A voltage deviation of =/> 10% of nominal voltage sustained for >
in voltage deviation on a 15 continuous minutes.
Facility
Uncontrolled loss of firm BA, TOP, DP Uncontrolled loss of firm load for > 15 minutes from a
load resulting from a BES single incident:
Emergency
2 300 MW for entities with previous year’s peak
demand = 3,000 MW
OR
> 200 MW for all other entities
System separation RC, BA, TOP Each separation resulting in an island = 100 MW
(islanding)
Generation loss BA Total generation loss, within one minute, of:

> 2,000 MW in the Eastern, Western, or Quebec Interconnection
OR
> 1,400 MW in the ERCOT Interconnection

Generation loss will be used to report Forced Outages not
weather patterns or fuel supply unavailability for dispersed
power producing resources.
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Event Type Entity with Reporting Threshold for Reporting

Responsibility

Complete loss of off-site power (LOOP) affecting a nuclear

Complete loss of off-site TO, TOP ) i i
generating station per the Nuclear Plant Interface Requirements

power to a nuclear
generating plant (grid
supply)

Unexpected loss within its area, contrary to design, of three or
more BES Facilities caused by a common disturbance (excluding
successful automatic reclosing).

Transmission loss TOP

Unplanned evacuation from its BES control center facility for 30

Unplanned evacuation of | RC, BA, TOP ) |
continuous minutes or more.

its BES control center

Complete loss of Interpersonal Communication and Alternative
Interpersonal Communication capability affecting its staffed BES
control center for 30 continuous minutes or more.

Complete loss of RC, BA, TOP
Interpersonal
Communication and
Alternative Interpersonal
Communication capability
at its staffed BES control
center

Complete loss of monitoring or control capability at its staffed

Complete loss of RC, BA, TOP i )
BES control center for 30 continuous minutes or more.

monitoring or control
capability at its staffed
BES control center
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EOP-004 - Attachment 2: Event Reporting Form

EOP-004 Attachment 2: Event Reporting Form

Use this form to report events. The Electric Reliability Organization will accept the DOE OE-417 form
in lieu of this form if the entity is required to submit an OE-417 report. Submit reports to the ERO via
one of the following: e-mail: systemawareness@nerc.net, Facsimile 404-446-9770 or voice: 404-446-
9780, Option 1. Also submit to other applicable organizations per Requirement R1 “... (e.g., the
Regional Entity, company personnel, the Responsible Entity’s Reliability Coordinator, law
enforcement, or Applicable Governmental Authority).”

Task Comments

Entity filing the report include:
Company name:

Name of contact person:

Email address of contact person:
Telephone Number:

Submitted by (name):

Date and Time of recognized event.
Date: (mm/dd/yyyy)

Time: (hh:mm)

Time/Zone:

3. Did the event originate in your system? Yesd NoO UnknownO

Event Identification and Description:

(Check applicable box) Written description (optional):
[0 Damage or destruction of a Facility
[ Physical threat to its Facility

[ Physical threat to its BES control center
[ BES Emergency:

O firm load shedding
O public appeal for load reduction
[ System-wide voltage reduction
O voltage deviation on a Facility
[ uncontrolled loss of firm load

[ System separation (islanding)

O Generation loss

O Complete loss of off-site power to a nuclear
generating plant (grid supply)

O Transmission loss

O Unplanned evacuation of its BES control
center

O Complete loss of Interpersonal
Communication and Alternative Interpersonal
Communication capability at its staffed BES
control center

O Complete loss of monitoring or control
capability at its staffed BES control center
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Version History

Version

Date

Action

Change Tracking

2 Merged CIP-001-2a Sabotage Revision to entire standard
Reporting and EOP-004-1 (Project 2009-01)
Disturbance Reporting into EOP-
004-2 Event Reporting; Retire CIP-
001-2a Sabotage Reporting and
Retired EOP-004-1 Disturbance
Reporting.
2 November 7, | Adopted by the NERC Board of
2012 Trustees
2 June 20, 2013 | FERC approved
3 November 13, | Adopted by the NERC Board of Replaced references to
2014 Trustees Special protection System
and SPS with Remedial Action
Scheme and RAS
3 November 19, | FERC Order issued approving EOP-
2015 004-3. Docket No. RM15-13-000.
4 February 9, Adopted by the NERC Board of Revised
2017 Trustees
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Supplemental Material

Guideline and Technical Basis
Multiple Reports for a Single Organization

For entities that have multiple registrations, the requirement is that these entities will only
have to submit one report for any individual event. For example, if an entity is registered as a
Reliability Coordinator, Balancing Authority and Transmission Operator, the entity would only
submit one report for a particular event rather submitting three reports as each individual
registered entity.

Law Enforcement Reporting

The reliability objective of EOP-004-4 is to improve the reliability of the Bulk Electric System by
requiring the reporting of events by Responsible Entities. Certain outages, such as those due to
vandalism and terrorism, may not be reasonably preventable. These are the types of events
that should be reported to law enforcement. Entities rely upon law enforcement agencies to
respond to and investigate those events which have the potential to impact a wider area of the
BES. The inclusion of reporting to law enforcement enables and supports reliability principles
such as protection of Bulk Electric System from malicious physical attack. The importance of
BES awareness of the threat around them is essential to the effective operation and planning to
mitigate the potential risk to the BES.

Stakeholders in the Reporting Process

e Industry

e NERC (ERO), Regional Entity
e FERC

e DOE

e NRC

e DHS - Federal

e Homeland Security- State

e State Regulators

e Local Law Enforcement

e State or Provincial Law Enforcement

e FBI

e Royal Canadian Mounted Police (RCMP)

The above stakeholders have an interest in the timely notification, communication and

response to an incident at a Facility. The stakeholders have various levels of accountability and
have a vested interest in the protection and response to ensure the reliability of the BES.
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Supplemental Material

Example of Reporting Process including Law
Enforcement

Report to Law Enforcement ?

invoking
federal
jurisdiction™

their jurisdictions

Canadian entities will follow law enforcement protocols applicable in
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Supplemental Material

Potential Uses of Reportable Information

General situational awareness, correlation of data, trend identification, and identification of
potential events of interest for further analysis in the ERO Event Analysis Process are a few
potential uses for the information reported under this standard. The standard requires
Functional Entities to report the incidents and provide information known at the time of the
report. Further data gathering necessary for analysis is provided for under the ERO Event
Analysis Program and the NERC Rules of Procedure. The NERC Rules of Procedure (section 800)
provide an overview of the responsibilities of the ERO in regards to analysis and dissemination
of information for reliability. Jurisdictional agencies (which may include DHS, FBI, NERC, RE,
FERC, Provincial Regulators, and DOE) have other duties and responsibilities.

Page 14 of 14


http://www.nerc.com/files/NERC_Rules_of_Procedure_EFFECTIVE_20100205.pdf

EOP-004-4 Redline Version



EOP-004-3-4 — Event Reporting

A. A——Introduction
1. Title:

Event Reporting-

2, Number.— EOP-004-34

3. Purpose:- To improve the reliability of the Bulk Electric System by requiring the
reporting of events by Responsible Entities.

4. Applicability:

4.1. Functional Entities: -For the purpose of the Requirements and the EOP-004
Attachment 1 contained herein, the following funetional-entitiesFunctional
Entities will be collectively referred to as “Responsible Entity.”

4.1.1. Reliability Coordinator
4.1.2. Balancing Authority
4.1.3. Transmission Owner
4.1.4. Transmission Operator
4.1.5. Generator Owner
4.1.6. Generator Operator
4.1.7. Distribution Provider

5 —Effective Dates:

Date: See the Implementation Plan for theRevised-Definition-of “Remedial-Action-Scheme”
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B. B——Requirements and Measures
R1—

R1.

Each Responsible Entity shall have an event reporting Operating Plan in accordance
with EOP-004-2-34 Attachment 1 that includes the protocol(s) for reporting to the
Electric Reliability Organization and other organizations (e.g., the Regional Entity,
company personnel, the Responsible Entity’s Reliability Coordinator, law
enforcement, or governmental authority). [Violation Risk Factor: Lower] [Time
Horizon: Operations Planning]

M1. M3i—Each Responsible Entity will have a dated event reporting Operating Plan that

R2.

includes;butis-netlimitedto-the protocol(s) and each organization identified to
receive an event report for event types specified in EOP-004-34 Attachment 1 and in
accordance with the entity responsible for reporting.

R2—Each Responsible Entity shall report events specified in EOP-004-4 Attachment 1
to the entities specified per their event reporting Operating Plan withinby the later of
24 hours of recognition of meeting an event type threshold for reporting or by the
end of the Responsible Entity’s next business day ifthe-eventoccursona-weekend
fwthich-isrecognized-to-be 4 PM(4 p.m. local time on-Friday-to-8 AM-Mondaylocal
time)-will be considered the end of the business day). [Violation Risk Factor:
Medium] [Time Horizon: Operations Assessment]
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M2. M2, Each Responsible Entity will have as evidence of reporting an event;
to the entities specified per their event reporting Operating Plan either a copy of the
completed EOP-004-34 Attachment 2 form or a DOE-OE-417 form; and some evidence
of submittal (e.g., operator log or other operating documentation, voice recording,
electronic mail message, or confirmation of facsimile) demonstrating that the event
report was submitted within-by the later of 24 hours of recognition of meeting thean

event type threshold for reporting or by the end of the Responsible Entity’s next

business day i-the-event-occurs-ona-weekend{which-is+recognized-to-be-(4 PMp.m
local time enFriday-to-8-AM-Meondaytecaltimel—{R2}will be considered the end of

the business day).

C. c—Compliance
1. 1——— Compliance Monitoring Process

1.1. 3-3—Compliance Enforcement Authority:
TheRegional-Entityshallserveasthe-“Compliance Enforcement Authority-{CEA}
unless-the-applicable” means NERC or the Regional Entity, or any entity is
ewned-operated-orcontrolledas otherwise designated by the-Regienal-Entity-
ta-sueh-cases-the-ERO-an Applicable Governmental Authority, in their respective
roles of monitoring and/or a-RegienalEntity-approved-by-FERC-orother
applicable-gevernmentalautherity-shall-serve-as-the-CEAenforcing compliance

with mandatory and enforceable Reliability Standards in their respective
jurisdictions.

1.2. 32—Evidence Retention:
The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
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provide other evidence to show that it was compliant for the full time period
since the last audit.

e Each Responsible Entity shall retain the current Operating Plan plus each
version issued since the last audit for ReguirementsRequirement R1, and
Measure M1.

e Each Responsible Entity shall retain evidence of compliance since the last
audit for ReguirementsRequirement R2;-R3 and Measure M2;,-M3.

If a Responsible Entity is found non-compliant, it shall keep information related
to the non-compliance until mitigation is complete and approved or for the
duration specified above, whichever is longer.

The Compliance Enforcement Authority shall keep the last audit records and all
requested and submitted subsequent audit records.

4 of 28



EOP-004-3-4 — Event Reporting

1.3. Compliance Monitoring and Enforcement Processes:Program
- " Audi
Self Cortificati
Seeitheddng
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T ol Coe e Sl o

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be

used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.

i a
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Violation Severity Levels

Violation Severity Levels

Moderate High Severe
VSL

R1. 4. Operations 5 Lower The The The The Responsiblej Entity had
Planning Responsible Entity had an Responsible Entity had an event | Responsible Entity had an an ever.mt reporting )
event reporting Operating reporting Operating Plan, but event reporting Operating Qperatlng Plan, but failed to
Plan, but failed to include failed to include two applicable | Plan, but failed to include mclu'de four or more
one applicable event type. event types. three applicable event applicable event types.
types. OR
The
Responsible Entity failed to
have an event reporting
Operating Plan.
R2. 6. - . 7. Medi The R.esponsible Entity The R'esponsible Entity . . The | The R'esponsible Entity
A | submitted an event report submitted an event report (e.g., | Responsible Entity submitted an event report
(e.g., written or verbal) to written or verbal) to all required | submitted an event report | (e.g., written or verbal) to all
all required recipients srere | recipients more than 3624 (e.g., written or verbal) to | required recipients more
tharup to 24 hours buttess | hours but less than or equal to all required recipients than 60872 hours after
thanorequalto36-hours 48 hours after meetingan-event | more than 48 hours but meetinganevent
after meetingan-event thresheldthe timing less than or equal to 6672 | thresheldthe timing
thresheoldthe timing requirement for hours after meetingan requirement for
requirement for reportingsubmittal. eventthresholdthe timing | repertingsubmittal.
reportingsubmittal. OR requirement for OR
OR reportingsubmittal. . . .
The The Responsible Entity failed
The Responsible Entity failed to OR to submit an event report
Responsible Entity failed to | submit an event report (e.g., The | (e.g., written or verbal) to
submit an event report written or verbal) to two Responsible Entity failed four or more entities
(e.g., written or verbal) to entities identified in its event to submit an event report | identified in its event
one entity identified in its reporting Operating Plan within | (e.g., written or verbal) to | reporting Operating Plan
event reporting Operating 24 hours- or by the end of the three entities identified in | within 24 hours or by the
Plan within 24 hours- or by | next business day, as applicable. | its event reporting end of the next business
the end of the next business Operating Plan within 24 day, as applicable.
day, as applicable. hours: or by the end of the OR
next business day, as
applicable. The
Responsible Entity failed to
submit a report for an event
in EOP-004-4 Attachment 1.

H
H=
™~
| S]
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Violation Severity Levels

Moderate High

D

D. Regional Variances
None.

el dlone
Mleopes
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E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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EOP-004 - Attachment 1: Reportable Events

NOTE: Under certain adverse conditions (e.g. severe weather, multiple events) it may not be possible to report the damage caused
by an event and issue a written Event-Repertevent report within the timing in the standard.- In such cases, the affected Responsible
Entity shall notify parties per Requirement R2 and provide as much information as is available at the time of the notification. -Submit
reports to the ERO via one of the following: e-mail:- systemawareness@nerc.net, Facsimile 404-446-9770 or Voice: 404-446-9780,
select Option 1.

Submit EOP-004 Attachment 2 (or DOE-OE-417) pursuant to Requirements R1 and R2.

Rationale for Attachment 1:

System-wide voltage reduction to maintain the continuity of the BES: The TOP is operating the system and is the only entity that
would implement system-wide voltage reduction.

Complete loss of Interpersonal Communication and Alternative Interpersonal Communication capability at a BES control center: To
align EOP-004-4 with COM-001-2.1. COM-001-2.1 defined Interpersonal Communication for the NERC Glossary of Terms as: “Any
medium that allows two or more individuals to interact, consult, or exchange information.” The NERC Glossary of Terms defines
Alternative Interpersonal Communication as: “Any Interpersonal Communication that is able to serve as a substitute for, and does
not utilize the same infrastructure (medium) as, Interpersonal Communication used for day-to-day operation.”

Complete loss of monitoring or control capability at a BES control center: Language revisions to: “Complete loss of monitoring or
control capability at a BES control center for 30 continuous minutes or more” provides clarity to the “Threshold for Reporting” and
better aligns with the ERO Event Analysis Process.
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Event Type

Entity with Reporting

Responsibility

Threshold for Reporting

Damage or destruction of
a Facility

RC, BA, TOP

Damage or destruction of a Facility within its Reliability
Coordinator Area, Balancing Authority Area or Transmission
Operator Area that results in actiensaction(s) to avoid a BES
Emergency.

Damage or destruction of
aits Facility

BA-TO, TOP, GO, GOP, DP

Damage or destruction of its Facility that results from actual or
suspected intentional human action.

It is not necessary to report theft unless it degrades normal
operation of its Facility.

Physical threats to aits
Facility

BA-TO, TOP, GO, GOP, DP

Physical threat to its Facility excluding weather or natural disaster
related threats, which has the potential to degrade the normal
operation of the Facility.

OR

Suspicious device or activity at a-FaeHity-

Facility.

Physical threat to its BES control center, excluding weather or

load reduction resulting
from a BES Emergency

Physical threats to aits RC, BA, TOP i ) )
BES control center natural disaster related threats, which has the potential to
degrade the normal operation of the control center.
OR
Suspicious device or activity at aits BES control center.
BES-Emergency-requiring | Mnitiatingentity-isresponsiblefor Public appeal for load reduction eventto maintain continuity of
publicPublic appeal for reportingBA the BES.
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Event Type Entity with Reporting

Responsibility

Threshold for Reporting

BES E . nitiati - blef
systemSystem-wide reportngTOP

voltage reduction
resulting from a BES

Emergency

System--wide voltage reduction of 3% or more.

BES £ . lnitiati - iblef
Lfirm load .
chedding

Firm load PP Initiating RC, BA, or TOP
sheddingresulting from a

BES Emergency+resutting
. i firrnload

shedding

AutematiefirmFirm load shedding > 100 MW (viamanual or

automatic-undervoltage orunderfrequencyload-shedding
seherpes o RAS),

MoltageBES Emergency TOP
resulting in voltage
deviation on a Facility

Observed-withinitsarea-aA voltage deviation of £=/> 10% of
nominal voltage sustained for > 15 continuous minutes.

lnterconnections}-orSOL
Violation forMaior WECC
TransferPaths MWECC

Operateoutside the IROL for time greaterthantROLT L3l
I ions) or.0 ide the SOLf han30
) or Maior WECC T fer Paths (WECC only):
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Event Type Entity with Reporting Threshold for Reporting

Responsibility

LessUncontrolled loss of BA, TOP, DP LessUncontrolled loss of firm load for > 15 Minutes:minutes from a
firm load resulting from a
BES Emergency

single incident:

> 300 MW for entities with previous year’s peak
demand = 3,000 MW

OR

> 200 MW for all other entities

System separation RC, BA, TOP Each separation resulting in an island = 100 MW
(islanding)

Generation loss BA-GOPR Total generation loss, within one minute, of-:

2 2,000 MW ferentities-in the Eastern-er, Western
laterseanegten

R

2-1-000-M\W-forentities-r-the-ERCOT-, or Quebec
Interconnection

OR
> 1,400 MW in the ERCOT Interconnection

Generation loss will be used to report Forced Outages not
weather patterns or fuel supply unavailability for dispersed
power producing resources.
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Event Type Entity with Reporting Threshold for Reporting

Responsibility

Complete loss of off-site power (LOOP) affecting a nuclear
generating station per the Nuclear Plant Interface

ReguirementRequirements

Complete loss of off-site TO, TOP
power to a nuclear
generating plant (grid
supply)

Unexpected loss within its area, contrary to design, of three or
more BES ElementsFacilities caused by a common disturbance
(excluding successful automatic reclosing).

Transmission loss TOP

Unplanned evacuation from its BES control center facility for 30

Unplanned evacuation of | RC, BA, TOP ) |
continuous minutes or more.

its BES control center
eyacuatien

Complete loss of veice-communicationinterpersonal
Communication and Alternative Interpersonal Communication
capability affecting aits staffed BES control center for 30
continuous minutes or more.

Complete loss of veice RC, BA, TOP
eemmunicationinterperso
nal Communication and
Alternative Interpersonal
Communication capability
at its staffed BES control
center

Complete loss of monitoring or control capability atfectingaat its
staffed BES control center for 30 continuous minutes or more
—I | e bility lie S Ecti Conti
Analysis) I ¥ ble.,

Complete loss of RC, BA, TOP
monitoring or control
capability at its staffed
BES control center
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EOP-004 - Attachment 2: Event Reporting Form

EOP-004 Attachment 2: Event Reporting Form

Use this form to report events. The Electric Reliability Organization will accept the DOE OE-417 form
in lieu of this form if the entity is required to submit an OE-417 report. Submit reports to the ERO via
one of the following: e-mail: systemawareness@nerc.net Facsimile 404-446-9770 or voice: 404-

446-9780

Comments

Entity filing the report include:
Company name:

Name of contact person:

Email address of contact person:
Telephone Number:

Submitted by (name):

Date and Time of recognized event.
Date: (mm/dd/yyyy)

Time: (hh:mm)

Time/Zone:

3. Did the event originate in your system? YesO NoO Unknown O

Event Identification and Description:

(Check applicable box) Written description (optional):
O Damage or destruction of a Facility
[ Physical Fareatthreat to aits Facility

[ Physical Fareatthreat to aits BES control
center

[J BES Emergency:

— [ firm load shedding
__ O public appeal for load reduction

—+Htsystem O System-wide voltage
reduction

—Bl-manualfirmload shedding

= i firm load sheddi

B-Veltage O voltage deviation on a
Facility

EHROL Violation {all! ions)
SOL Violation for Maior WECC Transé
Paths{WECC only)

Bl-tess O uncontrolled loss of firm load
O System separation (islanding)
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EOP-004 Attachment 2: Event Reporting Form

Use this form to report events. The Electric Reliability Organization will accept the DOE OE-417 form
in lieu of this form if the entity is required to submit an OE-417 report. Submit reports to the ERO via
one of the following: e-mail: systemawareness@nerc.net Facsimile 404-446-9770 or voice: 404-

446-9780

Comments

[0 Generation loss

O Complete loss of off-site power to a nuclear
generating plant (grid supply)

O Transmission loss

O unplannedUnplanned evacuation of its BES
control center evacuation

O Complete loss of veice
eommuhieationinterpersonal
Communication and Alternative Interpersonal
Communication capability at its staffed BES
control center

O Complete loss of monitoring or control
capability

at its staffed BES control center

Version History

2 Merged CIP-001-2a Sabotage Revision to entire standard
Reporting and EOP-004-1 (Project 2009-01)
Disturbance Reporting into EOP-
004-2 Event Reporting; Retire CIP-
001-2a Sabotage Reporting and
Retired EOP-004-1 Disturbance

Reporting.
2 November 7, | Adopted by the NERC Board of
2012 Trustees
2 June 20, 2013 | FERC approved
3 November 13, | Adopted by the NERC Board of Replaced references to
2014 Trustees Special protection System
and SPS with Remedial Action
Scheme and RAS
3 November 19, | FERC Order issued approving EOQP-

2015 004-3. Docket No. RM15-13-000.

Page 16 of 28



mailto:systemawareness@nerc.net

EOP-004-3—4 — Event Reporting

(E=

February 9,

Adopted by the NERC Board of

2017

Trustees

Revised
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EOP-004-3— Event ReportingSupplemental Material

Guideline and Technical Basis

Multiple Reports for a Single Organization

For entities that have multiple registrations, the BSR-SBTintendsrequirement is that these
entities will only have to submit one report for any individual event. For example, if an entity is
registered as a Reliability Coordinator, Balancing Authority and Transmission Operator, the
entity would only submit one report for a particular event rather submitting three reports as
each individual registered entity.

Zefll
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Law Enforcement Reporting

The reliability objective of EOP-004-34 is to improve the reliability of the Bulk Electric System by
requiring the reporting of events by Responsible Entities. Certain outages, such as those due to
vandalism and terrorism, may not be reasonably preventable. These are the types of events

Zefll
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that should be reported to law enforcement. Entities rely upon law enforcement agencies to
respond to and investigate those events which have the potential to impact a wider area of the
BES. The inclusion of reporting to law enforcement enables and supports reliability principles
such as protection of Bulk Electric System from malicious physical attack. The importance of
BES awareness of the threat around them is essential to the effective operation and planning to
mitigate the potential risk to the BES.

Stakeholders in the Reporting Process

e Industry

e NERC (ERO), Regional Entity
e FERC

e DOE

e NRC

e DHS - Federal

e Homeland Security- State

e State Regulators

e Local Law Enforcement

e State or Provincial Law Enforcement

e FBI

e Royal Canadian Mounted Police (RCMP)

The above stakeholders have an interest in the timely notification, communication and
response to an incident at a Facility. The stakeholders have various levels of accountability and
have a vested interest in the protection and response to ensure the reliability of the BES.

2Ll
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Example of Reporting Process including Law
Enforcement

Report to Law Enforcement ?

invoking
federal
jurisdiction™

Canadian entities will follow law enforcement protocols applicable in
their jurisdictions

21 of22
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Potential Uses of Reportable Information

EventanalysisGeneral situational awareness, correlation of data, ard-trend identification, and
identification of potential events of interest for further analysis in the ERO Event Analysis
Process are a few potential uses for the information reported under this standard.- The
standard requires Functional entitiesEntities to report the incidents and provide krewn
information known at the time of the report.- Further data gathering necessary for event
analysis is provided for under the EventsERO Event Analysis Program and the NERC Rules of
Procedure.—Otherentities {e-g —NERC Law Enforcementetcl willberesponsible for
performingthe-analyses— The NERC Rules of Procedure (section 800) provide an overview of
the responsibilities of the ERO in regards to analysis and dissemination of information for
reliability. -Jurisdictional agencies (which may include DHS, FBI, NERC, RE, FERC, Provincial
Regulators, and DOE) have other duties and responsibilities.

21 0f22
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3 November13. | Adopted-by-the NERC Board-of Replaced-references-to
2014 e S P elon
System and SPS with
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Schemeand-RAS
3 November19; | EERCOrderissued-approving EQOP-004-
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EOP-005-3 — System Restoration from Blackstart Resources

A. Introduction

1.
2.
3.

5.
6.

Title: System Restoration from Blackstart Resources
Number: EOP-005-3

Purpose: Ensure plans, Facilities, and personnel are prepared to enable System
restoration from Blackstart Resources to ensure reliability is maintained during
restoration and priority is placed on restoring the Interconnection.

Applicability:

4.1. Functional Entities:
4.1.1. Transmission Operators
4.1.2. Generator Operators

4.1.3. Transmission Owners identified in the Transmission Operators
restoration plan

4.1.4. Distribution Providers identified in the Transmission Operators
restoration plan

Effective Date: See the Implementation Plan for EOP-005-3.

Standard-Only Definition: None

B. Requirements and Measures

R1.

Each Transmission Operator shall develop and implement a restoration plan approved
by its Reliability Coordinator. The restoration plan shall be implemented to restore
the Transmission Operator’s System following a Disturbance in which one or more
areas of the Bulk Electric System (BES) shuts down and the use of Blackstart Resources
is required to restore the shutdown area to a state whereby the choice of the next
Load to be restored is not driven by the need to control frequency or voltage
regardless of whether the Blackstart Resource is located within the Transmission
Operator’s System. The restoration plan shall include: [Violation Risk Factor = High]
[Time Horizon = Operations Planning, Real-time Operations]

1.1. Strategies for System restoration that are coordinated with its Reliability
Coordinator’s high level strategy for restoring the Interconnection.

1.2. A description of how all Agreements or mutually-agreed upon procedures or
protocols for off-site power requirements of nuclear power plants, including
priority of restoration, will be fulfilled during System restoration.

1.3. Procedures for restoring interconnections with other Transmission Operators
under the direction of its Reliability Coordinator.

1.4. Identification of each Blackstart Resource and its characteristics including but
not limited to the following: the name of the Blackstart Resource, location,
megawatt and megavar capacity, and type of unit.
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EOP-005-3 — System Restoration from Blackstart Resources

M1.

R2.

Ma2.

R3.

Mm3.

R4.

1.5. ldentification of Cranking Paths and initial switching requirements between each
Blackstart Resource and the unit(s) to be started.

1.6. ldentification of acceptable operating voltage and frequency limits during
restoration.

1.7. Operating Processes to reestablish connections within the Transmission
Operator’s System for areas that have been restored and are prepared for
reconnection.

1.8. Operating Processes to restore Loads required to restore the System, such as
station service for substations, units to be restarted or stabilized, the Load
needed to stabilize generation and frequency, and provide voltage control.

1.9. Operating Processes for transferring operations back to the Balancing Authority
in accordance with its Reliability Coordinator’s criteria.

Each Transmission Operator shall have a dated, documented System restoration plan
developed in accordance with Requirement R1 that has been approved by its
Reliability Coordinator as shown with the documented approval from its Reliability
Coordinator and will have evidence, such as operator logs, voice recordings or other
operating documentation, voice recordings or other communication documentation
to show that its restoration plan was implemented for times when a Disturbance has
occurred, in accordance with Requirement R1.

Each Transmission Operator shall provide the entities identified in its approved
restoration plan with a description of any changes to their roles and specific tasks
prior to the effective date of the plan. [Violation Risk Factor = Medium] [Time Horizon
= Operations Planning]

Each Transmission Operator shall have evidence such as dated electronic receipts or
registered mail receipts that it provided the entities identified in its approved
restoration plan with a description of any changes to their roles and specific tasks
prior to the effective date of the plan in accordance with Requirement R2.

Each Transmission Operator shall review its restoration plan and submit it to its
Reliability Coordinator annually on a mutually-agreed, predetermined schedule.
[Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

Each Transmission Operator shall have documentation such as a dated review
signature sheet, revision histories, dated electronic receipts, or registered mail
receipts, that it has annually reviewed and submitted the Transmission Operator’s
restoration plan to its Reliability Coordinator in accordance with Requirement R3.

Each Transmission Operator shall submit its revised restoration plan to its Reliability
Coordinator for approval, when the revision would change its ability to implement its
restoration plan, as follows: [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]
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M4,

RS.

M5.

R6.

Me.

R7.

4.1. Within 90 calendar days after identifying any unplanned permanent BES
modifications.

4.2. Prior to implementing a planned permanent BES modification subject to its
Reliability Coordinator approval requirements per EOP-006.

Each Transmission Operator shall have documentation such as dated review signature
sheets, revision histories, dated electronic receipts, or registered mail receipts, that it
has submitted the revised restoration plan to its Reliability Coordinator in accordance
with Requirement R4.

Each Transmission Operator shall have a copy of its latest Reliability Coordinator
approved restoration plan within its primary and backup control rooms so that it is
available to all of its System Operators prior to its effective date. [Violation Risk Factor
= Lower] [Time Horizon = Operations Planning]

Each Transmission Operator shall have documentation that it has made the latest
Reliability Coordinator approved copy of its restoration plan, in electronic or hardcopy
format, in its primary and backup control rooms and available to its System Operators
prior to its effective date in accordance with Requirement R5.

Each Transmission Operator shall verify through analysis of actual events, a
combination of steady state and dynamic simulations, or testing that its restoration
plan accomplishes its intended function. This shall be completed at least once every
five years. Such analysis, simulations or testing shall verify: [Violation Risk Factor =
Medium] [Time Horizon = Long-term Planning]

6.1. The capability of Blackstart Resources to meet the Real and Reactive Power
requirements of the Cranking Paths and the dynamic capability to supply initial
Loads.

6.2. The location and magnitude of Loads required to control voltages and frequency
within acceptable operating limits.

6.3. The capability of generating resources required to control voltages and
frequency within acceptable operating limits.

Each Transmission Operator shall have documentation, such as power flow outputs,
that it has verified that its latest restoration plan will accomplish its intended function
in accordance with Requirement R6.

Each Transmission Operator shall have Blackstart Resource testing requirements to
verify that each Blackstart Resource is capable of meeting the requirements of its
restoration plan. These Blackstart Resource testing requirements shall include:
[Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

7.1. The frequency of testing such that each Blackstart Resource is tested at least
once every three calendar years.

7.2. Alist of required tests including:
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Mm7.

R8.

M8.

R9.

Mo.

7.2.1. The ability to start the unit when isolated with no support from the BES
or when designed to remain energized without connection to the
remainder of the System.

7.2.2. The ability to energize a bus. If it is not possible to energize a bus during
the test, the testing entity must affirm that the unit has the capability to
energize a bus such as verifying that the breaker close coil relay can be
energized with the voltage and frequency monitor controls disconnected
from the synchronizing circuits.

7.3. The minimum duration of each of the required tests.

Each Transmission Operator shall have documented Blackstart Resource testing
requirements in accordance with Requirement R7.

Each Transmission Operator shall include within its operations training program,
annual System restoration training for its System Operators. This training program
shall include training on the following: [Violation Risk Factor = Medium] [Time Horizon
= Operations Planning]

8.1. System restoration plan including coordination with its Reliability Coordinator
and Generator Operators included in the restoration plan.

8.2. Restoration priorities.
8.3. Building of cranking paths.
8.4. Synchronizing (re-energized sections of the System).

8.5. Transition of Demand and resource balance within its area to the Balancing
Authority.

Each Transmission Operator shall have an electronic or hard copy of the training
program material provided for its System Operators for System restoration training in
accordance with Requirement R8.

Each Transmission Operator, each applicable Transmission Owner, and each
applicable Distribution Provider shall provide a minimum of two hours of System
restoration training every two calendar years to their field switching personnel
identified as performing unique tasks associated with the Transmission Operator’s
restoration plan that are outside of their normal tasks. [Violation Risk Factor =
Medium] [Time Horizon = Operations Planning]

Each Transmission Operator, each applicable Transmission Owner, and each
applicable Distribution Provider shall have an electronic or hard copy of the training
program material provided to their field switching personnel for System restoration
training and the corresponding training records including training dates and duration
in accordance with Requirement R9.
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R10. Each Transmission Operator shall participate in its Reliability Coordinator’s restoration
drills, exercises, or simulations as requested by its Reliability Coordinator. [Violation
Risk Factor = Medium] [Time Horizon = Operations Planning]

M10. Each Transmission Operator shall have evidence that it participated in its Reliability
Coordinator’s restoration drills, exercises, or simulations as requested in accordance
with Requirement R10.

R11. Each Transmission Operator and each Generator Operator with a Blackstart Resource
shall have written Blackstart Resource Agreements or mutually agreed upon
procedures or protocols, specifying the terms and conditions of their arrangement.
Such Agreements shall include references to the Blackstart Resource testing
requirements. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

M11. Each Transmission Operator and Generator Operator with a Blackstart Resource shall
have the dated Blackstart Resource Agreements or mutually agreed upon procedures
or protocols in accordance with Requirement R11.

R12. Each Generator Operator with a Blackstart Resource shall have documented
procedures for starting each Blackstart Resource and energizing a bus. [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

M12. Each Generator Operator with a Blackstart Resource shall have dated documented
procedures on file for starting each unit and energizing a bus in accordance with
Requirement R12.

R13. Each Generator Operator with a Blackstart Resource shall notify its Transmission
Operator of any known changes to the capabilities of that Blackstart Resource
affecting the ability to meet the Transmission Operator’s restoration plan within 24
hours following such change. [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

M13. Each Generator Operator with a Blackstart Resource shall provide evidence, such as
dated electronic receipts or registered mail receipts, showing that it notified its
Transmission Operator of any known changes to its Blackstart Resource capabilities
within 24 hours of such changes in accordance with Requirement R13.

R14. Each Generator Operator with a Blackstart Resource shall perform Blackstart
Resource tests, and maintain records of such testing, in accordance with the testing
requirements set by the Transmission Operator to verify that the Blackstart Resource
can perform as specified in the restoration plan. [Violation Risk Factor = Medium]
[Time Horizon = Operations Planning]

14.1. Testing records shall include at a minimum: name of the Blackstart Resource,
unit tested, date of the test, duration of the test, time required to start the unit,
an indication of any testing requirements not met under Requirement R7.

14.2. Each Generator Operator shall provide the blackstart test results within 30
calendar days following a request from its Reliability Coordinator or
Transmission Operator.
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mMi4.

R15.

M15.

R16.

Mm1e.

Each Generator Operator with a Blackstart Resource shall maintain dated
documentation of its Blackstart Resource test results and shall have evidence such as
e-mails with receipts or registered mail receipts, that it provided these records to its
Reliability Coordinator and Transmission Operator when requested in accordance
with Requirement R14.

Each Generator Operator with a Blackstart Resource shall provide a minimum of two
hours of training every two calendar years to each of its operating personnel
responsible for the startup of its Blackstart Resource generation units and energizing a
bus. The training program shall include training on the following: [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

15.1. System restoration plan including coordination with the Transmission Operator
15.2. The procedures documented in Requirement R12

Each Generator Operator with a Blackstart Resource shall have an electronic or hard
copy of the training program material provided to its operating personnel responsible
for the startup, energizing a bus and synchronization of its Blackstart Resource
generation units and a copy of its dated training records including training dates and
durations showing that it has provided training in accordance with Requirement R15.

Each Generator Operator shall participate in its Reliability Coordinator’s restoration
drills, exercises, or simulations as requested by its Reliability Coordinator. [Violation
Risk Factor = Medium] [Time Horizon = Operations Planning]

Each Generator Operator shall have evidence that it participated in its Reliability
Coordinator’s restoration drills, exercises, or simulations if requested to do so in
accordance with Requirement R16.

C. Compliance

1.

Compliance Monitoring Process

1.1. Compliance Enforcement Authority: Regional Entity
“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, in
their respective roles of monitoring and/or enforcing compliance with
mandatory and enforceable Reliability Standards in their respective
jurisdictions.

1.2. Evidence Retention:
The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.
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The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation.

The Transmission Operator shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

e Approved restoration plan and any restoration plans in effect since the last
compliance audit for Requirement R1, Measure M1.

e Provided the entities identified in its approved restoration plan with a
description of any changes to their roles and specific tasks prior to the
effective date of the plan for the current calendar year and three prior
calendar years for Requirement R2, Measure M2.

e Submission of the Transmission Operator’s annually-reviewed restoration
plan to its Reliability Coordinator for the current calendar year and three
prior calendar years for Requirement R3, Measure M3.

e Submission of a revised restoration plan to its Reliability Coordinator for all
versions for the current calendar year and the prior three calendar years for
Requirement R4, Measure M4.

e The current restoration plan approved by its Reliability Coordinator and any
restoration plans for the last three calendar years that was made available
in its control rooms for Requirement R5, Measure M5.

e The verification results for the current, approved restoration plan and the
previous approved restoration plan for Requirement R6, Measure M6.

e The verification process and results for the current Blackstart Resource
testing requirements and the last previous Blackstart Resource testing
requirements for Requirement R7, Measure M7.

e Training program materials or descriptions for three calendar years for
Requirement R8, Measure M8.

e Records of participation in all requested Reliability Coordinator restoration
drills, exercises, or simulations since its last compliance audit, as well as one
previous compliance audit period for Requirement R10, Measure M10.

If a Transmission Operator is found non-compliant for any requirement, it shall
keep information related to the non-compliance until mitigation is complete
and approved or for the time period specified above, whichever is longer. The
Transmission Operator, applicable Transmission Owner, and applicable
Distribution Provider shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:
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e Training program materials or descriptions and training records for three
calendar years for Requirement R9, Measure M9.

If a Transmission Operator, applicable Transmission Owner, or applicable
Distribution Provider is found non-compliant for any requirement, it shall keep
information related to the non-compliance until mitigation is complete and
approved or for the time period specified above, whichever is longer. .

The Transmission Operator and Generator Operator with a Blackstart Resource
shall keep data or evidence to show compliance as identified below unless
directed by its Compliance Enforcement Authority to retain specific evidence for
a longer period of time as part of an investigation:

e Current Blackstart Resource Agreements and any Blackstart Resource
Agreements or mutually agreed upon procedures or protocols in effect since
its last compliance audit for Requirement R11, Measure M11.

The Generator Operator with a Blackstart Resource shall keep data or evidence
to show compliance as identified below unless directed by its Compliance
Enforcement Authority to retain specific evidence for a longer period of time as
part of an investigation:

e Current documentation and any documentation in effect since its last
compliance audit on procedures to start each Blackstart Resource and for
energizing a bus for Requirement R12, Measure M12.

e Notification to its Transmission Operator of any known changes to its
Blackstart Resource capabilities over the last three calendar years for
Requirement R13, Measure M13.

e The verification test results for the current set of requirements and one
previous set for its Blackstart Resources for Requirement R14, Measure
M14.

e Training program materials and training records for three calendar years for
Requirement R15, Measure M15.

If a Generation Operator with a Blackstart Resource is found non-compliant for
any requirement, it shall keep information related to the non-compliance until
mitigation is complete and approved or for the time period specified above,
whichever is longer.

The Generator Operator shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

e Records of participation in all requested Reliability Coordinator restoration
drills, exercises, or simulations since its last compliance audit for
Requirement R16, Measure M16.
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If a Generation Operator is found non-compliant for any requirement, it shall
keep information related to the non-compliance until mitigation is complete and
approved or for the time period specified above, whichever is longer. The
Compliance Enforcement Authority shall keep the last compliance audit records
and all requested and submitted subsequent compliance audit records.

1.3. Compliance Monitoring and Enforcement Program
As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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Violation Severity Levels

Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

R1.

The Transmission Operator
has an approved plan but
failed to comply with one of
the requirement parts within
Requirement R1.

The Transmission Operator
has an approved plan but
failed to comply with two of
the requirement parts within
Requirement R1.

The Transmission Operator
has an approved plan but
failed to comply with three
or more of the requirement
parts within Requirement
R1.

The Transmission Operator
does not have an approved
restoration plan.

OR

The Transmission Operator
has an approved restoration
plan, but failed to implement
the applicable requirement
parts within Requirement
R1.

R2.

The Transmission Operator
failed to provide one of the
entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the
effective date of the plan.

The Transmission Operator
failed to provide two of the
entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the
effective date of the plan.

The Transmission Operator
failed to provide three of the
entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the
effective date of the plan.

The Transmission Operator
failed to provide four or
more of the entities
identified in its approved
restoration plan with a
description of any changes
to their roles and specific
tasks prior to the effective
date of the plan.

OR

Transmission Operator failed
to provide at least half of the
entities identified in its

Page 10 of 18




EOP-005-3 — System Restoration from Blackstart Resources

Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the
effective date.

R3.

The Transmission Operator
submitted the reviewed
restoration plan within 30
calendar days after the
mutually-agreed,
predetermined schedule.

The Transmission Operator
submitted the reviewed
restoration plan more than
30 and less than or equal to
60 calendar days after the
mutually-agreed,
predetermined schedule.

The Transmission Operator
submitted the reviewed
restoration plan more than
60 and less than or equal to
90 calendar days after the
mutually-agreed,
predetermined schedule.

The Transmission Operator
submitted the reviewed
restoration plan more than
90 calendar days after the
mutually-agreed,
predetermined schedule.

R4.

The Transmission Operator
failed to submit its revised
restoration plan to its
Reliability Coordinator
within 90 calendar days of
an unplanned permanent
System BES modification.

The Transmission Operator
submitted its revised
restoration plan to its
Reliability Coordinator
between 91 calendar days
and 120 calendar days of an
unplanned permanent
System BES modification.

The Transmission Operator
submitted its revised
restoration plan to its
Reliability Coordinator
between 121 calendar days
and 150 calendar days of an
unplanned permanent
System BES modification.

The Transmission Operator
has failed to submit its
revised restoration plan to
its Reliability Coordinator
within 150 calendar days of
an unplanned permanent
System BES modification.

OR

The Transmission Operator
failed to submit its revised
restoration plan to its
Reliability Coordinator prior
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

to a planned permanent BES
modification.

RS.

N/A

N/A

N/A

The Transmission Operator
did not make the latest
Reliability Coordinator
approved restoration plan
available in its primary and
backup control rooms prior
to its effective date.

R6.

The Transmission Operator
performed the verification
within the required
timeframe but did not
comply with one of the
requirement parts.

The Transmission Operator
performed the verification
within the required
timeframe but did not
comply with two of the
requirement parts.

The Transmission Operator
performed the verification
but did not complete it
within the required time
frame.

The Transmission Operator
did not perform the
verification or it took more
than six calendar years to
complete the verification.

OR

The Transmission Operator
performed the verification
within the required
timeframe but did not
comply with any of the
requirement parts.

R7.

N/A

N/A

N/A

The Transmission Operator’s
Blackstart Resource testing
requirements do not address
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

one or more of the
requirement parts of
Requirement R7.

R8. | The Transmission Operator’s | The Transmission Operator’s | The Transmission Operator’s | The Transmission Operator

training does not address training does not address training does not address has not included System
one of the requirement parts | two of the requirement parts | three or more of the restoration training in its
of Requirement R8. of Requirement R8. requirement parts of operations training program.

Requirement R8.

R9. The Transmission Operator, | The Transmission Operator, | The Transmission Operator, | The Transmission Operator,

applicable Transmission applicable Transmission applicable Transmission applicable Transmission
Owner, or applicable Owner, or applicable Owner, or applicable Owner, or applicable
Distribution Provider failed Distribution Provider failed Distribution Provider failed Distribution Provider failed
to train 5% or less of the to train more than 5% and to train more than 10% and | to train more than 15% of
personnel required by up to 10% of the personnel up to 15% of the personnel the personnel required by
Requirement R9 within a required by Requirement R9 | required by Requirement R9 | Requirement R9 within a
two-calendar-year period. within a two-calendar-year two-calendar-year period. two-calendar-year period.
period.
R10. | N/A N/A N/A The Transmission Operator

has failed to comply with a
request for its participation
from its Reliability
Coordinator.

R11. | N/A The Transmission Operator N/A The Transmission Operator
and Generator Operator and Generator Operator
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

with a Blackstart Resource
do not reference Blackstart
Resource Testing
requirements in their written
Blackstart Resource
Agreements or mutually-
agreed upon procedures or
protocols.

with a Blackstart resource do
not have a written Blackstart
Resource Agreement or
mutually-agreed upon
procedure or protocol.

R12.

N/A

N/A

N/A

The Generator Operator
does not have documented
starting and bus energizing
procedures for each
Blackstart Resource.

R13.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability affecting
the ability to meet the
Transmission Operator’s
restoration plan within 24
hours but did make the
notification within 48 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability affecting
the ability to meet the
Transmission Operator’s
restoration plan within 48
hours but did make the
notification within 72 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability affecting
the ability to meet the
Transmission Operator’s
restoration plan within 72
hours but did make the
notification within 96 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability affecting
the ability to meet the
Transmission Operator’s
restoration plan for more
than 96 hours.
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

R14.

The Generator Operator
with a Blackstart Resource
performed tests and
maintained records but the
records did not include all of
the items in Requirement
R14, Part 14.1.

OR

The Generator Operator did
not supply the Blackstart
Resource testing records as
requested for 31 to 60
calendar days after the
request.

The Generator Operator
with a Blackstart Resource
performed tests and
maintained records but did
not supply the Blackstart
Resource testing records as
requested for 61 to 90
calendar days after the
request.

The Generator Operator
with a Blackstart Resource
performed tests but either
did not maintain records or
did not supply the Blackstart
Resource testing records as
requested within 91 or more
calendar days after the
request.

The Generator Operator
with a Blackstart Resource
did not perform Blackstart
Resource tests.

R15.

The Generator Operator
with a Blackstart Resource
did not train less than or
equal to 10% of the
personnel required by
Requirement R15 within a
two-calendar-year period.

The Generator Operator
with a Blackstart Resource
did not train more than 10%
and less than or equal to
25% of the personnel
required by Requirement
R15 within a two-calendar-
year period.

The Generator Operator
with a Blackstart Resource
did not train more than 25%
and less than or equal to
50% of the personnel
required by Requirement
R15 within a two-calendar-
year period.

The Generator Operator
with a Blackstart Resource
did not train more than 50%
of the personnel required by
Requirement R15 within a
two-calendar-year period.

R16.

N/A

N/A

N/A

The Generator Operator
failed to participate in its
Reliability Coordinator’s
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

restoration drills, exercises,
or simulations as requested
by its Reliability Coordinator.

D. Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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3 February 9, Adopted by the NERC Board of Revised
2017 Trustees
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Supplemental Material

Rationale

Rationale for Requirement R4: As previously written, Requirement R4 addressed (in one
sentence) two restoration plan update items that a Transmission Operator must perform: (1)
the restoration plan must be updated within 90 calendar days after identifying any unplanned
permanent System modifications and (2) the restoration plan must be updated prior to
implementing a planned BES modification. The phrase: “... that would change the
implementation of its restoration plan” appeared to apply to both types of changes. There was
no time frame specified for updating the restoration plan for a planned BES modification;
although one could infer that “90 calendar days” is intended to be the same time frame for
both unplanned and planned modifications. Furthermore, the distinction between “System
modifications” for unplanned changes and “BES modifications” for planned changes has been
seen as confusing to some Responsible Entities.

The references to permanent unplanned and planned BES modifications that will change the
ability to implement the RC-approved restoration plan are intended to require a Responsible
Entity to submit a revised restoration plan to the RC when the modification would substantively
change the TOP’s ability to implement the restoration plan or impact the RC’s ability to monitor
and direct restoration efforts. The intent is not to require a TOP to submit changes that do not
substantively change the restoration plan or the RCs ability to monitor and direct the
restoration efforts. Examples of instances that do not require update and submission of a
restoration plan include element number changes, device changes, or administrative changes
that have no significance to the implementation of the plan.

In addition, the timeframes referenced in Requirement R4, Part 4.2 for a permanent planned
BES modification directs the Responsible Entity to EOP-006-2, Requirement R5.1 and EOP-006-
3, Requirement R5, Part 5.1, which states that the RC shall approve or disapprove the TOPs
submitted restoration plan within 30 days of receipt. This allows the Responsible Entity to
coordinate submission with the RC based on the RCs specific requirements.

Rationale for Requirement R6: Dynamic simulations should simulate frequency and voltage
response. It is the intent of the EOP SDT that the simulation provides for the feedback of the
System performance as generation and Load are added.

Rationale for Requirement R8: The addition of Requirement 8, Part 8.5 allows operating
personnel to gain experience on all stages of restoration, including coordination needed
transferring Demand and resource balance operations, back to the Balancing Authority in
accordance with Requirement R1, Part 1.9.

Rationale for Requirement R9: The intent of “unique tasks” are those tasks that are defined by
the Transmission Operator, the Transmission Owner, and the Distribution Provider.
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A. Introduction

1.
2.
3.

5.

Title: System Restoration from Blackstart Resources
Number:- EOP-005-23

Purpose:- Ensure plans, Facilities, and personnel are prepared to enable System
restoration from Blackstart Resources to assureensure reliability is maintained during
restoration and priority is placed on restoring the Interconnection.

Applicability:

4.1. Functional Entities:

4.1.4.1.1. Transmission Operatorss
42.4.1.2. Generator Operatorss

4:3-4.1.3. Transmission Owners identified in the Transmission Operators
restoration plans

4:4.4.1.4. Distribution Providers identified in the Transmission Operators

restoration plans:
artive D o

Effective Date: See the Implementation Plan for EOP-005-3.

6.

Standard-Only Definition: None

B. Requirements and Measures

R1.

Each Transmission Operator shall havedevelop and implement a restoration plan
approved by its Reliability Coordinator. The restoration plan shall aew-for
restoringbe implemented to restore the Transmission Operator’s System following a
Disturbance in which one or more areas of the Bulk Electric System (BES) shuts down
and the use of Blackstart Resources is required to restore the shut-dewnshutdown
area-to-service; to a state whereby the choice of the next Load to be restored is not
driven by the need to control frequency or voltage regardless of whether the
Blackstart Resource is located within the Transmission Operator’s System. -The
restoration plan shall include: [Violation Risk Factor = High] [Time Horizon =
Operations Planning, Real-time Operations]

R1:1:1.1. Strategies for systemSystem restoration that are coordinated with
theits Reliability Coordinator’s high level strategy for restoring the
Interconnection.

R12.1.2. A description of how all Agreements or mutually--agreed upon
procedures or protocols for off-site power requirements of nuclear power
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plants, including priority of restoration, will be fulfilled during System
restoration.

R13-1.3. Procedures for restoring interconnections with other Transmission
Operators under the direction of theits Reliability Coordinator.

R1:4:1.4. Identification of each Blackstart Resource and its characteristics
including but not limited to the following: the name of the Blackstart Resource,
location, megawatt and megavar capacity, and type of unit.

R1.5.1.5. Identification of Cranking Paths and initial switching requirements
between each Blackstart Resource and the unit(s) to be started.

R1-6:1.6. Identification of acceptable operating voltage and frequency limits
during restoration.

RI-71.7. Operating Processes to reestablish connections within the
Transmission Operator’s System for areas that have been restored and are
prepared for reconnection.

R18:1.8. Operating Processes to restore Loads required to restore the System,
such as station service for substations, units to be restarted or stabilized, the
Load needed to stabilize generation and frequency, and provide voltage control.

R19:1.9. Operating Processes for transferring autherityyoperations back to the
Balancing Authority in accordance with theits Reliability Coordinator’s criteria.

M1. Each Transmission Operator shall have a dated, documented System restoration plan
developed in accordance with Requirement R1 that has been approved by its
Reliability Coordinator as shown with the documented approval from its Reliability
Coordinator and will have evidence, such as operator logs, voice recordings or other
operating documentation, voice recordings or other communication documentation
to show that its restoration plan was implemented for times when a Disturbance has
occurred, in accordance with Requirement R1.

R2. Each Transmission Operator shall provide the entities identified in its approved
restoration plan with a description of any changes to their roles and specific tasks
prior to the implementationeffective date of the plan. [Violation Risk Factor =
Medium] [Time Horizon = Operations Planning]

M2. Each Transmission Operator shall have evidence such as dated electronic receipts or
registered mail receipts that it provided the entities identified in its approved
restoration plan with a description of any changes to their roles and specific tasks
prior to the effective date of the plan in accordance with Requirement R2.

R3.—FEach Transmission Operator shall review its restoration plan and submit it to its
Reliability Coordinator annually on a mutually--agreed, predetermined schedule.
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R4-R3. Each Transmission Operator shall update its restoration plan within

Mm3.

%pbmen%aﬁenﬂf—%mstemﬂen—pia# [ V/olat/on R/sk Factor Med/um ] [ Time Horizon

= Operations Planning]

Each Transmission Operator shall have documentation such as a dated review

signature sheet, revision histories, dated electronic receipts, or registered mail
receipts, that it has annually reviewed and submitted the Transmission Operator’s
restoration plan to its Reliability Coordinator in accordance with Requirement R3.

R4-1.R4. Each Transmission Operator shall submit its revised restoration plan

MA4.

to its Reliability Coordinator for approval-within-the-same-90-calendar-day-period:

, when the revision would change its ability to implement its restoration plan, as
follows: [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

4.1. Within 90 calendar days after identifying any unplanned permanent BES
modifications.

4.2. Prior to implementing a planned permanent BES modification subject to its
Reliability Coordinator approval requirements per EOP-006.

Each Transmission Operator shall have documentation such as dated review signature

R5.

M5.

sheets, revision histories, dated electronic receipts, or registered mail receipts, that it
has submitted the revised restoration plan to its Reliability Coordinator in accordance
with Requirement R4.

Each Transmission Operator shall have a copy of its latest Reliability Coordinator
approved restoration plan within its primary and backup control rooms so that it is
available to all of its System Operators prior to its #nplementationeffective date.
[Violation Risk Factor = Lower] [Time Horizon = Operations Planning]

Each Transmission Operator shall have documentation that it has made the latest

R6.

Reliability Coordinator approved copy of its restoration plan, in electronic or hardcopy
format, in its primary and backup control rooms and available to its System Operators
prior to its effective date in accordance with Requirement R5.

Each Transmission Operator shall verify through analysis of actual events, a
combination of steady state and dynamic simulations, or testing that its restoration
plan accomplishes its intended function. -This shall be completed at least once every
five years-ata-minimum-. Such analysis, simulations or testing shall verify: [Violation
Risk Factor = Medium] [Time Horizon = Long-term Planning]

R6-1.6.1. The capability of Blackstart Resources to meet the Real and Reactive
Power requirements of the Cranking Paths and the dynamic capability to supply
initial Loads.
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R6-2.6.2. The location and magnitude of Loads required to control voltages
and frequency within acceptable operating limits.

R6-3:6.3. The capability of generating resources required to control voltages
and frequency within acceptable operating limits.

aﬁeetedEach Transm|55|on Operator shaII +mplemen{have documentatlon such as
power row outputs that it has verlfled that its Iatest restoratlon pIan—Lf—the

GpeFaHens}Requwement R6

R9-R7. Each Transmission Operator shall have Blackstart Resource testing
requirements to verify that each Blackstart Resource is capable of meeting the
requirements of its restoration plan. These Blackstart Resource testing requirements
shall include: [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

R9.1.7.1. The frequency of testing such that each Blackstart Resource is tested
at least once every three calendar years.

R9.2.7.2. A list of required tests including:

R9.2.1.7.2.1. The ability to start the unit when isolated with no support
from the BES or when designed to remain energized without connection
to the remainder of the System.

R9.2.2.7.2.2. The ability to energize a bus. If it is not possible to energize a
bus during the test, the testing entity must affirm that the unit has the
capability to energize a bus such as verifying that the breaker close coil
relay can be energized with the voltage and frequency monitor controls
disconnected from the synchronizing circuits.

7.3. The minimum duration of each of the required tests.

R9-3-M7. Each Transmission Operator shall have documented Blackstart Resource testing
requirements in accordance with Requirement R7.

R10-R8. Each Transmission Operator shall include within its operations
training program, annual System restoration training for its System Operators-te

assure-the-proper-execution-of-Hsrestorationplan—. This training program shall include
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training on the following: [Violation Risk Factor = Medium] [Time Horizon = Operations

Planning]

R10.1.8.1. System restoration plan including coordination with theits Reliability
Coordinator and Generator Operators included in the restoration plan.

R10-2.8.2. Restoration priorities.

R10.3.8.3. Building of cranking paths.

R10-4.8.4. Synchronizing (re-energized sections of the System).

8.5. Transition of Demand and resource balance within its area to the Balancing
Authority.
MS8. Each Transmission Operator shall have an electronic or hard copy of the training

program material provided for its System Operators for System restoration training in
accordance with Requirement R8.

R11-RO. Each Transmission Operator, each applicable Transmission Owner,
and each applicable Distribution Provider shall provide a minimum of two hours of
System restoration training every two calendar years to their field switching
personnel identified as performing unique tasks associated with the Transmission
Operator’s restoration plan that are outside of their normal tasks. [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

M9. Each Transmission Operator, each applicable Transmission Owner, and each
applicable Distribution Provider shall have an electronic or hard copy of the training
program material provided to their field switching personnel for System restoration
training and the corresponding training records including training dates and duration
in accordance with Requirement R9.

R12.R10. Each Transmission Operator shall participate in its Reliability
Coordinator’s restoration drills, exercises, or simulations as requested by its Reliability
Coordinator. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

M10. Each Transmission Operator shall have evidence that it participated in its Reliability
Coordinator’s restoration drills, exercises, or simulations as requested in accordance
with Requirement R10.

R13-R11. Each Transmission Operator and each Generator Operator with a
Blackstart Resource shall have written Blackstart Resource Agreements or mutually
agreed upon procedures or protocols, specifying the terms and conditions of their
arrangement. Such Agreements shall include references to the Blackstart Resource
testing requirements. [Violation Risk Factor = Medium] [Time Horizon = Operations
Planning]

M11. Each Transmission Operator and Generator Operator with a Blackstart Resource shall
have the dated Blackstart Resource Agreements or mutually agreed upon procedures
or protocols in accordance with Requirement R11.
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R14.R12. Each Generator Operator with a Blackstart Resource shall have

Mi2.

documented procedures for starting each Blackstart Resource and energizing a bus.
[Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

Each Generator Operator with a Blackstart Resource shall have dated documented

procedures on file for starting each unit and energizing a bus in accordance with
Requirement R12.

R15.R13. Each Generator Operator with a Blackstart Resource shall notify its

M13.

Transmission Operator of any known changes to the capabilities of that Blackstart
Resource affecting the ability to meet the Transmission Operator’s restoration plan
within 24 hours following such change. [Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

Each Generator Operator with a Blackstart Resource shall provide evidence, such as

dated electronic receipts or registered mail receipts, showing that it notified its
Transmission Operator of any known changes to its Blackstart Resource capabilities
within 24 hours of such changes in accordance with Requirement R13.

R16-R14. Each Generator Operator with a Blackstart Resource shall perform

Mi4.

Blackstart Resource tests, and maintain records of such testing, in accordance with
the testing requirements set by the Transmission Operator to verify that the
Blackstart Resource can perform as specified in the restoration plan. [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

R16-1:14.1. Testing records shall include at a minimum: name of the Blackstart
Resource, unit tested, date of the test, duration of the test, time required to
start the unit, an indication of any testing requirements not met under
Requirement R9R7.

R16:2.14.2. Each Generator Operator shall provide the blackstart test results
within 30 calendar days following a request from its Reliability Coordinator or
Transmission Operator.

Each Generator Operator with a Blackstart Resource shall maintain dated

documentation of its Blackstart Resource test results and shall have evidence such as
e-mails with receipts or registered mail receipts, that it provided these records to its
Reliability Coordinator and Transmission Operator when requested in accordance
with Requirement R14.

R1Z.R15. Each Generator Operator with a Blackstart Resource shall provide a

minimum of two hours of training every two calendar years to each of its operating
personnel responsible for the startup of its Blackstart Resource generation units and
energizing a bus. The training program shall include training on the following:
[Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

R173:15.1. System restoration plan including coordination with the Transmission
Operator-

17.2.—The procedures documented in Requirement R14-
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M1Z.M15. Each Generator Operator with a Blackstart Resource shall have an

electronic or hard copy of the training program material provided to its operating
personnel responsible for the startup, energizing a bus and synchronization of its
Blackstart Resource generation units and a copy of its dated training records including
training dates and durations showing that it has provided training in accordance with
Requirement R17R15.

R16. Each Generator Operator shall participate in its Reliability Coordinator’s restoration
drills, exercises, or simulations as requested by its Reliability Coordinator. [Violation
Risk Factor = Medium] [Time Horizon = Operations Planning]

M18.M16. Each Generator Operator shall have evidence;such-as-dated-training
reeords; that it participated in theits Reliability Coordinator’s restoration drills,
exercises, or simulations if requested to do so in accordance with Requirement
R18R16.

B-C. Compliance
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1. Compliance Monitoring Process

1.4.—Compliance Enforcement Authority

slatoooliensle
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1.1. :Regional Entity-

“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, in
their respective roles of monitoring and/or enforcing compliance with
mandatory and enforceable Reliability Standards in their respective

jurisdictions.

1.2. Evidence Retention:
The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation.

The Transmission Operator shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

oe Approved restoration plan and any restoration plans in forceeffect since the
last compliance audit for Requirement R1, Measure M1.

©e Provided the entities identified in its approved restoration plan with a
description of any changes to their roles and specific tasks prior to the
implementationeffective date of the plan for the current calendar year and
three prior calendar years for Requirement R2, Measure M2.
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©e_Submission of the Transmission Operator’s annually-reviewed restoration
plan to its Reliability Coordinator for the current calendar year and three
prior calendar years for Requirement R3, Measure M3.

©e Submission of an-tpdateda revised restoration plan to its Reliability
Coordinator for all versions for the current calendar year and the prior three
calendar years for Requirement R4, Measure M4.

©e The current; restoration plan approved by theits Reliability Coordinator and
any restoration plans for the last three calendar years that was made
available in its control rooms for Requirement R5, Measure M5.

©e The verification results for the current, approved restoration plan and the
previous approved restoration plan for Requirement R6, Measure M6.

©e_The verification process and results for the current Blackstart Resource
testing requirements and the last previous Blackstart Resource testing
requirements for Requirement R9R7, Measure MSM?7.

oe ActualtrathingTraining program materials or descriptions for three calendar
years for Requirement R10R8, Measure M1OM8.

©e Records of participation in all requested Reliability Coordinator restoration
drills, exercises, or simulations since its last compliance audit, as well as one
previous compliance audit period for Requirement R12R10, Measure
M12M10.

If a Transmission Operator is found non-compliant for any requirement, it shall
keep information related to the non-compliance until found
comphantmitigation is complete and approved or for the time period specified
above, whichever is longer. The Transmission Operator, applicable Transmission
Owner, and applicable Distribution Provider shall keep data or evidence to show
compliance as identified below unless directed by its Compliance Enforcement
Authority to retain specific evidence for a longer period of time as part of an

investigation:

10
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oe ActualtratringTraining program materials or descriptions and actual-training
records for three calendar years for Requirement R11R9, Measure M11IM9.

If a Transmission Operator, applicable Transmission ewherOwner, or applicable
Distribution Provider is found non-compliant for any requirement, it shall keep
information related to the non-compliance until feund-comphantmitigation is
complete and approved or for the time period specified above, whichever is
longer. .

The Transmission Operator and Generator Operator with a Blackstart Resource
shall keep data or evidence to show compliance as identified below unless
directed by its Compliance Enforcement Authority to retain specific evidence for
a longer period of time as part of an investigation:

©e Current Blackstart Resource Agreements and any Blackstart Resource
Agreements or mutually agreed upon procedures or protocols in ferceeffect
since its last compliance audit for Requirement R13R11, Measure Md3M11.

The Generator Operator with a Blackstart Resource shall keep data or evidence
to show compliance as identified below unless directed by its Compliance
Enforcement Authority to retain specific evidence for a longer period of time as
part of an investigation:

©e_Current documentation and any documentation in ferceeffect since its last
compliance audit on procedures to start each Blackstart ReseureesResource
and for energizing a bus for Requirement R14R12, Measure M4 M12.

©e Notification to its Transmission Operator of any known changes to its
Blackstart Resource capabilities over the last three calendar years for
Requirement R15R13, Measure M15M13.

©e The verification test results for the current set of requirements and one
previous set for its Blackstart Resources for Requirement R16R14, Measure
MieM14.

oe ActualtrainingTraining program materials and actuak-training records for
three calendar years for Requirement R17R15, Measure M1ZM15.

If a Generation Operator with a Blackstart Resource is found non-compliant for
any requirement, it shall keep information related to the non-compliance until
found-comphiant-mitigation is complete and approved or for the time period
specified above, whichever is longer.

The Generator Operator shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:

©e_Records of participation in all requested Reliability Coordinator restoration
drills, exercises, or simulations since its last compliance audit for
Requirement R18R16, Measure M18—-M16.
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If a Generation Operator is found non-compliant for any requirement, it shall
keep information related to the non-compliance until feund-comphantmitigation
is complete and approved or for the time period specified above, whichever is
longer. The Compliance Enforcement Authority shall keep the last compliance

audit records and all requested and submitted subsequent compliance audit
records.

1.3. Fhe-Compliance Monitoring and Enforcement Autherity-shal-keepProgram
As defined in the last audit records and all requested and submitted subsequent
abditrecordsNERC Rules of Procedure, “Compliance Monitoring and

Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.

None:
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2.Violation Severity Levels

Lower VSL

Moderate VSL

High VSL

Severe VSL

failed to provide one of the
entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the

failed to provide two of the
entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the

failed to provide three of
the entities identified in its
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the

R1. The Transmission Operator | The Transmission Operator | The Transmission Operator | —The Transmission
has an approved plan but has an approved plan but has an approved plan but Operator does not have an
failed to comply with one of | failed to comply with two of | failed to comply with three | approved restoration plan.
the sub-requirementswithin | the sub-requirementswithin | or more of the sub- OR
the-requirement parts the-requirement parts requirementswithinthe -
within Requirement R1. within Requirement R1. requirement parts within The Transmission Operator
Requirement R1. has an approved
restoration plan, but failed
to implement the
applicable requirement
parts within Requirement
R1.
R2. The Transmission Operator | The Transmission Operator | -The Transmission Operator | The Transmission Operator

failed to provide four or
more of the entities
identified in its approved
restoration plan with a
description of any changes
to their roles and specific

implementationeffective date | implementationeffective date | implementationeffective date | tasks prior to the

of the plan. of the plan. of the plan. implementationeffective date
OR OR OR of the plan.

Fhe Fransiission-Operator Fhe Fransission-Operator Fhe Fransission-Operator

pl'lg“d.e.d tll'e information 1o pl'lg“d.e.d tll'e information 1o pl'lg“d.e.d tll'e information 1o
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Lower VSL

Moderate VSL

High VSL

Severe VSL

Fhe-Transmission Operator
providedfailed to provide at
least half of the information
to-all-entities but-wasmeore
than-30-calendar-days
fateidentified in deing-seits
approved restoration plan
with a description of any
changes to their roles and
specific tasks prior to the
effective date.

failed to update-and-submit

its revised restoration plan
to theits Reliability
Coordinator within 90
calendar days of an

The Transmission Operator

Tailed-to-update-and
submitsubmitted its revised

restoration plan to theits
Reliability Coordinator
within-more-than-90between

The Transmission Operator

hasfailed-to-update-and
submitsubmitted its revised

restoration plan to theits
Reliability Coordinator
within-more-than-120between

R3. The Transmission Operator | The Transmission Operator | The Transmission Operator | The Transmission Operator
submitted the reviewed submitted the reviewed submitted the reviewed submitted the reviewed
restoration plan er restoration plan er restoration plan er restoration plan er

. ) , | . ) , | . ) , | . ) , |
within 30 calendar days more than 30 and less than | more than 60 and less than | more than 90 calendar days
after the pre- or equal to 60 calendar days | or equal to 90 calendar days | after the pre-
determinedmutually-agreed, | after the pre- after the pre- determinedmutually-agreed,
predetermined schedule. determinedmutually-agreed, | determinedmutually-agreed, | predetermined schedule.
predetermined schedule. predetermined schedule.
R4. The Transmission Operator The Transmission Operator

has failed to update-and

submit its revised
restoration plan to theits
Reliability Coordinator
within mere-than-150
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Lower VSL

Moderate VSL

High VSL

Severe VSL

unplanned

change-permanent System
BES modification.

91 calendar days butless
thand20and 120 calendar
days of an unplanned

change-permanent System
BES modification.

121 calendar days butless
than-and 150 calendar days
of an unplanned
changepermanent System

calendar days of an

unplanned ehange-

permanent System BES
modification.

BES modification.

OR

The Transmission Operator
failed to update-and-submit
its revised restoration plan
to theits Reliability
Coordinator priorto a

planned permanent BES
modification.

R5.

N/A

N/A

N/A

The Transmission Operator
did not make the latest
Reliability Coordinator
approved restoration plan
available in its primary and
backup control rooms prior
toits

implementationeffective
date.

R6.

The Transmission Operator
performed the verification
within the required
timeframe but did not

-The Transmission Operator
performed the verification
within the required
timeframe but did not

-The Transmission Operator
performed the verification
but did not complete it

The Transmission Operator
did not perform the
verification or it took more
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Lower VSL

comply with one of the sub-

regutrements-requirement
parts.

Moderate VSL

comply with two of the sub-

reguirements—requirement
parts.

High VSL

within the fivecalendaryear
periodrequired time frame.

Severe VSL

than six calendar years to
complete the verification.

OR

The Transmission Operator
performed the verification
within the required
timeframe but did not
comply with any of the sub-

reguirements—requirement
parts.
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Lower VSL Moderate VSL High VSL Severe VSL

R9-R7. | N/A N/A N/A The Transmission

Operator’s Blackstart
Resource testing
requirements do not
address one or more of the
sub-
requirementsrequirement
parts of Requirement R9-
R7.

R8.8B28: | The Transmission The Transmission The Transmission The Transmission Operator
Operator’s training does not | Operator’s training does not | Operator’s training does not | has not included System
address one of the sub- address two of the sub- address three or more of restoration training in its
reguirementsrequirement reguirementsrequirement the sub- operations training
parts of Requirement parts of Requirement reguirementsrequirement program.

R10RS. R10RS. parts of Requirement
R10R8.

R9.BxE | The Transmission Operator, | The Transmission Operator, | The Transmission Operator, | The Transmission Operator,
applicable Transmission applicable Transmission applicable Transmission applicable Transmission
Owner, or applicable Owner, or applicable Owner, or applicable Owner, or applicable
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Lower VSL

Moderate VSL

High VSL

Severe VSL

Distribution Provider failed | Distribution Provider failed | Distribution Provider failed | Distribution Provider failed
to train 5% or less of the to train more than 5% and to train more than 10% and | to train more than 15% of
personnel required by up to 10% of the personnel | up to 15% of the personnel | the personnel required by
Requirement R11R9 within | required by Requirement required by Requirement Requirement R11R9 within
a two--calendar--year R41R9 within a two-—- Rit-withinaR9 two-—- a two--calendar--year
period. calendar--year period. calendar--year period. period.

R10.R12: | N/A: N/A N/A The Transmission Operator
has failed to comply with a
request for theirits
participation from theits
Reliability Coordinator.

R11.813- | N/A The Transmission Operator | N/A The Transmission Operator

and Generator Operator and Generator Operator
with a Blackstart Resource with a Blackstart resource
do not reference Blackstart do not have a written
Resource Testing Blackstart Resource
requirements in their Agreement or mutually--
written Blackstart Resource agreed upon procedure or
Agreements or mutually-- protocol.

agreed upon procedures or

protocols.

Ri4- N/A N/A N/A The Generator Operator

R12. does not have documented
starting and bus energizing
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Lower VSL

Moderate VSL

High VSL

Severe VSL

procedures for each
Blackstart Resource.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability
affecting the ability to meet
the Transmission Operator’s
restoration plan within 24
hours but did make the
notification within 48 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability
affecting the ability to meet
the Transmission Operator’s
restoration plan within 48
hours but did make the
notification within 72 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability
affecting the ability to meet
the Transmission Operator’s
restoration plan within 72
hours but did make the
notification within 96 hours.

The Generator Operator
with a Blackstart Resource
did not notify the
Transmission Operator of a
known change in Blackstart
Resource capability
affecting the ability to meet
the Transmission
Operator’s restoration plan
for more than 96 hours.

R14.R16-

The GORGenerator
Operator with a Blackstart
Resource performed tests
and maintained records but
the records did not include
all of the items in
Ri161.Requirement R14,
Part 14.1.

OR

The Generator Operator did
not supply the Blackstart
Resource testing records as

The GORGenerator
Operator with a Blackstart
Resource performed tests
and maintained records but
did not supply the
Blackstart Resource testing
records as requested for 61
days-to 90 calendar days
after the request.

The GORGenerator
Operator with a Blackstart
Resource performed tests
but either did not maintain
records or did not supply
the Blackstart Resource
testing records as
requested within 91 or
more calendar days after
the request.

The Generator Operator
with a Blackstart Resource
did not perform Blackstart
Resource tests.
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Lower VSL Moderate VSL High VSL

Severe VSL

requested for 31 to 60
calendar days efafter the

request.

R15.R1% | The Generator Operator The Generator Operator The Generator Operator The Generator Operator
with a Blackstart Resource with a Blackstart Resource with a Blackstart Resource with a Blackstart Resource
did not train less than or did not train more than 10% | did not train more than 25% | did not train more than
equal to 10% of the and less than or equal to and less than or equal to 50% of the personnel
personnel required by 25% of the personnel 50% of the personnel required by Requirement
Requirement R47R15 within | required by Requirement required by Requirement R47R15 within a two--
a two--calendar--year R47R15 within a two-- R47R15 within a two-- calendar--year period.
period. calendar--year period. calendar--year period.

R16.R18. | N/A: N/A N/A The Generator Operator

failed to participate in theits
Reliability Coordinator’s
restoration drills, exercises,
or simulations as requested
by theits Reliability
Coordinator.
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&D. Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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2006-03 requirements
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Attachment 1 into the
requirements
. Updated Measures
and Compliance to
match new
Requirements
requirements
2 August 5, 2009 | Adopted by Board of Trustees Revised
2 March 17, Order issued by FERC approving
2011 EOP-005-2 (approval effective
5/23/11)
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2013 approved by NERC Board of
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2013-02) pending applicable
regulatory approval-
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June 24, 2013 approval-
2 November 21, | R3.1 and associated elements
2013 approved by FERC for retirement
as part of the Paragraph 81 project
(Project 2013-02)
3 February 9, Adopted by the NERC Board of Revised
2017 Trustees
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Supplemental Material

Rationale

Rationale for Requirement R4: As previously written, Requirement R4 addressed (in one
sentence) two restoration plan update items that a Transmission Operator must perform: (1)
the restoration plan must be updated within 90 calendar days after identifying any unplanned
permanent System modifications and (2) the restoration plan must be updated prior to
implementing a planned BES modification. The phrase: “... that would change the
implementation of its restoration plan” appeared to apply to both types of changes. There was
no time frame specified for updating the restoration plan for a planned BES modification;
although one could infer that “90 calendar days” is intended to be the same time frame for
both unplanned and planned modifications. Furthermore, the distinction between “System
modifications” for unplanned changes and “BES modifications” for planned changes has been
seen as confusing to some Responsible Entities.

The references to permanent unplanned and planned BES modifications that will change the
ability to implement the RC-approved restoration plan are intended to require a Responsible
Entity to submit a revised restoration plan to the RC when the modification would substantively
change the TOP’s ability to implement the restoration plan or impact the RC’s ability to monitor
and direct restoration efforts. The intent is not to require a TOP to submit changes that do not
substantively change the restoration plan or the RCs ability to monitor and direct the
restoration efforts. Examples of instances that do not require update and submission of a
restoration plan include element number changes, device changes, or administrative changes
that have no significance to the implementation of the plan.

In addition, the timeframes referenced in Requirement R4, Part 4.2 for a permanent planned
BES modification directs the Responsible Entity to EOP-006-2, Requirement R5.1 and EOP-006-
3, Requirement R5, Part 5.1, which states that the RC shall approve or disapprove the TOPs
submitted restoration plan within 30 days of receipt. This allows the Responsible Entity to
coordinate submission with the RC based on the RCs specific requirements.

Rationale for Requirement R6: Dynamic simulations should simulate frequency and voltage
response. It is the intent of the EOP SDT that the simulation provides for the feedback of the
System performance as generation and Load are added.

Rationale for Requirement R8: The addition of Requirement 8, Part 8.5 allows operating
personnel to gain experience on all stages of restoration, including coordination needed
transferring Demand and resource balance operations, back to the Balancing Authority in
accordance with Requirement R1, Part 1.9.

Rationale for Requirement R9: The intent of “unique tasks” are those tasks that are defined by
the Transmission Operator, the Transmission Owner, and the Distribution Provider.
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EOP-006-3 — System Restoration Coordination

A. Introduction

1.
2.
3.

5.
6.

Title: System Restoration Coordination
Number: EOP-006-3

Purpose: Ensure plans are established and personnel are prepared to enable
effective coordination of the System restoration process to ensure reliability is
maintained during restoration and priority is placed on restoring the Interconnection.

Applicability:
4.1. Functional Entities:
4.1.1. Reliability Coordinators
Proposed Effective Date: See the Implementation Plan for EOP-006-3.
Standard-Only Definition: None

B. Requirements and Measures

R1.

Each Reliability Coordinator shall develop and implement a Reliability Coordinator
Area restoration plan. The scope of the Reliability Coordinator’s restoration plan
starts when Blackstart Resources are utilized to re-energize a shutdown area of the
Bulk Electric System (BES), or separation has occurred between neighboring Reliability
Coordinators, or an energized island has been formed on the BES within the Reliability
Coordinator Area. The scope of the Reliability Coordinator’s restoration plan ends
when all of its Transmission Operators are interconnected and its Reliability
Coordinator Area is connected to all of its neighboring Reliability Coordinator Areas.
The restoration plan shall include: [Violation Risk Factor = High] [Time Horizon =
Operations Planning, Real-time Operations]

1.1. A description of the high-level strategy to be employed during restoration events
for restoring the Interconnection, including minimum criteria for meeting the
objectives of the Reliability Coordinator’s restoration plan.

1.2. Criteria and conditions for re-establishing interconnections with other
Transmission Operators within its Reliability Coordinator Area, with Transmission
Operators in other Reliability Coordinator Areas, and with other Reliability
Coordinators.

1.3. Reporting requirements for the entities within the Reliability Coordinator Area
during a restoration event.

1.4. Criteria for sharing information regarding restoration with neighboring Reliability
Coordinators and with Transmission Operators and Balancing Authorities within
its Reliability Coordinator Area.

1.5. Identification of the Reliability Coordinator as the primary contact for
disseminating information regarding restoration to neighboring Reliability
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Mm1.

R2.

M2.

R3.

M3.

R4.

M4,

RS.

Coordinators, and to Transmission Operators, and Balancing Authorities within
its Reliability Coordinator Area.

1.6. Criteria for transferring operations and authority back to the Balancing
Authority.

Each Reliability Coordinator shall have available a dated copy of its restoration plan
and will have evidence, such as operator logs or other operating documentation,
voice recordings, or other communication documentation to show that its restoration
plan was implemented in accordance with Requirement R1.

The Reliability Coordinator shall distribute its most recent Reliability Coordinator Area
restoration plan to each of its Transmission Operators and neighboring Reliability
Coordinators within 30 calendar days of creation or revision. [Violation Risk Factor =
Lower] [Time Horizon = Operations Planning]

Each Reliability Coordinator shall provide evidence such as electronic receipts, posting
to a secure website with notification to affected entities, or registered mail receipts,
that its most recent restoration plan has been distributed in accordance with
Requirement R2.

Each Reliability Coordinator shall review its restoration plan within 13 calendar
months of the last review. [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

Each Reliability Coordinator shall provide evidence such as a review signature sheet,
or revision histories, that it has reviewed its restoration plan within 13 calendar
months of the last review in accordance with Requirement R3.

Each Reliability Coordinator shall review its neighboring Reliability Coordinator’s
restoration plans and provide written notification of any conflicts discovered during
that review within 60 calendar days of receipt. [Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

4.1. If a Reliability Coordinator finds conflicts between its restoration plans and any
of its neighbors, the conflicts shall be resolved within 30 calendar days of receipt
of written notification.

Each Reliability Coordinator shall provide evidence such as dated review signature
sheets or electronic receipt that it has reviewed its neighboring Reliability
Coordinator’s restoration plans and resolved any conflicts within the timing
requirements of Requirement R4 and Requirement R4, Part 4.1.

Each Reliability Coordinator shall review the restoration plans required by EOP-005 of
the Transmission Operators within its Reliability Coordinator Area. [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

5.1. The Reliability Coordinator shall determine whether the Transmission Operator’s
restoration plan is coordinated and compatible with the Reliability Coordinator’s
restoration plan and other Transmission Operators’ restoration plans within its
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MD5.

R6.

Me.

R7.

m7.

R8.

Mma8.

Reliability Coordinator Area. The Reliability Coordinator shall provide notification
to the Transmission Operator of approval or disapproval, with stated reasons, of
the Transmission Operator’s submitted restoration plan within 30 calendar days

following the receipt of the restoration plan from the Transmission Operator.

Each Reliability Coordinator shall provide evidence such as a dated review signature
sheet or electronic receipt that it has reviewed, approved or disapproved, and
notified its Transmission Operators within 30 calendar days following the receipt of
the restoration plan from the Transmission Operator in accordance with Requirement
R5.

Each Reliability Coordinator shall have a copy of its latest restoration plan and copies
of the latest approved restoration plan of each Transmission Operator in its Reliability
Coordinator Area within its primary and backup control rooms so that it is available to
all of its System Operators prior to the effective date. [Violation Risk Factor = Lower]
[Time Horizon = Operations Planning]

Each Reliability Coordinator shall have documentation such as electronic receipts that
it has made the latest copy of its restoration plan and copies of the latest approved
restoration plan of each Transmission Operator in its Reliability Coordinator Area
available in its primary and backup control rooms and to each of its System Operators
prior to the effective date in accordance with Requirement R6.

Each Reliability Coordinator shall include within its operations training program,
annual System restoration training for its System Operators. This training program
shall address the following: [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

7.1. The coordination role of the Reliability Coordinator; and
7.2. Re-establishing the Interconnection.

Each Reliability Coordinator shall have an electronic copy or hard copy of its training
records available showing that it has provided training in accordance with
Requirement R7.

Each Reliability Coordinator shall conduct two System restoration drills, exercises, or
simulations per calendar year, which shall include the Transmission Operators and
Generator Operators as dictated by the particular scope of the drill, exercise, or
simulation that is being conducted. [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

8.1. Each Reliability Coordinator shall request each Transmission Operator identified
in its restoration plan and each Generator Operator identified in the
Transmission Operators’ restoration plans to participate in a drill, exercise, or
simulation at least once every two calendar years.

Each Reliability Coordinator shall have evidence, such as dated electronic documents,
that it conducted two System restoration drills, exercises, or simulations per calendar
year in accordance with Requirement R8. And each Reliability Coordinator shall have
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evidence that the Reliability Coordinator requested each applicable Transmission
Operator and Generator Operator to participate per Requirement R8 and
Requirement R8, Part 8.1.

C. Compliance

1. Compliance Monitoring Process

1.1.

1.2.

Compliance Enforcement Authority:

“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, in
their respective roles of monitoring and/or enforcing compliance with
mandatory and enforceable Reliability Standards in their respective
jurisdictions.

Evidence Retention:

The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation.

e The current restoration plan and any restoration plans in effect since the
last compliance audit for Requirement R1, Measure M1.

e Distribution of its most recent restoration plan and any restoration plans in
effect for the current calendar year and three prior calendar years for
Requirement R2, Measure M2.

e [t's reviewed restoration plan for the current review period and the last
three prior review periods for Requirement R3, Measure M3.

e Reviewed copies of neighboring Reliability Coordinator restoration plans for
the current calendar year and the three prior calendar years for
Requirement R4, Measure M4.

e The reviewed restoration plans for the current calendar year and the last
three prior calendar years for Requirement R5, Measure M5.

e The current, approved restoration plan and any restoration plans in effect
for the last three calendar years was made available in its control rooms for
Requirement R6, Measure M6.

e Actual training program materials or descriptions for three calendar years
for Requirements R7, Measure M7.
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e Records of all Reliability Coordinator restoration drills, exercises, or
simulations since its last compliance audit, as well as one previous
compliance audit period for Requirement R8, Measure M8.

If a Reliability Coordinator is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or for
the time period specified above, whichever is longer.

The Compliance Enforcement Authority shall keep the last audit records and all
requested and submitted subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program
As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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Violation Severity Levels

Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

R1.

The Reliability Coordinator
failed to include one
requirement part of
Requirement R1 within its
restoration plan.

The Reliability Coordinator
failed to include two
requirement parts of
Requirement R1 within its
restoration plan.

The Reliability Coordinator
failed to include three of the
requirements parts of
Requirement R1 within its
restoration plan.

The Reliability Coordinator
failed to include four or
more of the requirement
parts within its restoration
plan.

OR

The Reliability Coordinator
had a restoration plan, but
failed to implement it.

R2.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was
more than 30 calendar days
late but less than 60
calendar days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was 60
calendar days or more late,
but less than 90 calendar
days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was 90
or more calendar days late
but less than 120 calendar
days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to entities
identified in Requirement R2
but was 120 calendar days or
more late.

R3.

N/A

N/A

N/A

The Reliability Coordinator
did not review its restoration
plan within 13 calendar
months of the last review.
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

did not review and
approve/disapprove the
submitted restoration plans,
with stated reasons for
disapproval, from its
Transmission Operators and
neighboring Reliability
Coordinators within 30
calendar days of receipt but
did review and
approve/disapprove the
plans within 45 calendar
days of receipt.

OR

did not review and
approve/disapprove the
submitted restoration plans,
with stated reasons for
disapproval, from its
Transmission Operators and
neighboring Reliability
Coordinators within 30
calendar days of receipt but
did review and
approve/disapprove the
plans within 60 calendar
days of receipt.

OR

did not review and
approve/disapprove the
submitted restoration plans,
with stated reasons for
disapproval, from its
Transmission Operators and
neighboring Reliability
Coordinators within 30
calendar days of receipt but
did review and
approve/disapprove the
plans within 90 calendar
days of receipt.

OR

R4. | The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator
reviewed the submitted reviewed the submitted reviewed the submitted did not review the submitted
restoration plans from its restoration plans from its restoration plans from its restoration plans from its
neighboring Reliability neighboring Reliability neighboring Reliability neighboring Reliability
Coordinators within 60 Coordinators within 60 Coordinators within 60 Coordinators within 60
calendar days of receipt, and | calendar days of receipt and | calendar days of receipt and | calendar days of receipt.
resolved conflicts between resolved conflicts between resolved conflicts 91 or more
31 and 60 calendar days 61 and 90 calendar days calendar days following
following written following written written notification.
notification. notification.

R5. | The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator

did not review and
approve/disapprove the
submitted restoration plans,
with stated reasons for
disapproval, from its
Transmission Operators and
neighboring Reliability
Coordinators for more than
90 calendar days of receipt.

OR

The Reliability Coordinator
failed to notify the
Transmission Operator of its
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

The Reliability Coordinator
failed to notify the
Transmission Operator of its
approval or disapproval with
stated reasons for
disapproval within 30
calendar days of receipt but
did notify the Transmission
Operator of its approval or
disapproval with reasons
within 45 calendar days of
receipt.

The Reliability Coordinator
failed to notify the
Transmission Operator of its
approval or disapproval with
stated reasons for
disapproval within 30
calendar days of receipt, but
did notify the Transmission
Operator of its approval or
disapproval with reasons
within 60 calendar days of
receipt

The Reliability Coordinator
failed to notify the
Transmission Operator of its
approval or disapproval with
stated reasons for
disapproval within 30
calendar days of receipt but
did notify the Transmission
Operator of its approval or
disapproval with reasons
within 90 calendar days of
receipt.

approval or disapproval with
stated reasons for
disapproval for more than 90
calendar days of receipt.

included the annual System
restoration training within its
operations training program,

R6. N/A N/A The Reliability Coordinator The Reliability Coordinator
did not have a copy of the did not have a copy of its
latest approved restoration latest restoration plan within
plan of all Transmission its primary and backup
Operators in its Reliability control rooms prior to the
Coordinator Area within its effective date.
primary and backup control
rooms prior to the effective
date.

R7. | N/A N/A The Reliability Coordinator | The Reliability Coordinator

did not include the annual
System restoration training
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

but did not address both of | within its operations training

the requirement parts. program.

R8. | N/A The Reliability Coordinator N/A The Reliability Coordinator
only held one restoration did not hold a restoration
drill, exercise, or simulation drill, exercise, or simulation
during the calendar year. during the calendar year.

OR

The Reliability Coordinator
did not request each
applicable Transmission
Operator or Generator
Operator identified in its
restoration plan to
participate in a drill,
exercise, or simulation at
least once every two
calendar years.

D. Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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Standard-EOP-006-2—3 — System Restoration Coordination

A. Introduction
1. Title: System Restoration Coordination
2.  Number: EOP-006-23

3. Purpose: Ensure plans are established and personnel are prepared to enable
effective coordination of the System restoration process to ensure reliability is
maintained during restoration and priority is placed on restoring the Interconnection.

4. Applicability:

4.1. Functional Entities:

5. Proposed Effective Date: See the Implementation Plan for EOP-006-3.

6. Standard-Only Definition: None

B. Requirements_and Measures

R1. Each Reliability Coordinator shall havedevelop and implement a Reliability
Coordinator Area restoration plan.- The scope of the Reliability Coordinator’s
restoration plan starts when Blackstart Resources are utilized to re-energize a shut
dewnshutdown area of the Bulk Electric System (BES), or separation has occurred
between neighboring Reliability Coordinators, or an energized island has been formed
on the BES within the Reliability Coordinator Area. -The scope of the Reliability
Coordinator’s restoration plan ends when all of its Transmission Operators are
interconnected and #t-its Reliability Coordinator Area is connected to all of its
neighboring Reliability Coordinator Areas. -The restoration plan shall include:
[Violation Risk Factor = High] [Time Horizon = Operations Planning, Real-time

Operations]

R11:1.1. A description of the high--level strategy to be employed during
restoration events for restoring the Interconnection, including minimum criteria
for meeting the objectives of the Reliability Coordinator’s restoration plan.

R1:5:1.2. Criteria and conditions for reestablshingre-establishing
interconnections with other Transmission Operators within its Reliability

H
O

Page 1 of 16




Standard-EOP-006-2—3 — System Restoration Coordination

Mm1.

Coordinator Area, with Transmission Operators in other Reliability Coordinator
Areas, and with other Reliability Coordinators.

R1.6:1.3. Reporting requirements for the entities within the Reliability
Coordinator Area during a restoration event.

R1-Z1.4. Criteria for sharing information regarding restoration with
neighboring Reliability Coordinators and with Transmission Operators and
Balancing Authorities within its Reliability Coordinator Area.

R18:1.5. Identification of the Reliability Coordinator as the primary contact for
disseminating information regarding restoration to neighboring Reliability
Coordinators, and to Transmission Operators, and Balancing Authorities within
its Reliability Coordinator Area.

R1:9:1.6. Criteria for transferring operations and authority back to the
Balancing Authority.

Each Reliability Coordinator shall have available a dated copy of its restoration plan

R2.

Ma2.

and will have evidence, such as operator logs or other operating documentation,
voice recordings, or other communication documentation to show that its restoration
plan was implemented in accordance with Requirement R1.

The Reliability Coordinator shall distribute its most recent Reliability Coordinator Area
restoration plan to each of its Transmission Operators and neighboring Reliability
Coordinators within 30 calendar days of creation or revision. [Violation Risk Factor =
Lower] [Time Horizon = Operations Planning]

Each Reliability Coordinator shall provide evidence such as electronic receipts, posting

R3.

M3.

to a secure website with notification to affected entities, or registered mail receipts,
that its most recent restoration plan has been distributed in accordance with
Requirement R2.

Each Reliability Coordinator shall review its restoration plan within 13 calendar
months of the last review. [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

Each Reliability Coordinator shall provide evidence such as a review signature sheet,

R4.

or revision histories, that it has reviewed its restoration plan within 13 calendar
months of the last review in accordance with Requirement R3.

Each Reliability Coordinator shall review theirits neighboring Reliability Coordinator’s
restoration plans- and provide written notification of any conflicts discovered during
that review within 60 calendar days of receipt. [Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

4.1. If thea Reliability Coordinator finds conflicts between its restoration plans and
any of its neighbors, the conflicts shall be resolved twithin 30 calendar days- of
receipt of written notification.

H
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R41-MA4. Each Reliability Coordinator shall provide evidence such as dated

RS.

M5.

review signature sheets or electronic receipt that it has reviewed its neighboring
Reliability Coordinator’s restoration plans and resolved any conflicts within the timing
requirements of Requirement R4 and Requirement R4, Part 4.1.

Each Reliability Coordinator shall review the restoration plans required by EOP-005 of
the Transmission Operators within its Reliability Coordinator Area. [Violation Risk
Factor = Medium] [Time Horizon = Operations Planning]

R5-1:5.1. The Reliability Coordinator shall determine whether the
Transmission Operator’s restoration plan is coordinated and compatible with the
Reliability Coordinator’s restoration plan and other Transmission Operators’
restoration plans within its Reliability Coordinator Area. -The Reliability
Coordinator shall appreveprovide notification to the Transmission Operator of
approval or gisapprevedisapproval, with stated reasons, of the Transmission
Operator’s submitted restoration plan within 30 calendar days following the
receipt of the restoration plan from the Transmission Operator.

Each Reliability Coordinator shall provide evidence such as a dated review signature

R6.

sheet or electronic receipt that it has reviewed, approved or disapproved, and
notified its Transmission Operators within 30 calendar days following the receipt of
the restoration plan from the Transmission Operator in accordance with Requirement
RS5.

Each Reliability Coordinator shall have a copy of its latest restoration plan and copies
of the latest approved restoration plan of each Transmission Operator in its Reliability
Coordinator Area within its primary and backup control rooms so that it is available to
all of its System Operators prior to the #mplementationeffective date. [Violation Risk
Factor = Lower] [Time Horizon = Operations Planning]

R7Z-M6. Each Reliability Coordinator shall werk-with-its-affected-Generator

Qperafeeps,—andipansrmsaew@peratepshave documentat|on such as weLLas

hmﬁs—lf—th&electromc receipts that it has made the Iatest copy of its restoration plan
cahnotbe-completed-as-expected-the-and copies of the latest approved restoration
plan of each Transmission Operator in its Reliability Coordinator shal-utilize-its
restoration-plan-strategies-to-facilitateArea available in its primary and backup control
rooms and to each of its System restoration—ViolationRisk-Factor=High]-{TFime
Herizon—Real-time-Operations}-Operators prior to the effective date in accordance

with Requirement R6.

H
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R9.R7. Each Reliability Coordinator shall include within its operations
training program, annual System restoration training for its System Operators-to

assure-the-proper-execution-of-itsrestoration-plan—. This training program shall address

the following:— [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

R9:1.7.1. The coordination role of the Reliability Coordinator-; and
7.2. ReestablishingRe-establishing the Interconnection.
R9-2-M7. Each Reliability Coordinator shall have an electronic copy or hard

copy of its training records available showing that it has provided training in
accordance with Requirement R7.

R10-R8. Each Reliability Coordinator shall conduct two System restoration
drills, exercises, or simulations per calendar year, which shall include the Transmission
Operators and Generator Operators as dictated by the particular scope of the drill,
exercise, or simulation that is being conducted. [Violation Risk Factor = Medium]
[Time Horizon = Operations Planning]

R10-1-8.1. Each Reliability Coordinator shall request each Transmission
Operator identified in its restoration plan and each Generator Operator
identified in the Transmission Operators’ restoration plans to participate in a
drill, exercise, or simulation at least once every two calendar years.

S-Measures

MI-Each Reliability Coordinator shall have avaHable-a-dated-copy-of-isrestoration-planin
aeeerdaneewmﬁkReq&wemem—R%
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M10-M8. Each-Reliabthity Coordinatorshall-have-evidencedocuments, that it

B-C.

conducted two System restoration drills, exercises, or simulations per calendar year

and-that Transmission-Operators-in accordance with Requirement R8. And each

Reliability Coordinator shall have evidence that the Reliability Coordinator requested

each appllcable Transm|55|on Operator and Generator QpeFa{er—s—meIHded—m—the

R—]:Q—Operator to part|C|pate per Reqwrement R8 and Reqmrement R8 Part 8.1.

Compliance
Compliance Monitoring Process
14.1.1. Compliance Enforcement Authority:
Y I o iod.and .
Sl el

Complaints
TFhe Reliability-Coordinator“Compliance Enforcement Authority” means NERC

or the Regional Entity, or any entity as otherwise designated by an Applicable
Governmental Authority, in their respective roles of monitoring and/or
enforcing compliance with mandatory and enforceable Reliability Standards in
their respective jurisdictions.

H
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1.2. Evidence Retention:
The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation:.

©e The current restoration plan and any restoration plans in forceeffect since
the last compliance audit for Requirement R1, Measure M1.

©e Distribution of its most recent restoration plan and any restoration plans in
forceeffect for the current calendar year and three prior calendar years for
Requirement R2, Measure M2.

©e_|t's reviewed restoration plan for the current review period and the last
three prior review periods for Requirement R3, Measure M3.

©e Reviewed copies of neighboring Reliability Coordinator restoration plans for
the current calendar year and the three prior calendar years for
Requirement R4, Measure M4.

©e The reviewed restoration plans for the current calendar year and the last
three prior calendar years for Requirement R5, Measure M5.

©e The current, approved restoration plan and any restoration plans in
forceeffect for the last three calendar years was made available in its control
rooms for Requirement R6, Measure M6.

©e_Actual training program materials or descriptions for three calendar years
for Requirements R9R7, Measure M9-M7.

©e Records of all Reliability Coordinator restoration drills, exercises, or
simulations since its last compliance audit, as well as one previous
compliance audit period for Requirement R10R8, Measure M1OMS.

If a Reliability Coordinator is found non-compliant, it shall keep information
related to the non-compliance until feund-cemphantmitigation is complete and
approved or for the time period specified above, whichever is longer.

H
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The Compliance Enforcement Authority shall keep the last audit records and all
requested and submitted subsequent audit records.

1.5:1.3. Additional-Compliance tnformation-Monitoring and Enforcement

Program
Neone-

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.

H
(«n]
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2.Violation Severity Levels

Lower VSL

Moderate VSL

High VSL

Severe VSL

R1.

The Reliability Coordinator
failed to include one sub-
requirement part of
Requirement R1 within its
restoration plan.

The Reliability Coordinator
failed to include two sub-
reguirementsrequirement
parts of Requirement R1
within its restoration plan.

The Reliability Coordinator
failed to include three of the
sub-requirements parts of
Requirement R1 within its
restoration plan.

The Reliability Coordinator
failed to include four or
more of the sub-
reguirementsrequirement
parts within its restoration
plan.

OR

The Reliability Coordinator
had a restoration plan, but
failed to implement it.

R2.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was
more than 30 calendar days
late but less than 60
calendar days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was 60
calendar days or more late,
but less than 90 calendar
days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to the
entities identified in
Requirement R2 but was 90
or more calendar days late
but less than 120 calendar
days late.

The Reliability Coordinator
distributed the most recent
Reliability Coordinator Area
restoration plan to entities
identified in Requirement R2
but was 120 calendar days
or more late.

R3.

N/A

N/A

N/A

The Reliability Coordinator
did not review its restoration
plan within 13 calendar
months of the last review.

H
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Lower VSL

Moderate VSL

High VSL

Severe VSL

did not review and reselve

" -
approve/disapprove the
submitted restoration plans,
with stated reasons for

disapproval, from its
Transmission Operators and

did not review and reselve

" -
approve/disapprove the
submitted restoration plans,
with stated reasons for

disapproval, from its
Transmission Operators and

did not review and reselve

" "
approve/disapprove the
submitted restoration plans,
with stated reasons for

disapproval, from its
Transmission Operators and

R4. The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator
reviewed the submitted reviewed the submitted reviewed the submitted did not review the
restoration plans from its restoration plans from its restoration plans from its submitted restoration plans
neighboring Reliability neighboring Reliability neighboring Reliability from its neighboring
Coordinators within 60 Coordinators within 60 Coordinators within 60 Reliability Coordinators
calendar days of receipt, and | calendar days of receipt and | calendar days of receipt and | within 60 calendar days of
resolved conflicts between resolved conflicts between resolved conflicts 91 or receipt.

31 and 60 calendar days 61 and 90 calendar days more calendar days
following written following written following written
notification. notification. notification.
R4R5. | The Reliability Coordinator | The Reliability Coordinator | —The Reliability Coordinator | The Reliability Coordinator

did not review and reselve

i "
approve/disapprove the
submitted restoration plans,
with stated reasons for

disapproval, from its
Transmission Operators and

neighboring Reliability
Coordinators within 30
calendar days of receipt but
did reselveconflictsreview
and approve/disapprove the

neighboring Reliability
Coordinators within 30
calendar days of receipt but
did reselveconflictsreview
and approve/disapprove the

neighboring Reliability
Coordinators within 30
calendar days of receipt but
did reselveconflictsreview
and approve/disapprove the

plans within 6045 calendar
days of receipt.

plans within 9060 calendar
days- of receipt.

plans within 22090 calendar
days- of receipt.

neighboring Reliability
Coordinators within420for
more than 90 calendar days-

of receipt.

OR

H
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Lower VSL

Moderate VSL

High VSL

Severe VSL

OR

The Reliability Coordinator

OR

The Reliability Coordinator

OR

The Reliability Coordinator

failed to notify the
Transmission Operator of its

failed to notify the
Transmission Operator of its

failed to notify the
Transmission Operator of its

approval or disapproval with

approval or disapproval with

approval or disapproval with

stated reasons for
disapproval within 30
calendar days of receipt but

stated reasons for
disapproval within 30
calendar days of receipt, but

stated reasons for
disapproval within 30
calendar days of receipt but

did notify the Transmission

did notify the Transmission

did notify the Transmission

Operator of its approval or

Operator of its approval or

Operator of its approval or

disapproval with reasons
within 45 calendar days of

disapproval with reasons

disapproval with reasons

within 60 calendar days of

within 90 calendar days of

receipt.

receipt

receipt.

The Reliability Coordinator
failed to notify the
Transmission Operator of its
approval or disapproval with
stated reasons for
disapproval for more than
90 calendar days of receipt.

included the annual System

R6. N/A N/A The Reliability Coordinator The Reliability Coordinator
did not have a copy of the did not have a copy of its
latest approved restoration | latest restoration plan within
plan of all Transmission its primary and backup
Operators in its Reliability control rooms prior to the
Coordinator Area within its effective date.
primary and backup control
rooms prior to the effective
date.

R7. N/A N/A The Reliability Coordinator The Reliability Coordinator

did not include the annual
System restoration training

H
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Lower VSL

Moderate VSL

High VSL

Severe VSL

restoration training within

within its operations training

its operations training

program, but did not

address both of the

requirement parts.

program.

The Reliability Coordinator

N/A

only held one restoration
drill, exercise, or simulation

during the calendar year.

OR

The Reliability Coordinator
did not request each
applicable Transmission
Operator or Generator
Operator identified in its
restoration plan to
participate in a drill,
exercise, or simulation at
least once every two

calendar years.

The Reliability Coordinator
did not hold a restoration
drill, exercise, or simulation
during the calendar year.

H
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npotreview-and npotreview-and npotreview-and notreview-and
approve/disapprove-the approve/disapprove-the approve/disapprove-the approve/disapprove-the
submitted-resteration-plans submitted-resteration-plans submitted-resteration-plans submitted-resteration-plans
from-its Transmission from-its Transmission from-its Transmission from-its Transmission

st st st
- )
oR OR OR failed-to-notify-the
e .
liabil liabil liabili ) I|ammfaeTGpmamHm!5
fatledto-netify-the fatledto-netify-the fatedto-netify-the statee-reasonsfor-disapproval

H
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N/A

N/A

H
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did-not-address-both-of the-sub-
requirements.
Fhe-Reliability-Coordinator H & %e.l'ab"”* Ggg.'d'.“atg' did FheReliability Coordinator-did
exercise-or-simulation-during Operator-or-Generator-Operator exercise-or-simulation-during
the-calendar-yea teles “I.'e.d t 'E.S |este_|aluen pl.al ’ the-calendar-yeal
0 pa tlelp_ate Hha d.”“ exereise
calendar-years:
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E=D. Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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EOP-008-2 — Loss of Control Center Functionality

A. Introduction

1.
2.
3.

5.
6.

Title: Loss of Control Center Functionality
Number: EOP-008-2

Purpose: Ensure continued reliable operations of the Bulk Electric System (BES) in
the event that a control center becomes inoperable.

Applicability:
4.1. Functional Entities:
4.1.1. Reliability Coordinator
4.1.2. Transmission Operator
4.1.3. Balancing Authority
Effective Date: See the Implementation Plan for EOP-008-2.

Standard-Only Definition: None

B. Requirements and Measures

R1.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a current Operating Plan describing the manner in which it continues to meet its
functional obligations with regard to the reliable operations of the BES in the event
that its primary control center functionality is lost. This Operating Plan for backup
functionality shall include: [Violation Risk Factor = Medium] [Time Horizon =
Operations Planning]

1.1. The location and method of implementation for providing backup functionality.

1.2. A summary description of the elements required to support the backup
functionality. These elements shall include:

1.2.1. Tools and applications to ensure that System Operators have situational
awareness of the BES.

1.2.2. Data exchange capabilities.
1.2.3. Interpersonal Communications.
1.2.4. Power source(s).

1.2.5. Physical and cyber security.

1.3. An Operating Process for keeping the backup functionality consistent with the
primary control center.

1.4. Operating Procedures, including decision authority, for use in determining when
to implement the Operating Plan for backup functionality.

1.5. A transition period between the loss of primary control center functionality and

Page 1 of 13



EOP-008-2 — Loss of Control Center Functionality

M1.

R2.

M2.

R3.

M3.

the time to fully implement the backup functionality that is less than or equal to
two hours.

1.6. An Operating Process describing the actions to be taken during the transition
period between the loss of primary control center functionality and the time to
fully implement backup functionality elements identified in Requirement R1, Part
1.2. The Operating Process shall include:

1.6.1. Alist of all entities to notify when there is a change in operating
locations.

1.6.2. Actions to manage the risk to the BES during the transition from primary
to backup functionality, as well as during outages of the primary or
backup functionality.

1.6.3. Identification of the roles for personnel involved during the initiation and
implementation of the Operating Plan for backup functionality.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a dated, current, and in effect Operating Plan for backup functionality in
accordance with Requirement R1, in electronic or hardcopy format.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a copy of its current Operating Plan for backup functionality available at its
primary control center and at the location providing backup functionality. [Violation
Risk Factor = Lower] [Time Horizon = Operations Planning]

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a dated, current, and in effect copy of its Operating Plan for backup functionality
in accordance with Requirement R2, in electronic or hardcopy format, available at its
primary control center and at the location providing backup functionality.

Each Reliability Coordinator shall have a backup control center facility (provided
through its own dedicated backup facility or at another entity’s control center staffed
with certified Reliability Coordinator operators when control has been transferred to
the backup facility) that provides the functionality required for maintaining
compliance with all Reliability Standards are applicable to the primary control center
functionality. To avoid requiring a tertiary facility, a backup facility is not required
during: [Violation Risk Factor = High] [Time Horizon = Operations Planning]

e Planned outages of the primary or backup facilities of two weeks or less
e Unplanned outages of the primary or backup facilities

Each Reliability Coordinator shall provide dated evidence that it has a backup control
center facility (provided through its own dedicated backup facility or at another
entity’s control center staffed with certified Reliability Coordinator operators when
control has been transferred to the backup facility) that provides the functionality
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required for maintaining compliance with all Reliability Standards that are applicable
to the primary control center functionality in accordance with Requirement R3.

R4. Each Balancing Authority and Transmission Operator shall have backup functionality
(provided either through a facility or contracted services staffed by applicable
certified operators when control has been transferred to the backup functionality
location) that includes monitoring, control, logging, and alarming sufficient for
maintaining compliance with all Reliability Standards that are applicable to a
Balancing Authority’s and Transmission Operator’s primary control center
functionality. To avoid requiring tertiary functionality, backup functionality is not
required during: [Violation Risk Factor = High] [Time Horizon = Operations Planning]

e Planned outages of the primary or backup functionality of two weeks or less
e Unplanned outages of the primary or backup functionality

M4. Each Balancing Authority and Transmission Operator shall provide dated evidence
that its backup functionality (provided either through a facility or contracted services
staffed by applicable certified operators when control has been transferred to the
backup functionality location) includes monitoring, control, logging, and alarming
sufficient for maintaining compliance with all Reliability Standards that are applicable
to a Balancing Authority’s or Transmission Operator’s primary control center
functionality in accordance with Requirement R4.

R5. Each Reliability Coordinator, Balancing Authority, and Transmission Operator, shall
annually review and approve its Operating Plan for backup functionality. [Violation
Risk Factor = Medium] [Time Horizon = Operations Planning]

5.1. An update and approval of the Operating Plan for backup functionality shall take
place within sixty calendar days of any changes to any part of the Operating Plan
described in Requirement R1.

M5. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have evidence that its dated, current, and in effect Operating Plan for backup
functionality, in electronic or hardcopy format, has been reviewed and approved
annually and that it has been updated within sixty calendar days of any changes to
any part of the Operating Plan described in Requirement R1 in accordance with
Requirement R5.

R6. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have primary and backup functionality that do not depend on each other for the
control center functionality required to maintain compliance with Reliability
Standards. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

M6. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have dated evidence that its primary and backup functionality do not depend on each
other for the control center functionality required to maintain compliance with
Reliability Standards in accordance with Requirement R6.
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R7.

m7.

R8.

Mma8.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
conduct and document results of an annual test of its Operating Plan that
demonstrates: [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

7.1. The transition time between the simulated loss of primary control center
functionality and the time to fully implement the backup functionality.

7.2. The backup functionality for a minimum of two continuous hours.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
provide evidence such as dated records, that it has completed and documented its
annual test of its Operating Plan for backup functionality, in accordance with
Requirement R7.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator that has
experienced a loss of its primary or backup functionality and that anticipates that the
loss of primary or backup functionality will last for more than six calendar months
shall provide a plan to its Regional Entity within six calendar months of the date when
the functionality is lost, showing how it will re-establish primary or backup
functionality. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

Each Reliability Coordinator, Balancing Authority, and Transmission Operator that has
experienced a loss of their primary or backup functionality and that anticipates that
the loss of primary or backup functionality will last for more than six calendar months
shall provide evidence that a plan has been submitted to its Regional Entity within six
calendar months of the date when the functionality is lost showing how it will re-
establish primary or backup functionality in accordance with Requirement R8.
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C. Compliance

1.

Compliance Monitoring Process

1.1.

1.2.

Compliance Enforcement Authority:

“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, in
their respective roles of monitoring and/or enforcing compliance with
mandatory and enforceable Reliability Standards in their respective
jurisdictions.

Evidence Retention:

The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its Compliance Enforcement Authority to
retain specific evidence for a longer period of time as part of an investigation.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain its dated, current, in effect Operating Plan for backup
functionality plus all issuances of the Operating Plan for backup
functionality since its last compliance audit in accordance with
Measurement M1.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain a dated, current, in effect copy of its Operating Plan
for backup functionality, with evidence of its last issue, available at its
primary control center and at the location providing backup functionality,
for the current year, in accordance with Measurement M2.

e  Each Reliability Coordinator shall retain dated evidence for the time period
since its last compliance audit, that it has demonstrated that it has a
backup control center facility (provided through its own dedicated backup
facility or at another entity’s control center staffed with certified Reliability
Coordinator operators when control has been transferred to the backup
facility) in accordance with Requirement R3 that provides the functionality
required for maintaining compliance with all Reliability Standards that are
applicable to the primary control center functionality in accordance with
Measurement M3.

e  Each Balancing Authority and Transmission Operator shall retain dated
evidence for the time period since its last compliance audit, that it has
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1.3.

demonstrated that it’s backup functionality (provided either through a
facility or contracted services staffed by applicable certified operators
when control has been transferred to the backup functionality location) in
accordance with Requirement R4 includes monitoring, control, logging, and
alarming sufficient for maintaining compliance with all Reliability Standards
that are applicable to a Balancing Authority’s and Transmission Operator’s
primary control center functionality in accordance with Measurement M4.

Each Reliability Coordinator, Balancing Authority, and Transmission
Operator, shall retain evidence for the time period since its last compliance
audit, that its dated, current, in effect Operating Plan for backup
functionality, has been reviewed and approved annually and that it has
been updated within sixty calendar days of any changes to any part of the
Operating Plan described in Requirement R1 in accordance with
Measurement M5.

Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain dated evidence for the current year and for any
Operating Plan for backup functionality in effect since its last compliance
audit, that its primary and backup functionality do not depend on each
other for the control center functionality required to maintain compliance
with Reliability Standards in accordance with Measurement M6.

Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain evidence for the current calendar year and the
previous calendar years, such as dated records, that it has tested its
Operating Plan for backup functionality, in accordance with Measurement
M7.

Each Reliability Coordinator, Balancing Authority, and Transmission
Operator that has experienced a loss of their primary or backup
functionality and that anticipates that the loss of primary or backup
functionality would last for more than six calendar months shall retain
evidence for the current in effect document and any such documents in
effect since its last compliance audit that a plan has been submitted to its
Regional Entity within six calendar months of the date when the
functionality is lost showing how it will re-establish primary or backup
functionality in accordance with Measurement M8.

Compliance Monitoring and Enforcement Program

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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Violation Severity Levels

Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

R1. | Theresponsible entity had a | The responsible entity had a | The responsible entity had a The respon5|ble.: entity had a
current Operating Plan for current Operating Plan for current Operating Plan for current Opergtmg.PIan for
backup functionality, but the | backup functionality, but the | backup functionality, but the backup funFtu:'maIlty, but the
plan was missing one of the | plan was missing two of the | plan was missing three of plan was missing four or ,
requirement’s six parts requirement’s six parts the requirement’s six parts r‘r.wore of the reguwement >
(Requirement R1, Parts 1.1 (Requirement R1, Parts 1.1 (Requirement R1, Parts 1.1 six parts (Requirement R1,
through 1.6). through 1.6). through 1.6). Parts 1.1 through 1.6)

OR
The responsible entity did
not have a current Operating
Plan for backup
functionality.

R2. | N/A The responsible entity did N/A The responsible entity did
not have a copy of its not have a copy of its
current Operating Plan for current Operating Plan for
backup functionality backup functionality at any
available in at least one of its of its locations.
control locations.

R3. | N/A N/A N/A The Reliability Coordinator
does not have a backup
control center facility
(provided through its own
dedicated backup facility or
at another entity’s control
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

center staffed with certified
Reliability Coordinator
operators when control has
been transferred to the
backup facility) that provides
the functionality required for
maintaining compliance with
all Reliability Standards that
are applicable to the primary
control center functionality.

R4. | N/A N/A N/A The responsible entity does
not have backup
functionality (provided
either through a facility or
contracted services staffed
by applicable certified
operators when control has
been transferred to the
backup functionality
location) that includes
monitoring, control, logging,
and alarming sufficient for
maintaining compliance with
all Reliability Standards that
are applicable to a Balancing
Authority’s and
Transmission Operator’s
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

primary control center
functionality.

R5.

The responsible entity did
not update and approve its
Operating Plan for backup
functionality for more than
60 calendar days and less
than or equal to 70 calendar
days after a change to any
part of the Operating Plan
described in Requirement
R1.

The responsible entity did
not update and approve its
Operating Plan for backup
functionality for more than
70 calendar days and less
than or equal to 80 calendar
days after a change to any
part of the Operating Plan
described in Requirement
R1.

The responsible entity did
not update and approve its
Operating Plan for backup
functionality for more than
80 calendar days and less
than or equal to 90 calendar
days after a change to any
part of the Operating Plan
described in Requirement
R1.

The responsible entity did
not have evidence that its
Operating Plan for backup
functionality was annually
reviewed and approved.

OR,

The responsible entity did
not update and approve its
Operating Plan for backup
functionality for more than
90 calendar days after a
change to any part of the
Operating Plan described in
Requirement R1.

R6.

N/A

N/A

N/A

The responsible entity has
primary and backup
functionality that do depend
on each other for the control
center functionality required
to maintain compliance with
Reliability Standards.

R7.

The responsible entity
conducted an annual test of

The responsible entity
conducted an annual test of

The responsible entity
conducted an annual test of

The responsible entity did
not conduct an annual test
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

its Operating Plan for backup
functionality, but it did not
document the results.

OR,

The responsible entity
conducted an annual test of
its Operating Plan for backup
functionality, but the test
was for less than two
continuous hours but more
than or equal to 1.5
continuous hours.

its Operating Plan for backup
functionality, but the test
was for less than 1.5
continuous hours but more
than or equal to 1
continuous hour.

its Operating Plan for backup
functionality, but the test did
not assess the transition
time between the simulated
loss of its primary control
center and the time to fully
implement the backup
functionality

OR,

The responsible entity
conducted an annual test of
its Operating Plan for backup
functionality, but the test
was for less than 1
continuous hour but more
than or equal to 0.5
continuous hours.

of its Operating Plan for
backup functionality.

OR,

The responsible entity
conducted an annual test of
its Operating Plan for backup
functionality, but the test
was for less than 0.5
continuous hours.

R8.

The responsible entity
experienced a loss of its
primary or backup
functionality and anticipated
that the loss of primary or
backup functionality would
last for more than six
calendar months and
provided a plan to its

The responsible entity
experienced a loss of its
primary or backup
functionality and anticipated
that the loss of primary or
backup functionality would
last for more than six
calendar months provided a
plan to its Regional Entity

The responsible entity
experienced a loss of its
primary or backup
functionality and anticipated
that the loss of primary or
backup functionality would
last for more than six
calendar months provided a
plan to its Regional Entity

The responsible entity
experienced a loss of its
primary or backup
functionality and anticipated
that the loss of primary or
backup functionality would
last for more than six
calendar months, but did not
submit a plan to its Regional
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

Regional Entity showing how
it will re-establish primary or
backup functionality but the
plan was submitted more
than six calendar months but
less than or equal to seven
calendar months after the
date when the functionality
was lost.

showing how it will re-
establish primary or backup
functionality but the plan
was submitted in more than
seven calendar months but
less than or equal to eight
calendar months after the
date when the functionality
was lost.

showing how it will re-
establish primary or backup
functionality but the plan
was submitted in more than
eight calendar months but
less than or equal to nine
calendar months after the
date when the functionality
was lost.

Entity showing how it will re-
establish primary or backup
functionality for more than
nine calendar months after
the date when the
functionality was lost.

D. Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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Supplemental Material

Rationale
Rationale for Requirement R1: The phrase "data exchange capabilities" is replacing “data
communications in Requirement R1, Part 1.2.2 for the following reasons:

COM-001-1 (no longer enforceable) covered telecommunications, which could be viewed as
covering both voice and data. COM-001-2.1 (currently enforceable) focuses on "Interpersonal
Communication" and does not address data.

The topic of data exchange has historically been covered in the IRO / TOP Standards. Most
recently the revisions to the standards that came out of Project 2014-03 Revisions to TOP and
IRO Standards use the phrase "data exchange capabilities." The rationale included in the IRO-
002-4 standard discusses the need to retain the topic of data exchange, as it is not addressed in
the COM standards.
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Standard-EOP-008-1-2 — Loss of Control Center Functionality

A. Introduction
1. Title: Loss of Control Center Functionality
2.  Number: EOP-008-12

3. Purpose: Ensure continued reliable operations of the Bulk Electric System (BES) in
the event that a control center becomes inoperable.

4. Applicability:
114.1. Functional EntityEntities:
1114.1.1. Reliability Coordinator-:
1124.1.2.  Transmission Operator:

1134.1.3. Balancing Authority-
ot : ho first d : . lend : he_af

5. Effective Date: See the Implementation Plan for EOP-008-2.

6. Standard-Only Definition: None

B. Requirements_and Measures

R1. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a current Operating Plan describing the manner in which it continues to meet its
functional obligations with regard to the reliable operations of the BES in the event
that its primary control center functionality is lost. -This Operating Plan for backup

functionality shall include-the-foHowingata-minimum: [Violation Risk Factor = Medium]

[Time Horizon = Operations Planning]

1.1. The location and method of implementation for providing backup functionality-for
i it tal I . I unctionality..

1.2. A summary description of the elements required to support the backup
functionality. These elements shall include;-ata-minimum::

1.2.1. Tools and applications to ensure that System Operators have situational
awareness of the BES.

1.2.2. Data communications—exchange capabilities.

1.2.3. Interpersonal Communications.
1:2.3.1.2.4. Power source(s).
4:24:1.2.5.  Physical and cyber security.
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M1.

1.3. An Operating Process for keeping the backup functionality consistent with the
primary control center.

1.4. Operating Procedures, including decision authority, for use in determining when
to implement the Operating Plan for backup functionality.

1.5. A transition period between the loss of primary control center functionality and
the time to fully implement the backup functionality that is less than or equal to
two hours.

1.6. An Operating Process describing the actions to be taken during the transition
period between the loss of primary control center functionality and the time to
fully implement backup functionality elements identified in Requirement R1, Part
1.2. -The Operating Process shall include-ata-minimum:

1.6.1. -Alist of all entities to notify when there is a change in operating
locations.

1.6.2. Actions to manage the risk to the BES during the transition from primary
to backup functionality, as well as during outages of the primary or
backup functionality.

1.6.3. Identification of the roles for personnel involved during the initiation and
implementation of the Operating Plan for backup functionality.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall

R2.

M2.

have a dated, current, and in effect Operating Plan for backup functionality in
accordance with Requirement R1, in electronic or hardcopy format.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have a copy of its current Operating Plan for backup functionality available at its
primary control center and at the location providing backup functionality. [Violation
Risk Factor = Lower] [Time Horizon = Operations Planning]

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall

R3.

have a dated, current, and in effect copy of its Operating Plan for backup functionality
in accordance with Requirement R2, in electronic or hardcopy format, available at its
primary control center and at the location providing backup functionality.

Each Reliability Coordinator shall have a backup control center facility (provided
through its own dedicated backup facility or at another entity’s control center staffed
with certified Reliability Coordinator operators when control has been transferred to
the backup facility) that provides the functionality required for maintaining
compliance with all Reliability Standards that-depend-enare applicable to the primary
control center functionality.- To avoid requiring a tertiary facility, a backup facility is
not required during: [Violation Risk Factor = High] [Time Horizon = Operations
Planning]

e Planned outages of the primary or backup facilities of two weeks or less

e Unplanned outages of the primary or backup facilities
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+M3. Each Reliability Coordinator shall provide dated evidence that it has a backup control

R4.

M4.

center facility (provided through its own dedicated backup facility or at another

entity’s control center staffed with certified Reliability Coordinator operators when

control has been transferred to the backup facility) that provides the functionality

required for maintaining compliance with all Reliability Standards that are applicable
to the primary control center functionality in accordance with Requirement R3.

Each Balancing Authority and Transmission Operator shall have backup functionality
(provided either through a facility or contracted services staffed by applicable
certified operators when control has been transferred to the backup functionality
location) that includes monitoring, control, logging, and alarming sufficient for
maintaining compliance with all Reliability Standards that depend-enare applicable to a
Balancing AutherityAuthority’s and Transmission Operator’s primary control center
functionality-respectively-. To avoid requiring tertiary functionality, backup
functionality is not required during: [Violation Risk Factor = High] [Time Horizon =
Operations Planning]

e Planned outages of the primary or backup functionality of two weeks or less
e Unplanned outages of the primary or backup functionality

Each Balancing Authority and Transmission Operator shall provide dated evidence

RS.

M5.

that its backup functionality (provided either through a facility or contracted services
staffed by applicable certified operators when control has been transferred to the
backup functionality location) includes monitoring, control, logging, and alarming
sufficient for maintaining compliance with all Reliability Standards that are applicable
to a Balancing Authority’s or Transmission Operator’s _primary control center
functionality in accordance with Requirement R4.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator, shall
annually review and approve its Operating Plan for backup functionality. [Violation
Risk Factor = Medium] [Time Horizon = Operations Planning]

1.7.5.1. An update and approval of the Operating Plan for backup
functionality shall take place within sixty calendar days of any changes —to any
part of the Operating Plan described in Requirement R1.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall

R6.

have evidence that its dated, current, and in effect Operating Plan for backup
functionality, in electronic or hardcopy format, has been reviewed and approved
annually and that it has been updated within sixty calendar days of any changes to
any part of the Operating Plan described in Requirement R1 in accordance with
Requirement R5.

Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have primary and backup functionality that do not depend on each other for the
control center functionality required to maintain compliance with Reliability
Standards. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]
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M6. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
have dated evidence that its primary and backup functionality do not depend on each
other for the control center functionality required to maintain compliance with
Reliability Standards in accordance with Requirement R6.

R7. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
conduct and document results of an annual test of its Operating Plan that
demonstrates: [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]

1.8.7.1. The transition time between the simulated loss of primary control
center functionality and the time to fully implement the backup functionality.

1:9.7.2. The backup functionality for a minimum of two continuous hours.

M7. Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall
provide evidence such as dated records, that it has completed and documented its
annual test of its Operating Plan for backup functionality, in accordance with

Requirement R7.

R8. Each Reliability Coordinator, Balancing Authority, and Transmission Operator that has
experienced a loss of its primary or backup functionality and that anticipates that the
loss of primary or backup functionality will last for more than six calendar months
shall provide a plan to its Regional Entity within six calendar months of the date when
the functionality is lost, showing how it will re-establish primary or backup
functionality. [Violation Risk Factor = Medium] [Time Horizon = Operations Planning]
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M8. M8-Each Reliability Coordinator, Balancing Authority, and Transmission Operator that
has experienced a loss of their primary or backup functionality and that anticipates
that the loss of primary or backup functionality will last for more than six calendar
months shall provide evidence that a plan has been submitted to its Regional Entity
within six calendar months of the date when the functionality is lost showing how it
will re-establish primary or backup functionality in accordance with Requirement R8.
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B-C. Compliance
1. Compliance Monitoring Process

1.1. -Compliance Enforcement Authority-:

— DPedlepnEptbe

I i

Entity, or any entity as otherwise designated by an Applicable Governmental
Authority, in their respective roles of monitoring and/or enforcing compliance
with mandatory and enforceable Reliability Standards in their respective

jurisdictions.

1.2. Evidence Retention:
The following evidence retention period(s) identify the period of time an entity
is required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall retainkeep data or evidence to show
compliance as identified below unless directed by its Compliance Enforcement
Authority to retain specific evidence for a longer period of time as part of an
investigation-.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain its dated, current, in ferceeffect Operating Plan for
backup functionality plus all issuances of the Operating Plan for backup
functionality since its last compliance audit in accordance with
Measurement M1.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain a dated, current, in forceeffect copy of its Operating
Plan for backup functionality, with evidence of its last issue, available at its
primary control center and at the location providing backup functionality,
for the current year, in accordance with Measurement M2.
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e Each Reliability Coordinator shall retain dated evidence for the time period
since its last compliance audit, that it has demonstrated that it has a
backup control center facility (provided through its own dedicated backup
facility or at another entity’s control center staffed with certified Reliability
Coordinator operators when control has been transferred to the backup
facility) in accordance with Requirement R3 that provides the functionality
required for maintaining compliance with all Reliability Standards that
depend-onare applicable to the primary control center functionality in
accordance with Measurement M3.

e Each Balancing Authority and Transmission Operator shall retain dated
evidence for the time period since its last compliance audit, that it has
demonstrated that it’s backup functionality (provided either through a
facility or contracted services staffed by applicable certified operators
when control has been transferred to the backup functionality location) in
accordance with Requirement R4 includes monitoring, control, logging, and
alarming sufficient for maintaining compliance with all Reliability Standards
that depend-onare applicable to a Balancing AutherityAuthority’s and
Transmission Operator’s primary control center functionality-respeetively in
accordance with Measurement M4.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator, shall retain evidence for the time period since its last compliance
audit, that its dated, current, in ferceeffect Operating Plan for backup
functionality, has been reviewed and approved annually and that it has
been updated within sixty calendar days of any changes to any part of the
Operating Plan described in Requirement R1 in accordance with
Measurement M5.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain dated evidence for the current year and for any
Operating Plan for backup functionality in fereeeffect since its last
compliance audit, that its primary and backup functionality do not depend
on each other for the control center functionality required to maintain
compliance with Reliability Standards in accordance with Measurement
M6.

e Each Reliability Coordinator, Balancing Authority, and Transmission
Operator shall retain evidence for the current calendar year and enethe
previous yearcalendar years, such as dated records, that it has tested its
Operating Plan for backup functionality, in accordance with Measurement
M7.

e  Each Reliability Coordinator, Balancing Authority, and Transmission
Operator that has experienced a loss of their primary or backup
functionality and that anticipates that the loss of primary or backup
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functionality would last for more than six calendar months shall retain
evidence for the current in forceeffect document and any such documents
in forceeffect since its last compliance audit that a plan has been submitted
to its Regional Entity within six calendar months of the date when the
functionality is lost showing how it will re-establish primary or backup
functionality in accordance with Measurement M8.

14:1.3. -Additional-Compliance lnformation-Monitoring and Enforcement
Program

None
NOHE

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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2. Violation Severity Levels

Moderate

Severe

R1.

The
responsible entity had a
current Operating Plan
for backup functionality,
but the plan was missing
one of the requirement’s
six parts (Requirement
R1, Parts (1.1 through
1.6).

The
responsible entity had a
current Operating Plan
for backup functionality,
but the plan was missing
two of the requirement’s
six parts (Requirement
R1, Parts (1.1 through
1.6).

The
responsible entity had a
current Operating Plan
for backup functionality,
but the plan was missing
three of the
requirement’s six parts
(Requirement R1, Parts
(1.1 through 1.6).

The responsible entity had a
current Operating Plan for
backup functionality, but
the plan was missing four or
more of the requirement’s
six parts (Requirement R1,
Parts (1.1 through 1.6)

OR

The
responsible entity did not
have a current Operating
Plan for backup
functionality.

R2. N/A The N/A The
responsible entity did not responsible entity did not
have a copy of its current have a copy of its current
Operating Plan for Operating Plan for backup
backup functionality functionality at any of its
available in at least one locations.
of its control locations.

R3. N/A N/A N/A ———The Reliability

Coordinator does
not have a backup
control center
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Moderate

facility (provided
through its own
dedicated backup
facility or at
another entity’s
control center
staffed with
certified Reliability
Coordinator
operators when
control has been
transferred to the
backup facility)
that provides the
functionality
required for
maintaining
compliance with
all Reliability
Standards that
depend-onare
applicable to the
primary control
center
functionality.

Page 10 of 17



Standard-EOP-008-1—2 — Loss of Control Center Functionality

Moderate

R4.

N/A

N/A

N/A

——The responsible
entity does not
have backup
functionality
(provided either
through a facility
or contracted
services staffed by
applicable
certified operators
when control has
been transferred
to the backup
functionality
location) that
includes
monitoring,
control, logging,
and alarming
sufficient for
maintaining
compliance with
all Reliability
Standards that
depend-onare

applicable to a
Balancing
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Moderate
AutherityAuthority’s
and Transmission
Operator’s
primary control
center
functionality
respectively-

R5. The The The | The responsible entity did
responsible entity did not | responsible entity did not | responsible entity did not | Not have evidence that its
update and approve its update and approve its update and approve its Operating Plan for backup
Operating Plan for Operating Plan for Operating Plan for functionality was annually
backup functionality for backup functionality for backup functionality for reviewed and approved.
more than 60 calendar more than 70 calendar more than 80 calendar OR,
days and less than or days and less than or days and less than or The
equal to 70 calendar days | equal to 80 calendar days | equal to 90 calendar days responsible entity did not
aftera changg to any part | aftera changg to any part | aftera changg to any part update and approve its
of the: Opgratmg P'Ian of thg Ope'ratmg P'Ian of the: Opgratmg P'Ian Operating Plan for backup
described in Requirement | described in Requirement | described in Requirement functionality for more than
RI. RL. RI. 90 calendar days after a

change to any part of the
Operating Plan described in
Requirement R1.

R6. N/A | N/A N/A The
responsible entity has
primary and backup
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Moderate

functionality that do
depend on each other for
the control center
functionality required to
maintain compliance with
Reliability Standards.

R7.

The
responsible entity
conducted an annual test
of its Operating Plan for
backup functionality, but
it did not document the
results.

OR,

The
responsible entity
conducted an annual test
of its Operating Plan for
backup functionality, but
the test was for less than
two continuous hours but
more than or equal to 1.5
continuous hours.

The
responsible entity
conducted an annual test
of its Operating Plan for
backup functionality, but
the test was for less than
1.5 continuous hours but
more than or equal to 1
continuous hour.

The
responsible entity
conducted an annual test
of its Operating Plan for
backup functionality, but
the test did not assess
the transition time
between the simulated
loss of its primary control
center and the time to
fully implement the
backup functionality

OR,

The
responsible entity
conducted an annual test
of its Operating Plan for
backup functionality, but
the test was for less than
1 continuous hour but

The
responsible entity did not
conduct an annual test of its
Operating Plan for backup
functionality.

OR,

The
responsible entity
conducted an annual test of
its Operating Plan for
backup functionality, but
the test was for less than
0.5 continuous hours.
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Moderate

more than or equal to 0.5
continuous hours.

R8.

The
responsible entity
experienced a loss of its
primary or backup
functionality and
anticipated that the loss
of primary or backup
functionality would last
for more than six
calendar months and
provided a plan to its
Regional Entity showing
how it will re-establish
primary or backup
functionality but the plan
was submitted more than
six calendar months but
less than or equal to
seven calendar months
after the date when the
functionality was lost.

The responsible entity
experienced a loss of its
primary or backup
functionality and
anticipated that the loss
of primary or backup
functionality would last
for more than six
calendar months
provided a plan to its
Regional Entity showing
how it will re-establish
primary or backup
functionality but the plan
was submitted in more
than seven calendar
months but less than or
equal to eight calendar
months after the date
when the functionality
was lost.

The responsible entity
experienced a loss of its
primary or backup
functionality and
anticipated that the loss
of primary or backup
functionality would last
for more than six
calendar months
provided a plan to its
Regional Entity showing
how it will re-establish
primary or backup
functionality but the plan
was submitted in more
than eight calendar
months but less than or
equal to nine calendar
months after the date
when the functionality
was lost.

The
responsible entity
experienced a loss of its
primary or backup
functionality and
anticipated that the loss of
primary or backup
functionality would last for
more than six calendar
months, but did not submit
a plan to its Regional Entity
showing how it will re-
establish primary or backup
functionality for more than
nine calendar months after
the date when the
functionality was lost.
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D. E-Regional Variances
None.

E. Associated Documents
Link to the Implementation Plan and other important associated documents.
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Standard-EOP-008-1—2 — Loss of Control Center Functionality

Version History

Version Date Action Change Tracking
1 FBDB2009 - Revisionsfor-Project 2006-04: | Major re-write to accommodate
2010 Revisions changes noted in project file
1 August 5, 2010 | Project 2006-04: Adopted by
the Board-ef Frustees
1 April 21, 2011 | Project 2006-04: FERC Order
issued approving EOP-008-1
(approval effective June 27,
2011)
1 July 1, 2013 Project 2006-04: Updated
VRFs and VSLs based on June
24,2013 approval:
2 July 9, 2017 Adopted by the NERC Board of | Revised
Trustees
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Supplemental Material

Rationale
Rationale for Requirement R1: The phrase "data exchange capabilities" is replacing “data
communications in Requirement R1, Part 1.2.2 for the following reasons:

COM-001-1 (no longer enforceable) covered telecommunications, which could be viewed as
covering both voice and data. COM-001-2.1 (currently enforceable) focuses on "Interpersonal
Communication" and does not address data.

The topic of data exchange has historically been covered in the IRO / TOP Standards. Most
recently the revisions to the standards that came out of Project 2014-03 Revisions to TOP and
IRO Standards use the phrase "data exchange capabilities." The rationale included in the IRO-
002-4 standard discusses the need to retain the topic of data exchange, as it is not addressed in
the COM standards.
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Implementation Plan for Proposed Reliability Standard EOP-004-4



NEIRC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Implementation Plan
Project 2015-08 Emergency Operations
Reliability Standard EOP-004-4

Applicable Standard(s)
e EOP-004-4 — Event Reporting

Requested Retirement(s)
e EOP-004-3 — Event Reporting

Prerequisite Standard(s)
None.

Applicable Entities

e Reliability Coordinator
e Balancing Authority

e Transmission Owner

e Generator Owner

e Transmission Operator
e Generator Operator

e Distribution Provider

Background

Implementation of revisions and retirements recommended by the Project 2015-02 Emergency
Operations Periodic Review Team clarify the critical methodology requirements for Emergency
Operations, while ensuring strong planning, reporting, communication and coordination across the
Functional Entities. In addition, the revisions are intended to streamline the standard making the
standard more Results-based.

Effective Date

EOP-004-4 — Event Reporting

Where approval by an Applicable Governmental Authority is required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the effective
date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the Applicable Governmental Authority.

RELIABILITY | ACCOUNTABILITY




NERC

e e |
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Where approval by an Applicable Governmental Authority is not required, the standard shall
become effective on the first day of the first calendar quarter that is twelve (12) months after the

date the standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that
jurisdiction.

Definition
None.

Retirement Date

EOP-004-3 — Event Reporting

Reliability Standard EOP-004-3 shall be retired immediately prior to the effective date of EOP-004-4
in the particular jurisdiction in which the revised standard is becoming effective.

Implementation Plan
Project 2015-08 Emergency Operations 2
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Implementation Plan for Proposed Reliability Standards EOP-005-3, EOP-006-3 and

EOP-008-2



NEIRC

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Implementation Plan

Project 2015-08 Emergency Operations
Reliability Standards EOP-005-3, EOP-006-3, and EOP-008-2

Applicable Standard(s)
e EOP-005-3 — System Restoration from Blackstart Resources
e EOP-006-3 — System Restoration Coordination ~
e EOP-008-2 — Loss of Control Center Functionality

Requested Retirement(s)

e EOP-005-2 — System Restoration from Blackstart Resources
e EOP-006-2 — System Restoration Coordination

e EOP-008-1 — Loss of Control Center Functionality

Prerequisite Standard(s)
None.

Applicable Entities
EOP-005 — System Restoration from Blackstart Resources
e Transmission Operator
e Generator Operator
e Transmission Owners identified in the Transmission Operators restoration plan

e Distribution Providers identified in the Transmission Operators restoration plan

EOP-006 — System Restoration Coordination

e Reliability Coordinator

EOP-008 — Loss of Control Center Functionality
e Reliability Coordinator
e Transmission Operator

e Balancing Authority

RELIABILITY | ACCOUNTABILITY




NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Background

Implementation of revisions and retirements recommended by the Project 2015-02 Emergency
Operations Periodic Review Team clarify the critical methodology requirements for Emergency
Operations, while ensuring strong planning, reporting, communication and coordination across the
Functional Entities. In addition, the revisions are intended to streamline the standards and apply
Paragraph 81 criteria, while making the standards more Results-based and addressing an
outstanding directive from FERC Order No. 749.

Effective Date

EOP-005-3 — System Restoration from Blackstart Resources

Where approval by an applicable Governmental Authority is required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the effective
date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the applicable governmental authority.

Where approval by an applicable governmental authority is not required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the date the
standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.

EOP-006-3 — System Restoration Coordination

Where approval by an applicable governmental authority is required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the effective
date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the applicable governmental authority.

Where approval by an applicable governmental authority is not required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the date the
standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.

EOP-008-2 — Loss of Control Center Functionality

Where approval by an applicable governmental authority is required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the effective
date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the applicable governmental authority.

Where approval by an applicable governmental authority is not required, the standard shall become
effective on the first day of the first calendar quarter that is twelve (12) months after the date the
standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.

Definition
None.

Implementation Plan
Project 2015-08 Emergency Operations 2
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Retirement Date

EOP-005-2 — System Restoration from Blackstart Resources
Reliability Standard EOP-005-2 shall be retired immediately prior to the effective date of EOP-005-3
in the particular jurisdiction in which the revised standard is becoming effective.

EOP-006-2 — System Restoration Coordination
Reliability Standard EOP-006-2 shall be retired immediately prior to the effective date of EOP-006-3
in the particular jurisdiction in which the revised standard is becoming effective.

EOP-008-1 — Loss of Control Center Functionality
Reliability Standard EOP-008-1 shall be retired immediately prior to the effective date of EOP-008-2
in the particular jurisdiction in which the revised standard is becoming effective.

Implementation Plan
Project 2015-08 Emergency Operations 3
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Mapping Document for Proposed Reliability Standard EOP-004-4



NERC

E=—=—————s—s— = s
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Mapping Document

Project 2015-08 Emergency Operations

Requirement in Approved Standard

Standard: EOP-004-4

Translation to New Standard or Other
Action

Description and Change Justification

EOP-004-3, Measure M1

M1. Each Responsible Entity will have a dated
event reporting Operating Plan that includes,
but is not limited to the protocol(s) and each
organization identified to receive an event
report for event types specified in EOP-004-3
Attachment 1 and in accordance with the
entity responsible for reporting.

EOP-004-4, Measure M1

M1. Each Responsible Entity will have a
dated event reporting Operating Plan that
includes protocol(s) and each organization
identified to receive an event report for
event types specified in EOP-004-4
Attachment 1 and in accordance with the
entity responsible for reporting.

Updated standard version number. “...not
limited to” removed from Measure M1, as
unnecessary.

EOP-004-3, Requirement R2

R2. Each Responsible Entity shall report
events per their Operating Plan within 24
hours of recognition of meeting an event type
threshold for reporting or by the end of the
next business day if the event occurs on a
weekend (which is recognized to be 4 PM

EOP-004-4, Requirement R2

R2. Each Responsible Entity shall report
events specified in EOP-004-4 Attachment 1
to the entities specified per their event
reporting Operating Plan by the later of 24
hours of recognition of meeting an event
type threshold for reporting or by the end
of the Responsible Entity’s next business

Requirement R2 revisions were provided for
clarity; to remove the ambiguity for
weekends and to add clarity for holidays.

RELIABILITY | ACCOUNTABILITY




Standard: EOP-004-4

T lati N h
e Al SR ranslation to New Standard or Other

Description and Change Justification

Action
local time on Friday to 8 AM Monday local day (4 p.m. local time will be considered the
time). end of the business day).
EOP-004-3, Measure M2 EOP-004-4, Measure M2 Measure M2 was updated for clarity and to
M2. Each Responsible Entity will have as M2. Each Responsible Entity will have as 'deany 4:30 p.ll:]n. Iocsl tflmhe to b.e ,
evidence of reporting an event, copy of the evidence of reporting an event to the considered as the end of the entity's

completed EOP-004-3 Attachment 2 form or a | entities specified per their event reporting business day.

DOE-OE-417 form; and evidence of submittal | Operating Plan either a copy of the

(e.g., operator log or other operating completed EOP-004-4 Attachment 2 form or
documentation, voice recording, electronic a DOE-OE-417 form; and some evidence of
mail message, or confirmation of facsimile) submittal (e.g., operator log or other
demonstrating the event report was operating documentation, voice recording,
submitted within 24 hours of recognition of electronic mail message, or confirmation of
meeting the threshold for reporting or by the | facsimile) demonstrating that the event

end of the next business day if the event report was submitted by the later of 24

occurs on a weekend (which is recognized to hours of recognition of meeting an event

be 4 PM local time on Friday to 8 AM Monday | type threshold for reporting or by the end
local time). (R2) of the Responsible Entity’s next business
day (4 p.m. local time will be considered the
end of the business day).

EOP-004-3, Requirement R3 Recommended for retirement. The EOP SDT recommends retirement of
Requirement R3 under Criterion B1,
administrative; the R3 requirement in EOP-

Mapping Document | EOP-004
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Standard: EOP-004-4

T lati N h
LLE LI RN L Gl Description and Change Justification

Requirement in Approved Standard

Action
R3. Each Responsible Entity shall validate all 004-3 requires responsible entities to
contact information contained in the perform a function that is administrative in
Operating Plan pursuant to Requirement R1 nature, does not support reliability and is
each calendar year. needlessly burdensome. Contact lists are

administrative in nature.

The EOP SDT wanted to change the

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 i o -
reporting responsibility to the Facility
Event Type: Damage or destruction of a Event Type: Damage or destruction of its owner. It is the responsibility to the Facility
Facility Facility owner, as the Threshold states. The EOP
Entity with Reporting Responsibility: BA, TO, Entity with Reporting Responsibility: TO, SDT used the defined term “Facility” to add
TOP, GO, GOP, DP TOP, GO, GOP, DP clarity for several events listed in
] ) Attachment 1. A Facility is defined as:
Threshold for Reporting: Damage or Threshold for Reporting: Damage or
destruction of its Facility that results from destruction of its Facility that results from “A set of electrical equipment that
actual or suspected intentional human action. | 5¢¢ya] or suspected intentional human operates as a single Bulk Electric
action. System Element (e.g., a line, a
generator, a shunt compensator,
It is not necessary to report theft unless it transformer, etc.)”

degrades normal operation of its Facility. With the specific entities listed for

reporting, the event type and reporting
entity better aligns with the word change
from “...a Facility” to “...its Facility.”

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 The EOP SDT wanted to change the
reporting responsibility to the Facility

Mapping Document | EOP-004
Project 2015-08 Emergency Operations 3



Requirement in Approved Standard

Standard: EOP-004-4

Translation to New Standard or Other
Action

Description and Change Justification

Event Type: Physical threats to a Facility

Entity with Reporting Responsibility: BA, TO,
TOP, GO, GOP, DP

Threshold for Reporting: Physical threat to its
Facility excluding weather or natural disaster
related threats, which has the potential to
degrade the normal operation of the Facility.
OR

Suspicious device or activity at a Facility.

Do not report theft unless it degrades normal
operation of a Facility.

Event Type: Physical threats to its Facility

Entity with Reporting Responsibility: TO,
TOP, GO, GOP, DP

Threshold for Reporting: Physical threat to
its Facility excluding weather or natural
disaster related threats, which has the
potential to degrade the normal operation
of the Facility.

OR

Suspicious device or activity at its Facility.

owner. It is the responsibility to the Facility
owner, as the Threshold states. The EOP
SDT used the defined term “Facility” to add
clarity for several events listed in
Attachment 1. A Facility is defined as:

“A set of electrical equipment that
operates as a single Bulk Electric
System Element (e.g., a line, a
generator, a shunt compensator,
transformer, etc.)”

With the specific entities listed for
reporting, the event type and reporting
entity better aligns with the word change
from “...a Facility” to “...its Facility.”

EOP-004-3, Attachment 1

Event Type: Physical threats to a BES control
center

Entity with Reporting Responsibility: RC, BA,
TOP

EOP-004-4, Attachment 1

Event Type: Physical threats to its BES
control center

Entity with Reporting Responsibility: RC, BA,
TOP

With the specific entities listed for
reporting, the event type and reporting
entity better aligns with the word change
from “...a BES control center” to “...its BES
control center.”

Mapping Document | EOP-004
Project 2015-08 Emergency Operations




Requirement in Approved Standard

Standard: EOP-004-4

Translation to New Standard or Other
Action

Description and Change Justification

Threshold for Reporting: Physical threat to its
BES control center, excluding weather or
natural disaster related threats, which has the
potential to degrade the normal operation of
the control center.

OR

Suspicious device or activity at a BES control
center.

Threshold for Reporting: Physical threat to
its BES control center, excluding weather or
natural disaster related threats, which has
the potential to degrade the normal
operation of the control center.

OR

Suspicious device or activity at its BES
control center.

EOP-004-3, Attachment 1

Event Type: BES Emergency requiring public
appeal for load reduction

Entity with Reporting Responsibility: Initiating
entity is responsible for reporting

Threshold for Reporting: Public appeal for
load reduction event.

EOP-004-4, Attachment 1

Event Type: Public appeal for load reduction
resulting from a BES Emergency
Entity with Reporting Responsibility: BA

Threshold for Reporting: Public appeal for
load reduction to maintain continuity of the
BES.

To maintain the continuity of the BES was
added to better align with the DOE OE-417
reporting category.

Rationale: The EOP SDT changed the
reporting responsibility to the BA only
based on the BA requirements in EOP-011-1
(FERC approved, pending enforcement)
Requirement R2 “Each Balancing Authority
shall develop, maintain, and implement one
or more Reliability Coordinator-reviewed
Operating Plan(s) to mitigate Capacity
Emergencies and Energy Emergencies
within its Balancing Authority Area. The
Operating Plan(s) shall include the

Mapping Document | EOP-004
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Standard: EOP-004-4

Translation to New Standard or Other
Action

Requirement in Approved Standard

Description and Change Justification

following, as applicable: [Violation Risk
Factor: High] [Time Horizon:

Real-Time Operations, Operations Planning,
Long-term Planning]

2.1. Roles and responsibilities for activating
the Operating Plan(s);

2.2. Processes to prepare for and mitigate
Emergencies including:

2.2.1. Notification to its Reliability
Coordinator, to include current and
projected conditions when experiencing a
Capacity Emergency or Energy Emergency;
2.2.2. Requesting an Energy Emergency
Alert, per Attachment 1;

2.2.3. Managing generating resources in its
Balancing Authority Area to address:
2.2.3.1. capability and availability;

2.2.3.2. fuel supply and inventory concerns;
2.2.3.3. fuel switching capabilities; and
2.2.3.4. environmental constraints.

2.2.4. Public appeals for voluntary Load
reductions;

Mapping Document | EOP-004
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Standard: EOP-004-4

Translation to New Standard or Other

Action Description and Change Justification

Requirement in Approved Standard

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 The TOP is operating the system and is the
only entity that would implement System-

Event Type: BES Emergency requiring system- | Event Type: System-wide voltage reduction i )
wide voltage reduction.

wide voltage reduction resulting from a BES Emergency

Entity with Reporting Responsibility: Initiating | Entity with Reporting Responsibility: TOP

entity is responsible for reporting. Threshold for Reporting: System-wide

Threshold for Reporting: System wide voltage | voltage reduction of 3% or more.
reduction of 3% or more.

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 The RC, BA and TOP are the entities that

Event Type: BES Emergency requiring manual | Event Type: Firm load shedding resulting would initiate manual firm load shedding.

firm load shedding from a BES Emergency

Entity with Reporting Responsibility: Initiating | Entity with Reporting Responsibility:

entity is responsible for reporting Initiating RC, BA, or TOP

Threshold for Reporting: Manual firm load Threshold for Reporting: Firm load shedding

shedding > 100 MW. > 100 MW (manual or automatic).

EOP-004-3, Attachment 1 This Event Type/Entity with Reporting This Event Type/Entity with Reporting

Event Type: BES Emergency resulting in Eesponsmlll';y/'l"hr:e;hold_If_or R.eIE)'ortllng zas Eespon5|bllltc|y/Thr:eIEshold_:‘_or R'es.ortllng Pd1as

automatic firm load shedding een merge W.It vent Type: Firm loa een r'nerge W'It vent Type: Firm loa
shedding resulting from a BES Emergency. shedding resulting from a BES Emergency.

Entity with Reporting Responsibility: DP, TOP

Mapping Document | EOP-004
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Translation to New Standard or Other

Action Description and Change Justification

Requirement in Approved Standard

Threshold for Reporting: Automatic firm load
shedding = 100 MW (via automatic
undervoltage or underfrequency load
shedding schemes, or RAS).

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 To provide clarity to the Event Type and to
the Threshold for Reporting, the language

Event Type: Voltage deviation on a Facility Event Type: BES Emergency resulting in o
revisions were made.

Entity with Reporting Responsibility: TOP voltage deviation on a Facility

Threshold for Reporting: Observed within its Entity with Reporting Responsibility: TOP

area a voltage deviation of £ 10% of nominal | Threshold for Reporting: A voltage deviation

voltage sustained for > 15 continuous of =/>10% of nominal voltage sustained for

minutes. 2 15 continuous minutes.

EOP-004-3, Attachment 1 This Event Type/Entity with Reporting This Event Type/Entity with Reporting

Event Type: IROL Violation (all Respon5|b|I|ty/ThreshoId for Reporting is Respon5|b|I|ty/ThreshoId for Reporting is
proposed for retirement. proposed for retirement.

Interconnections) or SOL Violation for Major
WECC Transfer Paths (WECC only) Event Type: IROL Violation (all
Interconnections) or SOL Violation for Major

Entity with Reporting Responsibility: RC .
WECC Transfer Paths (WECC only) are in the

Threshold for Reporting: Operate outside the new standard TOP-001-3, Requirement R12
IROL for time greater than IROL Ty (all that becomes effective on 4/1/17, requiring
Interconnections) or Operate outside the SOL a self-report if Tv is exceeded; the TOP-007-

WECC-1 standard is pending retirement.

Mapping Document | EOP-004
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Requirement in Approved Standard

Standard: EOP-004-4

Translation to New Standard or Other
Action

Description and Change Justification

for more than 30 minutes for Major WECC
Transfer Paths (WECC only).

EOP-004-3, Attachment 1
Event Type: Loss of firm load

Entity with Reporting Responsibility: BA, TOP,
DP

Threshold for Reporting: Loss of firm load for >

> 300 MW for entities with previous yea
3,000 MW

OR
> 200 MW for all other entities

EOP-004-4, Attachment 1

Event Type: Uncontrolled loss of firm load
resulting from a BES Emergency

Entity with Reporting Responsibility: BA,
TOP, DP

Threshold for Reporting: Uncontrolled loss of
firm load for > 15 minutes from a

single incident:
> 300 MW for entities with previous
year’s peak demand = 3,000 MW
OR
> 200 MW for all other entities

To provide clarity to the Threshold for
Reporting and to align with the DOE’s OE-
417 reporting category, language revisions
were made.

EOP-004-3, Attachment 1
Event Type: Generation loss
Entity with Reporting Responsibility: BA, GOP

Threshold for Reporting: Total generation
loss, within one minute, of :

EOP-004-4, Attachment 1
Event Type: Generation loss
Entity with Reporting Responsibility: BA

Threshold for Reporting: Total generation
loss, within one minute, of:

The EOP SDT removed the reporting
requirement from the GOPs to reduce
redundant reporting. The BA should do the
reporting given they have the generation
status information.

Mapping Document | EOP-004
Project 2015-08 Emergency Operations




Standard: EOP-004-4

Translation to New Standard or Other

Requirement in Approved Standard Action

Description and Change Justification

> 2,000 MW for entities in the Eastern or >2 000 MW in the Eastern. Western. or Technical justification for reverting back to
Western Interconnection (_luzebec Interconnection ’ ’ the value of 2,000 MW for the generation
OR loss for the Québec Interconnection and for

OR harmonizing with NERC EA process.
> 1,000 MW for entities in the ERCOT or

. 2 1,400 MW in the ERCOT Interconnection 1. Generation in the Québec
Quebec Interconnection )

Interconnection is 95 % hydraulic. To
be efficient, generation must
operate within 80 % of its operating
range. There is a large spinning
reserve available at all times which
aids in the recovery period after an
event (ACE-Area Control Error).
Historically, the recorded average
ACE recovery time for a 2,000 MW
loss is 5 minutes which is 3 times
faster than the standard
requirement of 15 minutes. BAL-

002-1a (R4.2).

2. Based on the Hydro Québec’s
generation loss reports, generation
loss between 1,500 MW to
2,000 MW does not trig the first
stage threshold of the UFLS scheme.

Mapping Document | EOP-004
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Standard: EOP-004-4

Translation to New Standard or Other
Action

Requirement in Approved Standard

Description and Change Justification

The frequency stayed above the
underfrequency limit.

3. In order to maintain the integrity of
the Québec system, the RPTC SPS in
Québec (Generation Rejection and
Remote Load Shedding) is designed
to detect abnormal or
predetermined system conditions, to
take corrective actions and to
deliberately remove up to 1,500 MW
of preselected generation from the
power system. Consequently, the
system is design to remain stable
upon the instantaneous loss of 1,500
MW of generation. For Hydro-
Québec, a generation loss of more
than 2,000 MW is considered as an
issue, which is make sense with
previous 2,000 MW generation loss
reporting requirement.

4. The EEA Level 3 alert (EOP-002) in
Québec is set generally set at 2,000
MW, based on the deficiency of

Mapping Document | EOP-004
Project 2015-08 Emergency Operations
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Standard: EOP-004-4

Translation to New Standard or Other

. Description and Change Justification
Action

Requirement in Approved Standard

operating reserves and margins. Up
to now, no EEA Level 3 alert has
occurred in the Québec
Interconnection.

5. Hydro Québec’s loss of generation in
first contingency (n-1) is set around
2,000 MW.

Technical justification for the value of 1,400
MW for the generation loss for the ERCOT
Interconnection and for harmonizing with
NERC EA process.

1. ERCOT maintains a mix of operating
reserves (typically 50% Load
Resources controlled by under-
frequency relays and 50% frequency
responsive spinning reserves)
available at all times, which aids in
the recovery period after an event
affecting Area Control Error (ACE) or
frequency. ERCOT typically procures
between 2,300 MW to 3,000 MW of
frequency responsive reserves for all

Mapping Document | EOP-004
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Translation to New Standard or Other

Requirement in Approved Standard Action

Description and Change Justification

operating hours besides procuring
additional regulation and non-
spinning reserves. The Load
Resources controlled by Under-
Frequency relay are set to respond
automatically at 59.7 Hz to provide
instantaneous frequency response.
Historically, the recorded average
ACE recovery time for a 1,400 MW
loss is less than 10 minutes, which is
much faster than the standard
requirement of 15 minutes. BAL-

002-1a (R4.2).

2. The design criteria for ERCOT's
frequency responsive reserves is to
procure adequate reserves that
allow frequency to stay above the
under-frequency limit for up to
ERCOT's resource contingency
criteria limit of 2,750 MW.

3. The EEA level 1 alert (EOP-002) in
ERCOT is set at 2,300 MW of Physical
Responsive Capability (PRC) which is
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Requirement in Approved Standard

Standard: EOP-004-4

Translation to New Standard or Other
Action

Description and Change Justification

a mix of operating reserves (typically
50% Load Resources and 50%
frequency responsive spinning
reserves).

EOP-004-3, Attachment 1

Event Type: Complete loss of off-site power to
a nuclear generating plant (grid supply)

Entity with Reporting Responsibility: TO, TOP

Threshold for Reporting: Complete loss of off-
site power affecting a nuclear generating
station per the Nuclear Plant Interface
Requirement

EOP-004-4, Attachment 1

Event Type: Complete loss of off-site power
to a nuclear generating plant (grid supply)

Entity with Reporting Responsibility: TO,
TOP

Threshold for Reporting: Complete loss of
off-site power (LOOP) affecting a nuclear
generating station per the Nuclear Plant
Interface Requirements

The Event Analysis Program (EAP) refers to
loss of off-site power as “(LOOP)”.
Therefore, LOOP has been added to the
Threshold for Reporting to provide
consistency.

EOP-004-3, Attachment 1
Event Type: Transmission loss
Entity with Reporting Responsibility: TOP

Threshold for Reporting: Unexpected loss
within its area, contrary to design, of three or
more BES Elements caused by a common
disturbance (excluding successful automatic
reclosing).

EOP-004-4, Attachment 1
Event Type: Transmission loss
Entity with Reporting Responsibility: TOP

Threshold for Reporting: Unexpected loss
within its area, contrary to design, of three
or more BES Facilities caused by a common
disturbance (excluding successful automatic
reclosing).

The definition of BES Element includes
generation. The reporting requirement for
this Event Type is the TOP. The TOP does
not have the visibility to report for the GO
and/or the GOP for this Event Type. It could
lead to confusion as to the element count
for three elements contrary to design. In
addition, the EAP uses the definition of “BES
Facility” in its application, which could lead
to additional confusion in evaluating a
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Standard: EOP-004-4

Translation to New Standard or Other

Action Description and Change Justification

Requirement in Approved Standard

reporting during an event. The EOP SDT
revised “BES Elements” to “BES Facilities” to
add clarity to the Threshold for Reporting
and to align with the EAP language.

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 In the Threshold for Reporting, with the
Event Type: Unplanned BES control center Event Type: Unplanned evacuation of its specific entities listed for rep.ortmg, the )
evacuation BES control center event type and reporting entity better aligns

with the word change from “...BES control
Entity with Reporting Responsibility: RC, BA, Entity with Reporting Responsibility: RC, BA, | center” to “...its BES control center.”

TOP TOP

Threshold for Reporting: Unplanned Threshold for Reporting: Unplanned

evacuation from BES control center facility for | evacuation from its BES control center

30 continuous minutes or more. facility for 30 continuous minutes or more.

EOP-004-3, Attachment 1 EOP-004-4, Attachment 1 COM-001-2 defined Interpersonal
Communication for the NERC Glossary of

Event Type: Complete loss of voice Event Type: Complete loss of Interpersonal | Terms as: “Any medium that allows two or

communication capability Communication and Alternative more individuals to interact, consult, or

Interpersonal Communication capability at | exchange information.”
its staffed BES control center

Entity with Reporting Responsibility: RC, BA, | And Alternative Interpersonal
TOP Communication as:

“Any Interpersonal Communication that is
able to serve as a substitute for, and does

Entity with Reporting Responsibility: RC, BA,
TOP

Threshold for Reporting: Complete loss of
voice communication capability affecting a
Threshold for Reporting: Complete loss of
Interpersonal Communication and
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Requirement in Approved Standard

BES control center for 30 continuous minutes
or more.

Standard: EOP-004-4

Translation to New Standard or Other
Action

Alternative Interpersonal Communication
capability affecting its staffed BES control
center for 30 continuous minutes or more.

Description and Change Justification

not utilize the same infrastructure (medium)
as, Interpersonal Communication used for
day-to-day operation.”

EOP-004-3, Attachment 1

Event Type: Complete loss of monitoring
capability

Entity with Reporting Responsibility: RC, BA,
TOP

Threshold for Reporting: Complete loss of
monitoring capability affecting a BES control
center for 30 continuous minutes or more
such that analysis capability (i.e., State
Estimator or Contingency Analysis) is
rendered inoperable.

EOP-004-4, Attachment 1

Event Type: Complete loss of monitoring or
control capability at its staffed BES control
center

Entity with Reporting Responsibility: RC, BA,
TOP

Threshold for Reporting: Complete loss of
monitoring or control capability at its
staffed BES control center for 30 continuous
minutes or more.

The language revisions to this event type
provides clarity to the Threshold for
Reporting and better aligns with the EAP
language.

Mapping Document | EOP-004
Project 2015-08 Emergency Operations

16



Exhibit D-2
Mapping Document for Proposed Reliability Standards EOP-005-3, EOP-006-3 and

EOP-008-2



NERC

E=—=—————s—s— = s
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Mapping Document

Project 2015-08 Emergency Operations

Requirement in Approved Standard

EOP-005-2, Requirement R1

R1. Each Transmission Operator shall have a
restoration plan approved by its Reliability
Coordinator. The restoration plan shall allow
for restoring the Transmission Operator’s
System following a Disturbance in which one
or more areas of the Bulk Electric System
(BES) shuts down and the use of Blackstart
Resources is required to restore the shut
down area to service, to a state whereby the
choice of the next Load to be restored is not
driven by the need to control frequency or
voltage regardless of whether the Blackstart
Resource is located within the Transmission
Operator’'s System. The restoration plan shall
include: [Violation Risk Factor = High] [Time
Horizon = Operations Planning]

Standard: EOP-005-3

Translation to New Standard or Other
Action

EOP-005-3, Requirement R1

R1. Each Transmission Operator shall
develop and implement a restoration plan
approved by its Reliability Coordinator. The
restoration plan shall be implemented to
restore the Transmission Operator’s System
following a Disturbance in which one or
more areas of the Bulk Electric System (BES)
shuts down and the use of Blackstart
Resources is required to restore the
shutdown area, to a state whereby the
choice of the next Load to be restored is not
driven by the need to control frequency or
voltage regardless of whether the Blackstart
Resource is located within the Transmission
Operator’s System. The restoration plan
shall include: [Violation Risk Factor = High]
[Time Horizon = Operations Planning, Real-
time Operations]

Description and Change Justification

EOP-005-3, Requirement R1

In this industry it is widely understood that
“have a restoration plan,” is not simply to
be in possession of a restoration plan. The
intent of the EOP SDT to add the language
“develop and implement” is for the TOP to
develop its restoration plan and for the
restoration plan to be utilized.

Due to the addition of the word
“implement,” the phrase, “Real-time
Operations” was added to the Time
Horizon.

The EOP SDT agrees with the Independent
Experts Review Panel (IERP)
recommendation to retire EOP-005-2,
Requirement R7 as redundant.

By adding the language: “develop and
implement” and “be implemented to
restore” to EOP-005-3 Requirement R1,

RELIABILITY | ACCOUNTABILITY




Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

EOP-005-2 Requirement R7, is redundant to
EOP-005-3 Requirement R1.

EOP-005-2, Requirement R1, Part 1.1

1.1. Strategies for System restoration
that are coordinated with the
Reliability Coordinator’s high level
strategy for restoring the
Interconnection.

EOP-005-3, Requirement R1, Part 1.1

1.1. Strategies for System restoration
that are coordinated with its
Reliability Coordinator’s high level
strategy for restoring the
Interconnection.

“The Reliability Coordinator” has been
updated to “its Reliability Coordinator” for
consistency throughout the standard.

EOP-005-2, Requirement R1, Part 1.3

1.3. Procedures for restoring
interconnections with other
Transmission Operators under the
direction of the Reliability
Coordinator.

EOP-005-3, Requirement R1, Part 1.3

1.3. Procedures for restoring
interconnections with other
Transmission Operators under the
direction of its Reliability
Coordinator.

“The Reliability Coordinator” has been
updated to “its Reliability Coordinator” for
consistency throughout the standard.

EOP-005-2, Requirement R1, Part 1.9

1.9. Operating Processes for transferring
authority back to the Balancing
Authority in accordance with the
Reliability Coordinator’s criteria.

EOP-005-3, Requirement R1, Part 1.9

1.9. Operating Processes for transferring
operations back to the Balancing
Authority in accordance with its
Reliability Coordinator’s criteria.

Since the Balancing Authority does not
relinquish any BA authority to the TOP,
language was revised to: “1.9 Processes for
transferring operations autherity-back to
the Balancing Authority in accordance with
the Reliability Coordinator’s criteria.”
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Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

“The Reliability Coordinator” has been
updated to “its Reliability Coordinator” for
consistency throughout the standard.

EOP-005-2, Requirement R2

R2. Each Transmission Operator shall provide
the entities identified inits approved
restoration plan with a description of any
changes to their roles and specific tasks prior
to the implementation date of the plan.
[Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

EOP-005-3, Requirement R2

R2. Each Transmission Operator shall
provide the entities identified in its
approved restoration plan with a
description of any changes to their roles and
specific tasks prior to the effective date of
the plan. [Violation Risk Factor = Medium]
[Time Horizon = Operations Planning]

“Implementation date” was revised to
“effective date” to clarify that the approved
restoration plan is provided to entities prior
to its effective date, rather than prior to any
given implementation date of the
restoration plan.

EOP-005-2, Measure M2

M2. Each Transmission Operator shall have
evidence such as emails with receipts or
registered mail receipts that it provided the
entities identified in its approved restoration
plan with a description of any changes to their
roles and specific tasks prior to the
implementation date of the planin
accordance with Requirement R2.

EOP-005-3, Measure M2

M2. Each Transmission Operator shall have
evidence such as dated electronic receipts
or registered mail receipts that it provided
the entities identified in its approved
restoration plan with a description of any
changes to their roles and specific tasks
prior to the effective date of the planin
accordance with Requirement R2.

III

The word “email” doesn’t capture the
universe of electronic receipts; verification
for submitting entity, as opposed to
receiving entity. Submitting entity is TOP.
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Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

EOP-005-2, Requirement R3

R3. Each Transmission Operator shall review
its restoration plan and submit it to its
Reliability Coordinator annually on a
mutually-agreed, predetermined schedule.
[Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

EOP-005-2, Requirement R3, Part 3.1

3.1 If there are no changes to the
previously submitted restoration
plan, the Transmission Operator shall
confirm annually on a
predetermined schedule to its
Reliability Coordinator that it has
reviewed its restoration plan and no
changes were necessary.

EOP-005-3, Requirement R3

R3. Each Transmission Operator shall
review its restoration plan and submit it
to its Reliability Coordinator annually on
a mutually-agreed, predetermined
schedule. [Violation Risk Factor =
Medium] [Time Horizon = Operations
Planning]

Retirement of EOP-005-2, Requirement R3,
and Part 3.1 was approved by FERC with an
effective date of January 21, 2014.

EOP-005-2, Requirement R4

R4. Each Transmission Operator shall update
its restoration plan within 90 calendar days
after identifying any unplanned permanent
System modifications, or prior to

EOP-005-3, Requirement R4

R4. Transmission Operator shall submit its
revised restoration plan to its Reliability
Coordinator for approval, when the revision

As previously written, Requirement R4
addressed (in one sentence) two restoration
plan updates that a Transmission Operator
must perform: (1) the restoration plan must
be updated within 90 calendar days after
identifying any unplanned permanent
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Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

implementing a planned BES modification,
that would change the implementation of its
restoration plan. [Violation Risk Factor =
Medium] [Time Horizon = Operations
Planning]

would change its ability to implement its
restoration plan, as follows

System modifications and (2) the
restoration plan must be updated prior to
implementing a planned BES modification.

The references to unplanned permanent
and planned BES modifications that will
change the ability to implement the RC-
approved restoration plan are intended to
require a TOP to submit a revised
restoration plan to the RC when the
modification would substantively change
the TOP’s ability to implement the
restoration plan or impact the RC’s ability to
monitor and direct restoration efforts. The
intent is not to require a TOP to submit
changes that do not substantively change
the restoration plan or the RCs ability to
monitor and direct the restoration efforts.
Examples of instances that do not require
update and submission of a restoration plan
include element number changes, device
changes, or administrative changes that
have no significance to the implementation
of the plan.
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Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

The timeframes referenced in Requirement
R4, Part 4.2 for a permanent planned BES
modification directs the Responsible Entity
to EOP-006-2, Requirement R5.1 and draft
EOP-006-3, Requirement R5, Part 5.1, which
states that the RC shall approve or
disapprove the TOPs submitted restoration
plan within 30 days of receipt. This allows
the Responsible Entity to coordinate
submission with the RC based on the RCs
specific requirements.

EOP-005-2, Requirement R4, Part 4.1

R4.1 Each Transmission Operator shall
submit its revised restoration planto its
Reliability Coordinator for approval within the
same 90 calendar day period.

EOP-005-3, Requirement R4, Parts 4.1 and
4.2

4.1 Within 90 calendar days after
identifying any unplanned permanent
BES modifications.

4.2 Prior to implementing a planned
permanent BES modification subject
to its Reliability Coordinator approval
requirements per EOP-006.

The EOP SDT revisions harmonize the use of
“BES modification” and clarify the timing for
unplanned permanent and planned
permanent BES modifications.

EOP-005-2, Requirement R5

EOP-005-3, Requirement R5

“Implementation date” was revised to
“effective date” to clarify that System

Mapping Document
Project 2015 Emergency Operations




Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

R5. Each Transmission Operator shall have a
copy of its latest Reliability Coordinator
approved restoration plan within its primary
and backup control rooms sothat itis
available to all of its System Operators prior
to its implementation date. [Violation Risk
Factor = Lower] [Time Horizon = Operations
Planning]

R5. Each Transmission Operator shall have a
copy of its latest Reliability Coordinator
approved restoration plan within its primary
and backup control rooms sothat itis
available to all of its System Operators prior
to its effective date. [Violation Risk Factor =
Lower] [Time Horizon = Operations
Planning]

Operators will be in possession of the most
current version of a restoration plan prior to
that plan becoming effective, rather than
prior to any given implementation date of a
restoration plan.

EOP-005-2, Requirement R6

R6. Each Transmission Operator shall verify
through analysis of actual events, steady state
and dynamic simulations, or testing that its
restoration plan accomplishes its intended
function. This shall be completed every five
years at a minimum. Such analysis,
simulations or testing shall verify: [Violation
Risk Factor = Medium] [Time Horizon = Long-
term Planning]

EOP-005-3, Requirement R6

R6. Each Transmission Operator shall verify
through analysis of actual events, a
combination of steady state and dynamic
simulations, or testing that its restoration
plan accomplishes its intended function.
This shall be completed at least once every
five years. Such analysis, simulations or
testing shall verify: [Violation Risk Factor =
Medium] [Time Horizon = Long-term
Planning]

The sentence, “This shall be completed
every five years at a minimum” was revised
to: “This shall be completed at least once
every five years” to eliminate any ambiguity
in the prior language.

Based on comments received from industry,
the issue was raised that Requirement R6,
as written, could be misinterpreted to
require that every step of the restoration
process must be validated through steady
state and dynamic simulation, which can be
an overly burdensome task. This
interpretation could result in numerous
simulations having to be performed, which
was outside of the intention of the drafting
team. To eliminate any unintentional
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Standard: EOP-005-3

Translation to New Standard or Other

Action Description and Change Justification

Requirement in Approved Standard

misinterpretation of Requirement R6, it was
revised to: “Each Transmission Operator
shall verify through analysis of actual
events, a combination of steady state and
dynamic simulations...”

EOP-005-2, Requirement R7 The EOP SDT agrees with the Independent
Experts Review Panel (IERP)
recommendation to retire EOP-005-2,
Requirement R7 as redundant.

R7. Following a Disturbance in which one or
more areas of the BES shuts down and the use
of Blackstart Resources is required to restore

the shut down area to service, each affected By adding the language: “develop and
Transmission Operator shall implement its implement” to EOP-005-3, Requirement R1,
restoration plan. If the restoration plan EOP-005-2, Requirement R7, is redundant to
cannot be executed as expected the EOP-005-3, Requirement R1.

Transmission Operator shall utilize its
restoration strategies to facilitate restoration.
[Violation Risk Factor = High] [Time Horizon =
Real-time Operations]

R1. Each Transmission Operator shall have a
restoration plan approved by its Reliability
Coordinator. The restoration plan shall
allow for restoring the Transmission
Operator’s System following a Disturbance
in which one or more areas of the Bulk
Electric System (BES) shuts down and the
use of Blackstart Resources is required to
restore the shut down area to service, to a
state whereby the choice of the next Load
to be restored is not driven by the need to
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Standard: EOP-005-3

Translation to New Standard or Other

Action Description and Change Justification

Requirement in Approved Standard

control frequency or voltage regardless of
whether the Blackstart Resource is located
within the Transmission Operator’s System.

EOP-005-2, Requirement R8 The EOP SDT agrees with the IERP to retire
EOP-005-2, Requirement R8 as “duplicative
with EOP-005-2, Requirement R1, Part 1.3
(have a plan) and RC authority in IRO-001-
1.1b, Requirement R3.” The EOP SDT
recommends retirement of EOP-005-2,
Requirement R8 under Criterion B7 as
Redundant.

R8. Following a Disturbance in which one or
more areas of the BES shuts down and the use
of Blackstart Resources is required to restore
the shut down area to service, the
Transmission Operator shall resynchronize
area(s) with neighboring Transmission
Operator area(s) only with the authorization
of the Reliability Coordinator or in accordance
with the established procedures of the
Reliability Coordinator. [Violation Risk Factor
= High] [Time Horizon = Real-time Operations]

The language, “...to assure the proper

EOP-005-2, Requirement R10, and EOP-005-3, Requirement R8, and . i : an”
Requirement R10, Parts 10.1, 10.2, 10.3, and Requirement R, Parts 8.1, 8.2, 8.3, 8.4, and execution ofits r(.estorat!on plan wa?s
104 35 removed from this requirement, as it added

no additional value.
R10. Each Transmission Operator shall include | R8. Each Transmission Operator shall

within its operations training program, annual | include within its operations training Requirement RS, Part 8.5 was added to
System restoration training for its System program, System restoration training Requirement R8to address findings from
Operators to assure the proper execution of annually for its System Operators. This the Report on the FERC-NERC-Regional
its restoration plan. This training program training program shall include training on
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Requirement in Approved Standard

shall include training on the following:
[Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

10.1 System restoration plan
including coordination with

Generator Operators included
in the restoration plan.

10.2 Restoration priorities.

10.3 Building of cranking paths.

10.3 Synchronizing (re-energized
sections of the System).

the Reliability Coordinator and

Standard: EOP-005-3

Translation to New Standard or Other
Action

the following: [Violation Risk Factor =
Medium] [Time Horizon = Operations
Planning]

8.1 System restoration plan including
coordination with its Reliability
Coordinator and Generator
Operators included in the
restoration plan.

8.2 Restoration priorities.
8.3 Building of cranking paths.

8.4 Synchronizing (re-energized
sections of the System).

8.5 Transition of Demand and
resource balance within its area to
the Balancing Authority.

Description and Change Justification

Entity Joint Review of Restoration and
Recovery Plans.

Requirement R8, Part 8.5 has been revised
to include language within the definition of
BA, which was approved by the Board on
2/11/2016; pending FERC approval. The
Board approved definition of Balancing
Authority is: The responsible entity that
integrates resource plans ahead of time,
maintains Demand and resource balance
within a Balancing Authority Area, and
supports Interconnection frequency in real
time.

“The Reliability Coordinator” has been
updated to “its Reliability Coordinator” for
consistency throughout the standard.

EOP-005-2, Requirement R11

R11. Each Transmission Operator, each
applicable Transmission Owner, and each
applicable Distribution Provider shall provide
a minimum of two hours of System

EOP-005-2, Requirement R9

R9. Each Transmission Operator, each
applicable Transmission Owner, and each
applicable Distribution Provider shall provide
a minimum of two hours of System

“Two calendar years” was revised to “24
calendar months” for consistency in the
standards. This provides flexibility for
training schedules and equipment
availability. This revision to Draft 3 of the
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Requirement in Approved Standard

restoration training every two calendar years
to their field switching personnel identified as
performing unique tasks associated with the
Transmission Operator’s restoration plan that
are outside of their normal tasks. [Violation
Risk Factor = Medium] [Time Horizon =
Operations Planning]

Standard: EOP-005-3

Translation to New Standard or Other
Action

restoration training every two calendar years
to their field switching personnel identified
as performing unique tasks associated with
the Transmission Operator’s restoration plan
that are outside of their normal tasks.
[Violation Risk Factor = Medium] [Time
Horizon = Operations Planning]

Description and Change Justification

standard is a revision back to the original
language of EOP-005-2.
Federal Energy Regulatory Commission
(Commission) Order no. 749:

“[NJERC, in its comments about the

term [unique tasks], states that it ‘could
promote the development of a guideline

to aid registered entities in complying
with Requirement R11.” The Commission
notes that this Reliability Standard will
not become effective for at least 24
months, during which time ambiguities
in language or differences of opinion
among affected entities may be
resolved in practical ways. Once the
Standard is effective, if industry
determines that ambiguity with the
term arises, it would be appropriate for
NERC to consider its proposal to develop
a guideline to aid entities in their
compliance obligations.”
The Project 2015-02 Emergency Operations
Periodic Review Team, as well as the Project
2015-08 Emergency Operations Standards
Drafting Team determined (through
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Requirement in Approved Standard

Standard: EOP-005-3

Translation to New Standard or Other
Action

Description and Change Justification

conducted outreach and comment
questions/responses during postings of
periodic review templates and the SAR) that
industry does not find ambiguity with the
term “unique tasks.” The industry
understands “unique tasks” to be those
tasks that are defined by the TOP, TO, and
the DP. A rationale box was added to the
requirement to clarify “unique tasks.”

EOP-005-2, Measure M10

M10. Each Transmission Operator shall
have evidence that it participated in the
Reliability Coordinator’s restoration drills,
exercises, or simulations as requested in
accordance with Requirement R10.

EOP-005-3, Measure M10

M10. Each Transmission Operator shall
have evidence that it participated inits
Reliability Coordinator’s restoration drills,
exercises, or simulations as requested in
accordance with Requirement R10.

“The Reliability Coordinator” has been
updated to “its Reliability Coordinator” for
consistency throughout the standard.

EOP-005-2, Measure M13

M13. Each Generator Operator with a
Blackstart Resource shall provide evidence,
such as emails with receipts or registered mail
receipts, showing that it notified its
Transmission Operator of any known changes
to its Blackstart Resource capabilities within

EOP-005-3, Measure M13

M13. Each Generator Operator with a
Blackstart Resource shall provide evidence,
such as dated electronic receipts or
registered mail receipts, showing that it
notified its Transmission Operator of any
known changes to its Blackstart Resource

III

The word “email” doesn’t capture the
universe of electronic receipts; verification
for submitting entity, as opposed to
receiving entity. Submitting entity is GOP.
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Requirement in Approved Standard

24 hours of such changes in accordance with
Requirement R13.

Standard: EOP-005-3

Translation to New Standard or Other
Action

capabilities within 24 hours of such changes
in accordance with Requirement R13.

Description and Change Justification

EOP-005-2, Requirement R17

R17. Each Generator Operator with a
Blackstart Resource shall provide a minimum
of two hours of training every two calendar
years to each of its operating personnel
responsible for the startup of its Blackstart
Resource generation units and energizing a
bus. The training program shall include
training on the following:

EOP-005-3, Requirement R15

R15. Each Generator Operator with a
Blackstart Resource shall provide a
minimum of two hours of training every two
calendar years to each of its operating
personnel responsible for the startup of its
Blackstart